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Senior Policy Group of the National Capital Region

And

Critical Infrastructure Working Group

c/o Mr. Steve Kral

Administrator

Office of Homeland Security

Office of the Deputy Mayor for Public Safety and Justice
Suite C-09

1350 Pennsylvania Avenue, NW

Washington, DC 20004

Ladies and Gentlemen:

We are pleased to submit Critical Infrastructure Protection in the Nation Capital Region —
Risk-Based Foundations for Resilience and Sustainability. It is the final report of the National
Capital Region (NCR) Critical Infrastructure Project, prepared by the University Consortium for
Infrastructure Protection. This report is the deliverable fulfills the requirements under the terms
of the two supporting grants, Department of Homeland Security, under Urban Areas Security
Initiative (UASI) Grant 03-TU-03; and the Department of Justice, under the Office of
Community Oriented Policing Services (COPS) Grant 2003CKWX0199. This report contains the
final versions of research projects introduced in the Interim Report of May 2005 and research not
previously reported.

Because of the breadth of the research topics explored in depth, we present the report in twenty
volumes organized around specific topics to permit distribution of the volumes of interest to
specific stakeholders. For example, the eight infrastructures examined are reported in seven
volumes (two were combined for reporting) for the convenience of the respective sector
managements. With the exception of several figures in Volume 9 (presented in both redacted and
unredacted versions), there is no security sensitive information in the report.

This first volume, Overview and Key Findings, and a separately packaged “Special Summary for
the NCR Leadership” introduce the principal challenges to the NCR identified during the
investigation and summarizes the major findings and recommendations of the individual reports..



The subsequent volumes, which are enumerated in the enclosure, are stand-alone reports on
specific research projects conducted as part of the overall program.

The findings and recommendations of this project are offered as a contribution to the NCR’s
strategic planning efforts, currently underway. | firmly believe that whatever directions the NCR
leadership chooses for establishing a comprehensive program for critical infrastructure
protection, this work will serve as a solid foundation for future organizers, planners and leaders.
The scholarship of the dozens of dedicated researchers from six distinguished universities who
worked on this project will contribute to a more resilient, sustainable, and secure region.

Finally, I would like to express my gratitude to the leadership of the National Capital Region —
public and private sectors alike — for their vision to support critical infrastructure protection
research and planning for our citizens and communities. This initiative truly has been in the
vanguard of regional infrastructure protection.

Sincerely,

o L% C—Cif:l‘

|.[\n
L

John A. McCarthy
Principal Investigator

Enclosure: Volumes Comprising Critical Infrastructure Protection in the Nation Capital Region
— Risk-Based Foundations for Resilience and Sustainability
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1 EXECUTIVE SUMMARY

The Nationa Capital Region (NCR) is atarget-rich environment in aterrorist’s eyes. As seat of
government and military headquarters of the world’s only superpower, home of many of the world’s
financial and economic development institutions and the fourth largest regional economy in the
U.S,, iconic and operational targets abound. Natural hazards also threaten to diminish the
functioning of thisregion. Disturbances from either source disrupt the essential services necessary
for life, health, public safety, economic well-being, public confidence and national security.

To help understand and address these threats, the NCR Senior Policy Group, the homeland security
advisors to the Governors of Maryland and Virginia and to the Mayor of the District of Columbia,
and the Director of the Office of National Capital Region Coordination of the U.S. Department of
Homeland Security, commissioned a major project by the University Consortium for Infrastructure
Protection, headed by George Mason University, to recommend steps to begin to make the region’s
infrastructures more secure, reliable and resilient. The specific infrastructures of interest are those
that provide life-essential services — electricity, natural gas and fuels; potable water and wastewater
services; healthcare; public safety, fire suppression and emergency medical care; transportation and
shipping; finacial services and telephone service. This report summarizes the findings and key
recommendations of the study. Itisarranged in four general topics: the region as awhole, eight
critical industry sectors, risk management for assets and the region, and citizen and community
iSsues.

Region asawhole At thetime of this study, the NCR had no standing mechanism specifically
dedicated to enhancing the resilience of the region’s critical infrastructuresin case of terrorist attack
or natural disaster. However, in 2002, the National Capital Region’s Eight Commitmentsto Action
identified critical infrastructure protection as a high priority of the region’s homeland security
strategy. Thisreport therefore recommends the creation of aregional public/private partnership
(“Partnership”), responsible to:

1. Coordinate with at least the eight critical sectors studied the use of appropriate risk management
to evaluate the business case for private investment in infrastructure protection, reliability and
resilience and to provide common metrics to permit prioritization of public resources across al
sectors and jurisdictions.

2. Insure that each sector has its own coordinating committee to prioritize security needs, insure
coordinated planning and procedures between public and private sectors, and coordinate with other
sectors to assess and ameliorate risks arising from interdependencies.

3. Oversee the implementation of needed improvements in procedures throughout the region. One
such procedure is insuring that restoration personnel from the critical sectors are properly
credentialed to enter restricted areas promptly following aterrorist attack or natural disaster.

4. Coordinate with NCR utilities and their regulators to include cost-beneficial security
improvements in their rate bases and harmonize their policies across the region.

5. Manage the interaction with federal agencies concerned with regional resiliency, including the
Department of Homeland Security, the Department of Justice, and the Department of Defense, to
make optimal use of the intellectual and financial resources they can bring to bear.

NCR- CIP 1 Overview & Recommendations



6. Draw knowledge from the experiences, organization and procedures of other public/private
partnerships throughout the country and abroad dedicated to improved security and resilience.

Critical infrastructure sectors The eight critical sectors have important differences as regards
resiliency to terrorist attack or natural disaster. Most obviously, each hasits own technologies and
institutional arrangements, implying different security requirements. These technological and
ingtitutional differencesimply different degrees of concentration of facilities and vulnerability to
disruption. At the one extreme, electric power in the region depends on a handful of power plants
and is susceptible to disruption at a handful of distribution nodes, while emergency services and
health services are widely dispersed and redundant. The state of risk management also varies
widely among the sectors, with some approaching highest levels of risk-based decision-making,
while others are at the most basic levels of checklist compliance.

Another important difference among the sectorsisthe role of government. In substantial part,
water, highways and emergency services are government owned and operated. In the other sectors,
government has varying degrees of regulatory power. The level of government authority in a sector
has major implications for how directly government influence security enhancements.

Notwithstanding these important differences, there is a high degree of congruity in the issues and
recommendations of the different sectors. All sectors are aware of the risks imposed on them by
dependencies on other sectors. All sectors call for a better mechanism for managing these
dependencies and coordinating planning among sectors at the regional level. Several want better
coordination of operationsin time of crisis, and nearly all recommend table-top exercisesto test and
improve coordination while building the shared understanding conducive to an effective
public/private partnership for enhanced resilience and reliability.

Risk management for critical assets and theregion asawhole Among the hundreds of
vulnerability assessments and risk management methods in use, each sector has one or more favored
tools. A review of the most 18 prominent found none that was comprehensive and universally
applicable enough to yield directly comparable results. Two, however, both sponsored by the U.S.
Department of Homeland Security — the Special Needs Jurisdiction Tool Kit and Risk Analysis and
the Management for Critical Asset Protection (RAMCAP™) — are more comprehensive and
applicable than most. RAMCAP™ is being tailored to specific sectors, so will expand the ability to
compare risks across sectors.

The only known method for risk analysis and resource allocation at aregional level is Critical
Infrastructure Protection Decision Support System (CIP/DSS), under development by a consortium
of National Laboratories under DHS sponsorship. It iscurrently at theinitial field-testing stage and
tests are being planned. The consortium recommends that the NCR leadership closely monitoring
these plans and, if possible, participate. The required quantity of data and the fact that the model is
planned to be offered only as a service of the Laboratories, however, leads to the recommendation
that the NCR leadership also adopt or develop methods that can be used sooner and with largely
available data and analytic techniques. One such approach is suggested as a point of departure to
develop and test a near-term, practical, cost-effective approach

Citizensand Communities The project conducted citizen panels and surveys, which found that
peoplein the region have a deep sense of vulnerability to terrorist attack, with two-thirds of
respondents believing another terrorist attack in Washington, D.C., islikely. Furthermore, forty
percent of respondents lacked confidence in the reliability of electric power and landline telephone
servicein case of terrorist attack. In response to these and related findings, the Consortium
recommends improved communication with citizens, plus increased spending on selected upgrading
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of security preparations in the water, electricity and health care sectors. The report aso
recommends careful weighing of the pros and cons of evacuation vs. shelter-in-place in the event of
aterrorist attack.

The following sections specify these principal findings and recommendations further. Section 2
presents recommendations regarding the region as awhole. It draws on the total research effort and
especially the material on structuring regional partnerships summarizes Volumes 12 and 13.
Section 3 summarizes the key findings for the eight critical sectors (Volumes 2 - 8). Section 4
summarizes the evaluations of vulnerability assessment and risk management tools (V olumes 10
and 11). Section 5 considers methodologies for risk-based benefit/cost analysis and resource
allocation on aregional scale (Volume 9). Section 6 discusses public confidence, sheltering-in-
place and community shielding, and related special studies (Volumes 14 - 19).

NCR- CIP 3 Overview & Recommendations



2 RECOMMENDATIONSFOR THE REGION ASA WHOLE

2.1 Introduction

As Hurricane Katrina, 9/11, the Northeast Blackout of 2003, and Hurricane Isabel remind us,
certain services are absolutely critical to physical and economic survival. Among them are shelter,
food, water, sanitation, evacuation and transportation, power and fuels, medical care, public safety,
communications and access to financial resources. Disruption of any of these definesacrisis. The
systems that provide these essential services are critical infrastructures (CIs).

Eighty-five percent of Clsin the National Capital Region are owned and operated by the private
sector, but the public looks to governments at all levels to prevent and resolve the crisis, as Katrina
demonstrated. Losses of life and health, national security, economic production and public
confidence due to CI disruptions can be vastly reduced if the Cls are resilient — they can withstand
attack or natural disaster or they can restore service quickly. Continuity of both the private CI (i.e.,
reliability of service) and public Cl isessential to sustaining the viability of the community.

A disruption in aCl in aspecific region is most likely to affect not only the damaged CI but a
variety of others, creating cascades of disruptionsin life-essential services and spreading the risksto
al elements of the regional populace and economy. These dependencies among infrastructures,
especialy Cls, frequently result in circumstances where the benefits of reducing the risks of Cl
failure accrue to others than the owners of Cl who would bear the cost of risk reduction. This
results in systematic under-investment in risk reduction relative to the region’ s resiliency
requirements.

The Nationa Capital Region (NCR) is one of the world’s most important regions — seat of the
world’ s most influential government, headquarters of the world’ s only super-power military,
headquarters to global businesses, center of national and global systems of central banks and
development finance, hub of a significant portion of the world’ s information and communications
infrastructure, and institutional and symbolic center of the nation. It isaterrorist target of the first
rank. Disruptions of essential servicesin the NCR have not only regional impacts, but national and
global ones aswell. The leaders of the NCR governments are not only responsible for their own
jurisdictions, but are stewards of aregion whose impact extends well beyond the NCR.

At the time of this study, however, there was no regionally responsible, accountable management
body to plan for, finance, and execute out necessary improvements to the reliability and resilience
of critical infrastructures other than those directly supporting emergency services. Thisgap is
reflected in the distribution of funds from the Urban Areas Security Initiative (UASI), where CI
projects have faced unfortunate and unnecessary competition with the needs of first responders and
response-focused initiatives.

2.2 Goal

The strategy and recommendations that follow advance one strategic goal: to significantly enhance
the resilience of the National Capital Region to disruptions to the critical infrastructures that
provide life-essential services. Such resilience would be manifested in the ability to withstand
attack without service interruption, to continue in operations despite or during an attack, and/or to
restore service quickly. Its hallmarks (and the basis for its metrics) are reliability, continuity of
service and minimized disruption.

NCR- CIP 4 Overview & Recommendations



2.3 Organizational Arrangementsin the NCR

Thereis at present no single organization in the region with the authority and responsibility to plan
for, finance, and carry out programs to improve the resiliency of the region’s infrastructure to
terrorist attack or major natural disaster. It istrue that there are information-sharing councils,
voluntary public/private partnerships concerned with emergency response, and laudable emergency
response and citizen education and preparedness plans and projects. The U.S. Department of
Homeland Security and private sector associations have undertaken mgor initiatives and
investments to organize and coordinate with private- and public-sector ClI owners on a national
scale, as evidenced by the Interim National Infrastructure Protection Plan and the many sector
councils.

However, the NCR'’s 14 jurisdictions and its numerous private Cl owners have yet to evolve the
organizationa and institutional means to undertake needed critical infrastructure resilience analyses,
define risk reductions, allocate resources to their execution, or evaluate their resulting heightened
resilience. All current initiatives and plans, including the critical infrastructure elements of the
Emergency Support Functions under the Council of Governments, are only partial solutions, and
need to be combined in asingle entity. This situation will not fundamentally change without federal
legislation or major policy directives by the executive branch.

2.3.1 Proposal for a new region-wide Organization

Barring such fundamental change, there is an alternative that could provide a major increase in the
effectiveness of NCR planning, preparedness and operations. Thisis a public/private partnership
that is built on the three existing regional coordinating bodies of particular importance for CIP:

1. The NCR Senior Policy Group (SPG), which consists of the homeland security advisors to
the Governors of Maryland and Virginiathe Mayor of the District of Columbia, and the
Director of the Office of National Capital Region Coordination (ONCRC), each with its own
staff dedicated to homeland security matters,

2. The Greater Washington Board of Trade (BoT), representing the region’s private sector,
including business and not-for profit civic institutions. The Board of Trade has no statutory
authority with regard to homeland security, but acts instead as the unofficial representative
of businesses and non-profits on these matters; and

3. The ONCRC per se, representing the federal government, region’s largest single
stakeholder, and the conduit to the federal homeland security arena

The Consortium recommends the creation of aNational Capital Region Critical Infrastructure
Partner ship that involves these three bodies and operates through two simultaneous processes: (1)
a private-sector led initiative and (2) a public-sector led coordinating council. Both processes
would be served by the Partnership’ s executive secretariat, which would include an executive
director and a staff of some half-dozen professionals.

1. The private-sector led initiative would be a multi-step partnership process around infrastructure
interdependency exercises and similar forums designed to encourage and facilitate the development
of an action plan for stakeholders. This process involves identifying and bringing together the key
infrastructures and organizations on which aregion’s viability depend, and then engaging themin
collective activities to raise awareness, develop trust, and work together. The main task of this
initiative would be defining the mechanisms and priorities for investments in infrastructure risk
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management. This proposal is further elaborated in Volume 12, “Designing a Roadmap for
Partnership: The First Step — Identifying the Key Stakeholders.”

2. The public-sector led coordinating council would include coordinators from the District, each
state, the federal government, and the private sector, for atotal of five. Others could be added later
asad hoc or permanent members. The four public sector coordinators are aready in place in form
of the current SPG (or a designated subgroup). The private sector coordinator would be determined
by the BoT. Each coordinator would have the authority to approve plans, assign and coordinate
resources, set priorities, and approve preparedness and response actions within and using resources
from his/her jurisdiction and stakeholders. During a crisis, these coordinators would have
immediate access to all situational, resource, and operational information in the NCR. This proposal
isfurther elaborated in Volume 13, “ The Region and its Governance Structure in Perspective.”

The executive secretariat would be led by an executive director and supported by a small full-time
staff. This secretariat should not be staffed by one of the coordinating council members
organizations or by organizations currently addressing emergency response, but be independently
contracted and responsible to and evaluated by the coordinating council. Among its tasks would be
pulling together the private-sector led initiative and the coordination council; holding regular
dialogues with other regions, federal agencies, and academic institutions; drawing industry
representatives into the Partnership council as needed; assisting in table-top and interdependency
exercises, and performing the staff work to support the decision-making of the Partnership.

One of the most important tasks of the Partnership will be to set funding priorities. The National
Capital Region isthe only region in the country explicitly cited in the Homeland Security Act and
authorized federal funds for homeland security purposes. Apportioning these funds, and insuring
that recipients are properly organized to spend the funds wisely, has been a principal task of the
SPG. We envision that the Partnership will help guide the SPG in its determination of funding
priorities.

The recommendations that follow presume the creation of the Partnership described above, with a
mandate from the region to promote greater infrastructure resiliency, a strong executive secretary
and supporting staff, and a reasonable sized budget.

2.4 Recommendations

These recommendations are grouped according to the four categories established in the draft NCR
Homeland Security Strategic Plan: planning and decision-making, prevention and mitigation,
response and recovery, and community engagement.

2.4.1 Planning & Decision-Making

a) The SPG and BoT should establish a provisional NCR coordinating council, charter the
Partnership and establish the secretariat.

b) A greater and more carefully calibrated understanding of the relationships between the
public and its supporting Clsis urgently needed. To foster greater awareness and to
promote more robust public/private partnerships and Cl resilience, The Greater Washington
Board of Trade (BoT), in collaboration with the NCR'’ s Senior Policy Group (SPG), should
plan, organize, and capture the lessons of arelatively large scale discussion-based exercise
or series of exercises stressing the private sector, dependencies and their implications for
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regional resilience. These discussions would be designed to build the private sector
participation in the Partnership.

¢) TheU.S. Department of Homeland Security should provide its Office of National Capital
Region Coordination, as the only governmental body with atruly regional mandate, with

a. Sufficient staff of government employees and contractors to provide planning,
analysis, and evaluation staff support and integration of the regional resilience effort,
and

b. Funding beyond its operational needs and separate from UASI grantsto initiate
uniguely regional resilience programs to complement those currently being
conducted by the state and local jurisdictions and the private sector.

The very special characteristics that make the NCR nationally and globally significant also
argue for special precautions. While a specific programmatic budget line as the ultimate
target, initial resources could be made available by other DHS offices needing field sites for
exercises, testing, demonstrations and technical assistance programs.

d) The Partnership should convene Cl operators, their suppliers, their customers, and
appropriate regulators in each Cl sector to develop means to reduce the risk of cascading
disruptions due to dependencies.

€) The price-regulated CI utilities and the public utility commissions of the NCR should jointly
identify procedures for the cost-recovery of security and resilience investments. This effort
should be monitored across the NCR so that wherever possible, the efforts in the District and
the States are harmonized.

f) Each CI sector should organize aregional coalition, beginning with the banking and finance
sector. The financia institutions operating in the NCR should organize an NCRFirst
public/private partnership modeled on the existing ChicagoFIRST program. Thiswill both
organize this sector and will provide amodel and precedent for the other sectorsin the NCR.
A representative of each of these coalitions would serve as an advisor the coordinating
council.

g) The Partnership should appoint a representative to serve asthe NCR member of the National
Coordination Center of the National Communications System in order to support
communications reliability in the NCR and assist in communications restoration during and
following a disruption, incident or special event.

h) The Partnership, through its members and secretariat, should aggressively monitor the
progress of other regional partnerships being formed around the country for lessons learned
and innovative initiatives. The partnership should thoroughly document its organization,
processes, issues, and decisions and communicate these to DHS offices in order to advance
the state of regional security alliances.

2.4.2 Prevention and Mitigation

a) The Partnership should use Geographic Information Systems (GIS) infrastructure mapping
and other modeling techniques to analyze critical infrastructure servicesin the NCR. This
will offer senior leaders a clear roadmap of infrastructure dependencies and impacts and
show how best to allocate resources before, during, and after emergencies.
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b)

The BoT should expand the current continuity of operations training with training in risk
management and coping with dependencies, using the appropriate risk management tools for
each sector, starting with the Cls.

The SPG and BoT should provide the Partnership with funding for analysis and planning to
conduct regional service level risk assessments and regional risk reduction. This capability
should initially include or be tasked to create the ability to conduct:

o] Consistent relative risk assessments of regional service levels and key assets, including
the major dependencies with other assets and sectors, with the losses distributed by
major jurisdiction and business sector;

o] Design of risk reduction initiatives (to reduce vulnerabilities, target attractiveness,
and/or consequences of disruption), along with costs of the initiatives and benefits
(reduced vulnerabilities, attractiveness or consequences) distributed by major
jurisdiction and business sector;

o] Prioritization of risk-reduction initiatives accounting for their costs and the synergies
and dependencies among them; and

o] Monitoring to assure the decisions are implemented and eval uating outcomes to assess
whether the reliability of the Clsisrising and the NCR’sresilience is growing.

2.4.3 Response and Recovery

a)

b)

d)

NCR-

The Partnership and the BoT should work with the Office of National Capital Region
Coordination of the U.S. Department of Homeland Security to implement credentialing of
management and technical staff of Clsinthe NCR who would need access to controlled
areas during an emergency to sustain or restore service.

The Partnership should establish a permanent, coordinated operational management
mechanism for the NCR which effectively links local level, state level and federal
emergency operations centers, response agencies and first responders from the private sector
charged with continuity and restoration of essential services. This mechanism should
design, develop and extensively exercise an integrated regional command, control and
public information system.

The representatives of the private sector who sit with the region’s Emergency Operations
Centers should meet periodically as a group to coordinate policies, practices, and lessons
learned.

The SPG and key representatives of the Regional Emergency Support Functions should
participate fully in the private-sector-oriented discussion-oriented exercise described in
Recommendation “Planning and Decision-making a)”, above, to assure a shared perspective
on CI dependencies and their impact on their ability to provide first response and long-term
essential services.

The jurisdictions of the NCR should develop the means for the most effective participation
of the private sector in their EOCs in order to accel erate restoration of essential services
during and after a disruption.
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2.4.4 Community Engagement

a) The SPG and the BoT should expand the BoT’ s personal and family preparedness program
to include credibility building for state and local agencies’ ability to manage emergencies.

b) The SPG and local jurisdictions should determine the criteria for evacuation vs. sheltering-
in-place and develop and widely disseminate these results.

¢) The SPG and local jurisdictions should extensively publicize and exercise public evacuation
and shelter-in-place plans. The public must know what course of action to take ahead of
time.

d) The SPG and at least one local jurisdiction should conduct a detailed feasibility study of
community shielding and the use of alocal shopping center as emergency shielding/supply
support/medical centers. Based on this study, one or more discussion-based exercises,
followed by an operations-based exercise, should be conducted. If successful, the exercise
should be scaled up to a demonstration project and evaluated after ayear or more of
operation.

€) The SPG should periodically (no less frequently than biennially) re-survey the NCR
populace to seeif thereis a positive trend in credibility and confidence of the public.

2.5 Dependencies among Sectors

An overarching themein critical infrastructure protection and regional resilience is the significance
of dependencies and interdependencies among infrastructure sectors, and so merits a special
discussion in this section.

A dependency exists when one sector relies on another for an input essential to providing its
service, and an interdependency exists when two or more sectors rely on one another to provide
their essential services. The words are used interchangeably in this report because dependencies
often form “chains’ that link back though other sectors

Understanding dependenciesis an essential to risk reduction. This understanding requires
cooperation across sectors, across the public/private boundary, and across jurisdictions to achieve
the joint decision-making and coordinated actions required to enhance resilience, robustness and
reliability of the NCR'’ sinfrastructures.

There are several types of dependencies, but most common are those created by co-location of
infrastructures, supply chain (functional) relationships, cyber (electronic information) or mutual
dependence on athird party (e.g., regulatory).

Infrastructures are often co-located to share right-of-ways, thereby containing costs and minimizing
environmental, economic and political disruption of eminent domain proceedings. Often, major
bridges and highways hold the same advantages for infrastructure developers. It has only beenin
the heightened security awareness since 9/11 has this practice of sharing right-of-ways come to be
seen as a source of vulnerability.

Dependencies from supply chain or cyber relationships exist when one infrastructure’ s services or
products are required for another infrastructure to produce its services and products. Asillustrated
in Figure 1, each infrastructure has many connections with others. Both direct and indirect links
can lead to the conclusion that virtually all infrastructures are interdependent with all others, and
with other organizations in their own sector.
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Figure 1. Functional Interdependencies
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2.5.1 Hurricane Isabel Demonstrates Cascading Failures due to Dependencies

The NCR'’ s experience with Hurricane I sabel (see Volume 20, “Hurricane Isabel Critical
Infrastructure Interdependency Assessment™) illustrates the propensity of interdependent
infrastructures to suffer “cascades’ of failures. During Isabel, cascading failures were experienced
in the region highlighting the significance of electric power as a principal infrastructure input for
water utilities. The Fairfax County Water Authority (FCWA) experienced a prolonged power
outage, causing a shut-down of a pumping station. This prevented water from reaching customers
asthe system is not gravity driven, but rather relies on electricity for its functionality. Nearly one
third of their customers were without water for about eight hours.

Although customers were advised to boil water to ensure safety, this was impossible for many
customers who lacked gas — which relies on electricity for pumps and controls — or electricity to
operate stoves. Furthermore, health services depend on water for many things: drinking, bathing,
cooking, etc. They also rely heavily on laundry facilities to provide clean linens. These facilities
require water, and are unable to function without it. During Isabel, disposable linen in the hospitals
was depleted within 6-12 hours. Hospitals had to consider redirecting new patients to other facilities
that had water and electricity services and/or transferring current patients. The cascading failure
stemming from the loss of power underscored the interdependence of the region.
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2.6 Concluson The national capital region isareality —its position inlocal, national and global
affairs are readily recognized. Its people, businesses, institutions and infrastructures are intimately
inter-connected across city, county, and state lines. The National Capital Region as an entity that
can advance the resilience of the critical services, however, does not exist at present. No single
institution or coordinated set of institutions is fully able to prepare, prevent, protect and restore vital
services on which depend the region’s physical and economic well-being and its national and global
roles. The recommendations made here are directed to creating robust, capable institutional
structure — a public/private/non-profit partnership — along with a series of planning and operating
procedures to make the NCR aresilient region and a model for other regions.

Additional findings and recommendations that relate to the eight specific sectors studied in detail
are summarized in the next section and described in greater length in the respective sector reports.
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3 FINDINGSAND RECOMMENDATIONSFOR CRITICAL SECTORS

3.1Introduction

Teams of expertsin each of the assigned eight critical infrastructures reviewed the security
literature in their specialties and investigated their state of vulnerability assessment and risk
management and resilience in the NCR by interviews or focus groups or both with key managers of
the infrastructures. The state of risk management was assessed relative to five broad questions:

1. Arethe owners and operators of the sector aware of the value of critical infrastructure
protection?

2. If they are aware, do they have available a comprehensive set of tools, procedures, and
processes for vulnerability assessment and risk management? What is the nature of the
tools, procedures, and processes being used (using a rough scale from broad policy
guidance, through compliance-oriented procedures, to relative risk management, to full risk
management, as defined in Appendix C)?

3. If comprehensive tools are available, are they used in a process that appraises, selects and
allocates human and/or financial resources to risk reduction programs?

4. If resources are allocated, are the risk reduction programs implemented in atimely, effective
manner?

5. If therisk reduction programs have been or are being implemented, are their results in terms
of reduced risk being evaluated for effectiveness and enhancement in reducing risk and
increasing resilience?

These questions are cumulative, providing a rough gauge of the state of vulnerability assessment
and risk management. Affirmative answersto all the questions indicate an advanced state of risk
management, while increasing negative answers would indicate alower state. In general, wherever
along the scale the answers turn from affirmative to negative suggests the point at which to begin
work to further the state of vulnerability assessment and risk management in the sector.

Both within sectors and across sectors, there was significant variation in the state of vulnerability
assessment and risk management. The healthcare and public health sector is the |east advanced of
the sectors studied, largely dueto its extensive redundancy and geographical dispersion. Banking
and finance and telecommunications, by contrast, exhibit avery high level of risk management
sophistication, possibly due to their close working relationships with government agencies that
stressreliability and risk management. The other sectors fall between these extremes.

The results of these appraisals are summarized for the respective sectorsin Appendix D and
discussed at greater length in the seven sector reports (postal and shipping was combined with
transportation) that are part of the present report series (volumes 2 through 8). The major findings
and recommendations of the expert teams about vulnerability assessment and risk management, and
resilience are reported below.
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3.2 Energy Sector

Each energy infrastructure in the NCR (electric power, natural gas and petroleum products) isitself
made up of complex physical, cyber, ingtitutional, functional and human networks — a network of
networks — owned and operated by both public and private organizations.

For the most part, the electric transmission and distribution facilities are above-ground and visible;
the natural gas and petroleum products transmission and distribution facilities are below ground and
out of sight. All fossil fuel products come into the area via pipelines, train, and trucks from outside
the NCR. Inthe electric power sector, fuels are brought into the NCR via pipeline, train, and truck.
Northern Virginia, the District, and Western Maryland do not generate sufficient electric energy to
serve the NCR loads; therefore, high voltage transmission lines are also needed to bring electric
power into the NCR.

An extensive array of Federal authorities, acts, and statutes relate to either the energy infrastructure
generally, or the electric, natural gas, and petroleum sectors specifically. Regulatory authority in
the energy sector is shared between Federal, state and local jurisdictions, with Federal oversight
focused on interstate aspects. District and state regulatory authority is primarily serviced through
three regional public utility commissions. Commission authority can encompass utilities, insurance,
and it also includes monitoring operations and setting rates for investor-owned gas and electric
utilities. In addition, one electricity cooperative and one municipally-owned electric utility serve
customersin parts of the NCR.

The Energy Sector team first conducted a literature search to identify and obtain publicly available
documents relating to both energy infrastructure security and vulnerability assessments. Energy
industry personnel were then interviewed to document their organization’ s activities and experience
related to vulnerability assessments. These activities, which focused on the assessment process
rather than firm-specific details, resulted in the following three findings and recommendations.

3.2.1 Key Findings

1. Publicly available methodologies examined, with two exceptions, do not adequately address
the area of infrastructure interdependencies, either within a single sector or among
infrastructures. How the methodologies actually used by NCR electric utility organizations
handle this aspect is presently unknown. Therefore, the actual vulnerability of infrastructure
interdependenciesin this areais still unknown outside the specific.

2. The energy infrastructure organizations interviewed did not normally interact with upstream
suppliers of critical services during the assessment process. The assessment process was
conducted to the organization’s physical property lines, to common interconnection points,
and no further. None had been invited to participate in other infrastructure organization’s
process where they were a critical supplier to the other organization.

3. Considerable action by the federal government — Federal Energy Regulatory Commission
and the Rural Utility System — and industry organizations — North American Electric
Reliability Council —is expected to result in increased security-related actions, including
conducting vulnerability assessments by electric utilities before the end of July 2005.
However, it is not clear whether any action will be taken to validate these actions or
certifications.
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4. Electric utility personnel, emergency managers, and NCR Emergency Operations Center
(EOC) personnel again brought one aspect identified in a number of earlier NCR-related
infrastructure studies: the high failure rate of on-site emergency generation facilities at both
public and private facilities.

3.2.2. Key Recommendations

1. A model “methodology framework” should be developed that includes all the areas (range and depth) that
need to be considered; the framework should be compared to actual methodologies used by the NCR
infrastructure organizations and modifications made where necessary.

2. All vulnerability assessments should include participation of critical upstream suppliers from the same
and other infrastructures.

3. An independent monitoring and review pilot program should be initiated in order to assess and document
electric utilities’ (private, public, and cooperative) response to increased federal security
recommendations and guidelines.

4. An in-depth survey of on-site emergency generators needs to be conducted — units tested and refueling
strategies developed to increase the reliability and security of the hundreds of existing emergency units in
the NCR.

3.2.3 Conclusion

The energy sector isarguably a‘first among equals’ in the critical infrastructure universe. Almost
all energy sector stakeholder firms are actively pursuing programs to enhance their organization’s
security, including both physical and cyber aspects. However, there is generaly insufficient
awareness of the importance of incorporating upstream and downstream sectors into these analyses,
and the potential for interdependent failuresis not fully appreciated. Additional awareness-raising
and tools to identify these specific factors is needed to remedy this deficiency.

3.3 Water and Wastewater Sector

The water sector in the National Capital Region (NCR) is complex. It comprises many water
supply and wastewater utilities that range in scale from three utilities that serve more than one
million people each to individual homeowners who have their own wells and septic systems. The
water infrastructure sector includes not only significant physical facilities—pipes, pumps, treatment
works, storage tanks, etc.—but also significant information/cyber assets, all managed by peoplein
multilayered organizations.

The water infrastructure is ahead of some other critical infrastructure sectors with regard to formal
vulnerability assessments, and perhaps risk management. It was federally mandated to conduct
vulnerability assessments of water supply utilities no later than June 2004. Although wastewater
utilities were not required to compl ete these assessments, many did so.

The water infrastructure is essential for the continued viability of the NCR. Residents of the NCR
require safe, dependable drinking water and the disposal of wastewater to survive. Every other
critical infrastructure system is dependent on the water infrastructure, and conversely water
infrastructure is dependent on most other infrastructure sectors.
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The NCR-CIP Water Sector Team conducted an extensive literature review, and held a series of
interviews with groups of experts and leaders of the water sector. The results of these led to the
following findings and recommendations.

3.3.1 Key Findings

1. Inter-sectoral and intra-sectoral dependencies are important and need further exploration.
The water sector includes a large range of service providers that are interdependent.
Because of political and physical characteristics of the NCR, these interdependencies
between providersvary. All other infrastructure sectors depend directly on the water
infrastructure sector. The water infrastructure sector directly and indirectly depends on the
other infrastructure sectors. The dependencies within the water sector and especially
between the water sector and other infrastructure sectors are critical to the functioning of
NCR critical infrastructure and need better understanding.

2. Improved procedures for conducting and implementing vulnerability assessments and risk
management are needed. Although agroup of toolsfor conducting vulnerability
assessments has been developed and used, there is a need for improved tools and
procedures. Evolution from vulnerability assessment to risk management, and industry
standards for the conduct of these methods/procedures are needed.

3. Better communication is needed between threat-assessing agencies and the water sector.
Communi cation between threat assessment authorities, law enforcement agencies, and the
water sector needs improvement if the vulnerability assessment/risk management procedures
are to be meaningful.

4. Improved mechanism for funding risk reduction that protects sensitive information about
vulnerabilities from public disclosure is needed. A common funding mechanism for water
sector expenditures requires the public disclosure of the amount of and the reasons for the
expenditure. Thismay result in the identification of existing vulnerabilities.

3.3.2 Key Recommendations

1. Improve funding mechanism for risk reduction to protect sensitive information about vulnerabilities from
public disclosure.

2. Improve communication between threat-assessing and law enforcement agencies and the water sector

3. Institute regular tabletop exercises to illuminate and respond to intra-sectoral and inter-sectoral
dependencies.

4. Establish special procedures for rate-setting to recover the costs of security investment.

3.3.3 Conclusion

The water sector is critical to the viability of the NCR. Immediate action should be taken on these
key recommendations—as well as other recommendations in the full sector report—to enhance the
security, resiliency and business continuity of this critical infrastructure.
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3.4 Transportation / Postal and Shipping Sector

Transportation/postal and shipping infrastructuresin the U.S. are critical in that they support
nationa defense, move people and goods, employ millions of people, generate revenue and
consume resources and services generated by other sectors of the economy. Consequently a
reduction in service or loss of an asset in the sector either from natural disasters or terrorist attacks
could have catastrophic consequencesin terms of loss of life, long-term economic losses and
national security.

Surface transportation in the NCR has a particular set of vulnerabilitiesto terrorist attacks, similar
in many regards to the vulnerabilities of surface transportation in any major, well-devel oped
metropolitan area. These vulnerabilitiesinclude:

Traveler Exposure — Public transportation by its nature collects large numbers of people into
small areas, rendering them vulnerable to various types of terrorist attacks.

Regional Mobility Impacts— There are several bridges, interchanges and intersections
whose disablement would severely impair travel within the region. Depending on the
severity of the damage, disruption of traffic could continue for days or even weeks, shutting
down not only commercial activity but vital functions of the federal government.

Freight Movement Disruption — Should terrorist objectives evolve towards economic
disruption, attacks on freight transport could become a serious problem, involving, in
particular, assaults on hazardous material conveyance. Like passenger conveyors, freight
conveyorstravel over long routes which by their nature are impossible to monitor and
harden in their entirety.

Method of Delivery — Through hijacking, subterfuge, or even use of alegitimate
Commercial Drivers License, terrorists could seize control of truck or train car carrying a
toxic or explosive hazardous material and direct its lethal content to a pinpointed target.

Costs — In most scenarios involving terrorist attacks there are likely to be both immediate
and sequential costs. Immediate costs would include loss of life, injury and illness, and
property damage. Sequential costs include vitiation of commerce, and undermining of
confidencein aregion’s or nation’ sinstitutions.

3.4.1 Key Findings

1.

Inherent characteristics of transportation infrastructure create significant challenges.
Prevention of terrorist attacksis a particularly difficult task in an open and democratic
society like ours, with our extraordinary attention to individual rights and individual privacy,
and our strong aversion to group profiling. Even if the political and cultural resistance to
strong preventive measures to be overcome, there would be major economic costs.

Need for Transportation Infrastructure Security Strategies Imperative. The potentially
massive costs of terrorist attacks, as revealed on September 11", make it imperative that we
develop strategies for prevention. At this point in time, what seems to be the most sensible
approach for the NCR to take is begin a serious assessment of risks of terrorist attacks on the
region’ s transportation system, and a strategy for managing these risks.

Response activities are critical. An efficient and adaptable transportation system is essential
to effective response in most types of terrorist attacks. First responders need prompt access
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to the scene of destruction, as will needed follow-up services. Additionally, the need to
move population groups requires the capability to establish alternate routes to compensate
for routes temporarily interdicted will be necessary.

3.4.2 Key Recommendations

1. Designate and insure adequate funding for CapCOM which enables it to serve as the center for
coordination of regional transportation communication, drawing, as it sees fit, on such resources as the
Regional Integrated Transportation Information System.

2. Develop procedures that insure that, to the greatest degree possible, practices and procedures agreed to
by the different jurisdictions of the region through CapCOM be implemented by the jurisdictions. Such
implementation may best be achieved through appropriate Memoranda of Agreement, Memoranda of
Understanding, or changesin the regulations of participating jurisdictions. Critical to the success of such
initiatives is that the planning process and the operational activities be brought into closest possible
cooperation.

3. Create, or designate, the organization and appropriate staffing to evaluate various risk management tools
currently available to the NCR, and charge this group with choosing the one or more tools that are most
appropriate. Further, insure that the tools are applied to the region and a suitable risk management
strategy is devel oped.

4. Provide the mechanism, staff, and resources to insure that the application of these tools, and the risk
management strategy, is continually revised to keep pace with changing conditions and evolving
technologies.

3.4.3 Conclusion

The economic well-being and security of the NCR is dependent on the vast transportation network
in the region. Immediate actions on the above recommendations should be taken to help foster the
safest and most efficient possible movement of people and goods.

3.5 Health Services Sector

The Nationa Capital Region (NCR) Health Services Sector is comprised of over 20 thousand
“points of service”. These include hospitals, nursing facilities, ambulatory clinics, pharmacies,
laboratories, private professional offices, and a plethora of other kinds of organizations. The
substantial redundancy and geographic dispersion of points of health services and of the workforce
across the NCR serves as an advantage in a catastrophic event. While a specific incident may
destroy some geographic health services resources, duplicate and redundant services exist adjacent
to an area of |oss.

Normally these mostly private sector organizations are competitive, focused on providing acute,
chronic, and rehabilitative services and products to individuals and families. Lessvisible than these
clinical care functions are the sector’ s Public Health community population-directed functions. A
catastrophe within the region swiftly changes the normal pattern. The “center of gravity” shifts
from the acute care provided by a plethora of private healthcare organizations and practitionersto
theregions under funded and loosely articulated public health elements.
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The workforce is the sector’ s most critical asset. It possesses the skills to mitigate the mortality and
morbidity of destructive events. Their numbers, geographic distribution, and range of skills can be
leveraged to the benefit of the health of the region. This sector is one of the region’s major
employers. Tens of thousands are dependent on the sector for jobs and economic security.

Developing aresilient health services sector prepared for arange of hazards requires finding new
points of balance in the midst of countervailing pressures and contrasting operating val ues:

Shifting from a preoccupation with acute care to the building of vital Public Health
structures and resources.

Tempering the climate of competition with values and benefits of collaboration.
Balancing “ open access’ with the need for controlled access and protection.
Breaking out of day-to-day “silos’ and thinking “systems”.

Mobilizing the political will to transcend jurisdictional constraints for the benefits of a
regional perspective.

3.5.1 Key Findings
1. Health-sector workforce is ill prepared and trained for biological, chemical and radiation

threats. The findings are consistent with numerous studies of physicians, nurses and other
health professionals. Most judge themselvesill prepared. The preponderance are concerned
that their immediate medical communities are not prepared.

Public Health community-level population-directed functions are under funded and loosely
articulated for confronting challenges of Weapons of Mass Destruction (WMD). The WMD
threat has placed an added unfunded burden on health services organizations and
professionals funded from acute and chronic services revenues sources. Vulnerability
assessment and preparedness planning can be a significant expense. Much of the
preparedness planning and mitigation is not directly related to day to day revenue producing
activities of healthcare organizations.

Neutral collaborative forums are needed to facilitate alignment of interest and resources
between and among Public Health agencies and private healthcare organizations, and
across entrenched geopolitical entities. Most healthcare is offered by private organizations
and professionals. Past efforts to improve the regionalization and integration of the health
services planning and delivery has met with limited success. The most vexing challenges
relate to working within and around strong geopolitical demarcations.

3.5.2. Key Recommendations

1. Develop a NCR Public Health based “Command and Control’” utility that picks up from EMS and attends
to population level intermediate and long term phases of recovery.

2. Develop electronic Weapons of Mass Destruction training resources for health professionals.

3. Standardize NCR workforce credentialing and develop a database of proximate points of service to
individuals work and residence locations would aide region wide preparedness planning.
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3.5.3 Conclusion

The health services sector isin the early period of dealing with the unfolding realities of malicious
threats. Three underlying challenges will greatly determine progress in improving the preparedness
of the NCR; effective regional collaboration and governance, a strategic plan and investmentsin a
regional robust Public Health infrastructure, and development of population-level community-
focused medical and health-care delivery.

3.6. Emergency Services Sector
The National Capital Region (NCR) is recognized as aleading target for terrorist attack.

The Emergency Services Sector (ESS) isthefirst line of defense against natural and man-made
disasters. First responders coordinated functions of detection, assessment, alerting and dispatch are
key to the security of residents, and crucial to sustaining the region’s quality of life and economic
development. Enhanced emergency response has been afirst priority for homeland security
investment — initially, in the form of equipment procurement and specialized training.

The inclusion of emergency services as a critical infrastructure recognizes the ESS as a service
delivery system. The ESS is made up of sub-sector systems:. Emergency Management, Law
Enforcement, Fire and Rescue (including Hazardous Materials and Search and Rescue), and
Emergency Medical Services. In light of the expanded range of threats and experience of large-scale
disasters, the domain of emergency servicesin the National Capital Region also includes Public
Health, Public Works and Social Services Departments at the local level. The sub-sector workforce
and resource systems are integrated at the twelve local NCR jurisdictional levels. The extent of
inter-jurisdictional coordination varies between the sub-sectors.

On the basis of review and analysis of relevant documents, and interviews with key ESS leadership
in the NCR, a number of specific findings have been revealed and recommendations developed to
help assess and enhance ESS effectivenessin the NCR.

3.6.1 Key Findings

1. Emergency services agencies do not traditionally view themselves as an infrastructure.
While there have been vulnerability assessments and response training exercises directed
toward others, little attention has been paid to the specific vulnerability of emergency
services organizations themselves to loss of services due to critical infrastructure system
failure.

2. Local or state-level agencies have not developed an integrated regional system of
emergency services delivery. Local, state and federal response agencies must share the
vision of aregional ESS infrastructure.

3. The complex inter-governmental relationships of the National Capital Region pose a major
challenge for efficient, effective regional emergency response to large-scale threats.
Notwithstanding well-working mutual aid agreements between Fire Departments of adjacent
jurisdictions, Local efforts require support and coordination from the state and Federal
levels.
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3.6.2 Key Recommendations

1. Develop a coordinated operational management mechanism for the NCR that effectively includes local
level, state level and federal response agencies.

2. Develop a dynamic, real-time, GIS-based common operating picture (COP) for the National Capital
Region to optimize application and deployment of emergency response.

3. Organize and train private sector and citizens to augment ESS resources for large-scale response
including shelter-in-place.

4. Establish permanent mechanisms for consultation between emergency services and each of the other
critical infrastructure sectors to identify and resolve potential ESS vulnerabilities.

3.6.3 Conclusion

The primary mission of the Emergency Services Sector isto save lives and protect property and
assets. The capacity of Emergency Services to fulfill this mission is most centrally affected by, and
so vulnerable to, its ability to remain agile, flexible and consistently coordinated in the face of a
wide range of threats and hazards. The under-scrutinized dependency of Emergency Services upon
critical infrastructure is the single most important topic of potential vulnerability revealed in this
study.

3.7 Telecommunications Sector

The area of service for providersin the NCR varies — for example, some provide only local
infrastructure and services while others extend internationally. There are local service providers,
long distance providers, internet service providers and wireless service providers. The sector is
dominated by a handful of very large firms such as AT& T, MCI, Nextel, Sprint, and Verizon.

There are roughly 1100 establishments in the NCR that fall under the category of communications
as defined by the 2-digit Standard Industrial Classification (SIC) code 48. Thisincludes al firms
related to telephone communications, telegraph and other message communications, cable and other
pay television services as well as other communications services not elsewhere classified. These
establishments are scattered across the region although some clusters are located along major
transportation corridors.

In 2003, there were 196,890 persons employed in the Information Technology sector: 110,729 in
Virginia, 59,164 in Maryland and 26,997 in the District of Columbia. A more detailed breakdown of
these figures by sub sector is available through the Bureau of Economic Analysis. The
telecommunications sub sector employment in Virginiais 40,138, Maryland is 22,991, and the
District of Columbiais 4,638. There are 1617 fiber lit buildings fairly evenly distributed throughout
the region. The region has 44 co-location facilities, 76 carrier points-of-presence (POPs) and 209
wired connection centers. Most of these facilities are located along the main transportation lines,
many west of the District of Columbia and within the Dulles Corridor.
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3.7.1 Key Findings

1. Active involvement by industry and government in critical infrastructure programs. The
government has sponsored and is currently sponsoring forums for private industry and the
government to work through common issuesinvolving CIP. Examplesinclude National
Security Telecommunications Advisory Council (NSTAC), Network Reliability and
Interoperability Council (NRIC), and National Coordination Center for Telecommunication
(NCC). Private Industry has aso invested resources on their own to review and develop
new standards and business processes as mentioned above.

2. Risk Management/Business Continuity are important to this industry since stable reliable
infrastructure is a key attribute to successful business for the Telecom sector. These
processes were established and incorporated into business plans and operations prior to
September 11™. The aftermath of September 11™ has increased the activities/assessmentsin
risk management/business continuity models overlaying terrorist threats modes.

3. The National Capital Region (NCR) has had special activities that require the assistance of
the communications sector. The NCR has unique activities that require the assistance of the
telecom sector. The NCS/NCC for daily activities and in special events should be afocal
point for telecommunication needs for the NCR. The NCC will be able to provide a vehicle
for specific needs during an event/crisis or preplanning required for an event/crisis. The
NCR could benefit from the ongoing vulnerability and risk assessment activities conducted
at the NCC with the participation of the private industry.

3.7.2 Key Recommendations

1. Create a single Point of Contact (POC) for perimeter control process and, once established, maintain the
process; eliminate the need to change the process during the incident or function.

2. Increase the NCR’s awareness about the services the NCS/NCC performs for the government and the
communications sector and those that rely on telecommunications services.

3. Encourage the participation of a senior representative from the NCR in the NCS/NCC and utilize the
NCS/NCC as the single point of contact for any communications issues of national security and emergency
preparedness within the region.

4. Conduct tabletop exercises — interdependencies with other sectors. Expense reimbursement funding for
sector participation at the exercise should be part of the process design to enable success.

3.7.3 Conclusion

The telecommunications industry and the government have recognized the importance of
telecommunications as a critical infrastructure for along time. Immediate action taken on the above
recommendations will enhance the security, resiliency and business continuity of this critical
infrastructure.
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3.8 Banking and Finance Sector

The infrastructure of the financia services sector consists of avariety of physical structures, cyber
aswell as human capital. The physical structures to be protected contain retail or wholesale banking
operations, financial markets, regulatory institutions, and physical repositories for documents and
financia assets. Today’s financial services companies conduct the payment and clearing and
settlement systems and are primarily electronic, although some physical transfer of assets, such as
checks and cash, still occurs. This infrastructure includes such electronic systems as computers,
digital storage devices, and telecommunication networks. In addition to the sector’ s key physical
and cyber components, many financial services employees have highly specialized skills and are,
therefore, considered essential elements of the industry’s critical infrastructure.

Anintegral part of the banking and finance sector is the federal and state regulatory and supervisory
community because of the reliance of the economy on the payments system and the severe adverse
economic consequences of the loss of public confidence in the financial system. The federal
regulatory agencies, such as the Federal Reserve Board, Office of Comptroller of the Currency,
Office of Thrift Supervision, National Credit Union Administration, Securities and Exchange
Commission, Commodities Futures Trading Commission and the Treasury Department, are all
located in the National Capital Region (NCR) and concentrated in a very short radius of the White
House. Private institutions such as Bank of America, Capital One, Chevy Chase, E* Trade, GEICO,
PNC, State Farm, and Wachovia, and several credit unions also have major operations in the NCR.
This high degree of geographica concentration is alleviated to some degree by the geographic
dispersion of the regional offices of the federal banking regulators and private institutions with
officesin major metropolitan areas and the wide dispersion of state regulatory bodies.

The NCR-CIP Banking and Finance Sector team conducted an extensive literature review and held
two focus groups engaging high-level representatives from the federal and state financial services
regulators, trade associations, and banking institutions. These activities resulted in the following
three findings and recommendations.

3.8.1 Key Findings

1. Need for a single point of contact and communication structure among institutions
regarding homeland security and critical infrastructure protection. A regional coalitionin
the NCR is necessary to build cooperation relevant to homeland security and critical
infrastructure protection among the banking and finance firms, their regulators, those critical
to its business continuity, and appropriate federal, state, and local government agencies.
ChicagoFIRST is a suitable model for the Banking and Finance Sector in the NCR largely
because the development and implementation of a single point of contact and the
establishment of a communication structure among institutions, governmental bodies, and
first responders has been, and continues to be, successful for homeland security and critical
infrastructure protection.

2. Potential denial of access to restricted areas during and immediately after an emergency.
One of the major problems within the financial services sector of the NCR identified by the
focus groups is credentialing key NCR banking and finance personnel to access restricted
areas to maintain or restore operations during and immediately after an emergency.
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3. Limited understanding of interdependencies in the NCR. Thereisaneed for private sector
tabletop exercises focusing on interdependencies amongst critical infrastructures and state
and local jurisdictionsin the NCR. These should be done at the physical, cyber, state and
regional levels.

3.8.2 Key Recommendations

1. Improve coordination, cooperation, and communication, by adopting ChicagoFIRST as a model for the
NCR.

2. Collaborate with the Department of Homeland Security’s (DHS) Office of the National Capital Region
Coordination to extend federal credentialing to the banking and finance sector.

3. DHS should coordinate and fund interdependency tabletop exercises at the physical, cyber, state and
regional levels, emphasizing the private sector, critical infrastructures and interdependencies in the NCR.

3.8.3 Conclusion

The effectiveness of the financial services sector depends on the continued maintenance of public
confidence and involvement to maintain normal operations. Immediate action taken on the above
recommendations will enhance the security, resiliency and business continuity of this critical
infrastructure.
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4 TOOLSFOR VULNERABILITY ASSESSMENT AND RISK MANAGEMENT

Risk-management means developing plans and allocating resources in a way that balances security and freedom when
calculating risks and implementing protections. The most effective way, | believe, to apply this risk-based approach is
by using the trio of threat, vulnerability and consequence as a general model for assessing risk and deciding on the
protective measures we undertake.

Each threat must be weighed, therefore, along with consequence and vulnerabilities. As consequence increases, we
respond according to the nature and credibility of the threat and any existing state of vulnerabilities. Our strategy is to
manage risk in terms of these three variables — threat, vulnerability, consequence. We seek to prioritize according to
these variables, and to fashion a series of preventive and protective steps that increase security at multiple levels.

Secretary Michadl Chertoff, Center for Catastrophic Preparedness and Response and the International Center
for Enterprise Preparedness, April 26, 2005

4.1. Criteriafor Evaluation of Vulnerability Assessment and Risk Management Tools and
Procedures

Literally hundreds of tools and methods exist for conducting vulnerability assessments and risk
management of critical infrastructures. They differ widely in terms of approach, scale, and scope.
Selecting the most appropriate and relevant for a particular sector, asset, and system is necessary to
assure adeguate protection and resilience of acritical service, facility or function. This section
sketches the nature and compl eteness of the most widely used tools for those in the public and
private sector tasked with risk management for their organizations. An analysis to characterize the
most prominent tools relative to standard criteria consisted of the following steps:

e Establishing criteria;
e |dentifying abroad set of vulnerability and risk management tools;
e Determining the small subset of toolsin the studied sectors that are widely used and

accepted by the critical infrastructure owner/operators, referred to as “ Good Practice’ tools;
and

¢ Analyzing the nature of the available tools, contrasting the properties of all tools analyzed
with the traits of the “Good Practice” tools.

In conjunction with the Tool Databasethis analysis serves as a means to improve the quality of the
risk management process by giving users a quick way of comparing and contrasting different tools,
and specifically selecting parts or all of them according to their needs. The more complete
reporting can be found in Volume 11, “Criteria and Evaluation of Vulnerability Assessment and
Risk Management Tools and Procedures.”

4.1.1 Major Findings
The primary findings from the assessment were:

e The mgority of toolsreviewed (atotal of 62), both the general list of tools and the “ Good
Practice” subset, are at the lower end of the risk management continuum defined in
Appendix C. Thisincludes simple compliance, through alevel of basic analytical risk
reduction.
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e Two of the few high end risk management tools that include relative risk reduction and
relative economic optimization while considering potential threat probabilities and
consequences Were:

0 Specia Needs Jurisdiction Tool Kit, by the Office for Domestic Preparedness, State
Homeland Security Assessment and Strategy Program of DHS

0 Risk Analysis and Management for Critical Asset Protection (RAMCAP™), by
ASME Innovative Technologies Institute, LLC

e Thetopic of interdependenciesis systematically included in many assessment tools, but is
addressed on arather superficial level. The checklist for interdependencies within the tools
ismostly asimple review of dependent utilities and communication lines. Thetools give
little guidance for understanding the levels of interdependencies and where vulnerabilities
may lurk, which is the underlying intention for this guidance.

e Most of the assessments address protecting buildings, facilities and operations, but less than
half consider protecting “people”. However, most of the “ Good Practice” tools
systematically include “peopl€e” as assetsin their calculations.

e A magjority of the tools address or measure financial and capacity impacts in their analysis
of the consequences of loss. However, environmental degradation is considered in less
then a quarter of the cases.

e Of tools surveyed, 75% of the general group and 89% of the “ Good Practice” tools use
gualitative data (expert assessment and relative ranking scales) rather then quantitative data
(acost/benefit analysis). The associated scales for the threat, consequence and
vulnerability factors varied widely across the studied tools and were not readily
comparable.

e Very few tools have awide spread use. Even among the “ Good Practice” tool subset, only
33% were accepted as a standard practice in the sector.

e Most of the assessment tools do not take an all threat / hazard approach, but most of the
“Good Practice’ tools systematically include both man made and natural threats in their
calculations.

e Assigning relative and absolute probabilities or likelihoods based on failure analysisis
conducted in only about 20% of the assessment tools. Thiswas found in quantifying
threats, vulnerabilities, and consequences of |oss.

4.1.2 Major Recommendations

To enhance the security and resilience of the critical infrastructure in the NCR, these findings lead
to the following recommendations:

e Encourage the evolution of business practices that are currently simple compliance based
assessment processes towards using a risk based methodol ogy.

e Establish acommon “Consequence of Loss” reference table. The majority of current
assessment tools use qualitative data (expert assessment and relative ranking scales) rather
then quantitative data (a cost benefit analysis). A common relative scaleisrequired to use
these results to compare disparate assets in a region wide risk management program.
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e Establish aregional assessment process that can accept and harmonize data from the many
different asset level assessment tools. There are so many different assessment tools used on
so many different types of assets that it would be cost prohibitive to require each to conduct
anew assessment with anew tool. The private owner/operators have also stated strong
opposition to assessment tools developed outside of their trade associations or even their
control. A regional assessment processes that can accept and normalize the basic data
(threat, consequence, vulnerability, risk, and risk reduction) from assessments is required.

¢ Request and encourage professional organizations (e.g., American Society of Mechanical
Engineers, American Water Works Association, Association of American Society of Civil
Engineers), and government laboratories and agencies (e.g. Sandia National Laboratory, US
Environmental Protection Agency) to develop Good Practices in assigning relative and
absolute probabilities or likelihoods based on failure analysis.

¢ Require assessment methods and tool s to assess inter-sectoral dependencies.

e Give priority to infrastructure security strategies and measures that both enhance
infrastructure safety and security as well as support or enhance normal operations.

4.2. Database and Architecturefor Critical Infrastructure Protection

4.2.1 A Database for Enhancing Risk Management Tools

Conducting vulnerability assessments of complex critical infrastructure — with interdependencies
among avariety of sectors such as electricity, water, chemical, transportation, telecom, and related
networks — is a challenging task. Owner/operators and industry associations have devel oped
detailed specialized assessment methodologies for their specific facilities or functional area.
However, most of these assessment tools do not have specific details regarding functions or
infrastructure asset and features outside of the developer’s expertise. For example; an assessment
tool might be very comprehensive in the area of physical security, but examine relatively little the
areas of cyber security or human resource management. This project overcomes this situation by
developing arelational database to categorize the components of risk and vulnerability assessment
frameworks to allow users a quick way of comparing and contrasting the components of different
tools, and enable usersto extract selected elements according to their needs.

A database was created to capture the information about the categories, sub-categories, and
guestions. Sixty-three different vulnerability assessment procedures, processes and tools were
loaded into the database at the highest level of categorization. Of these, nineteen tools containing
several thousand elements, nominated by the sector study teams, were categorized to the most
detailed level. The subsequent database files, a user guide, and installation instructions were
recorded on aCD. The database and associated documentation are described more fully in Volume
10, “A Database and Architecture for Comparing Vulnerability Assessment Elements.”

4.2.2 Recommendation

The SPG initially and the partnership ultimately should engage a computer support firm to make
available, maintain and enhance the database. Additional functionality and additional tools should

NCR-CIP 26 Overview & Recommendations



be entered continuously in response to users suggestions and the evolving field of risk
management.
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5 REGIONAL RISK MANAGEMENT AND RESOURCE ALLOCATION ANALYTICS

5.1 Underinvestment in Critical Infrastructure Security — the Public Good Problem

The critical infrastructure sectors of the NCR vary widely in their approaches to vulnerability
assessment and risk reduction. The area of greatest underestimation and underinvestment is
interdependencies — the reliance on other sectors' performance to continue to provide critical
services. These interdependencies create a class of market failures that economists call
“externalities’ — cases where the party making an economic decision, like an investment in CIP,
does not include (“internalize”) all the benefits and costs of the decision in his decision calculation
distorting the decision from what would be socially desirable.

5.2 Regional Risk Management

Among the most pressing CIP needs in the NCR is establishing an overall management framework
for coordination of NCR-CIP initiatives, developing methods for defining and estimating the
magnitude of risks to infrastructures, evaluating the merits of risk-reduction programs and projects,
and allocating resources to those with the greatest value relative to their cost. Because the vast
majority of critical infrastructures are privately owned and operated, these methods need to include
ways for firms to make a business case for investing in risk reduction.

5.3 Risk Management Definitions

Modern risk management defines risk is a combination of threat, vulnerability, and consequence.
Risk =[Threat x Vulnerability] x Consequence

Where:

e Threat isameasure of the likelihood that a specific type of attack or natural disaster will be
initiated against a specific target (that is, a scenario).

e Vulnerability is ameasure of the likelihood that various safeguards against that scenario will
fail.

e Consequence is the magnitude of the negative effects if the attack is successful.

The purpose of risk management isto reduce risk. Risk is reduced whenever any of the three
defining termsisreduced. Threat can be reduced, for example, by reducing the value of the target
to an adversary or removing the ability of an adversary to mount an attack. Vulnerability can be
reduced by securing the perimeter of an asset, developing “buffer zones’, “hardening” the asset to
better withstand an attack.

Conseguences can be reduced by increasing redundancies of supply of essential services, reducing
geographical concentrations of infrastructures along certain right-of-ways and bridges, building
strategic inventories, shortening the outage period, reducing restoration costs, building assets to
codes that are more resilient to attack, etc. However risk is reduced, the benefit of risk reductionis
the difference in risk, as defined above, due to the risk reduction investment of resources.
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5.4 Concept

Funding of risk reduction can be conceived in three broad cases. These cases, illustrated in Figure 2
and Table 1, are:

Business Optimal. If both the owners and the region’ s benefit/cost ratios are substantially
greater than one (or the conventional decision criteria of that sector, e.g., return on
investment meets the operator’ s standard), the operator’ s business case is made and he will
make the investment — provided the operator can recover the costs of the investment, a
serious challenge for price-regulated utilities.

Business Induced. If theratio isabout one, even slightly less, the operator may be induced
or compelled to make the investment through incentives, such as subsidies, standards tied to
accreditation, insurance rates, credit ratings, or eligibility qualifications to conduct certain
lines of business.

Regional Optimal. If the benefit/cost ratio for the operator is substantialy less than one and
cannot be induced, but substantially greater than one for the region as a whole, the operator
will not invest unless reimbursed by others — government agencies if the benefits are widely
dispersed, or other sectors or customers, where sufficiently concentrated to make their
benefit/cost ratio favorable.

Table 1. Three Cases Affecting Operator’s Willingnessto Pay for CIP Investments

Case Benefit / Cost ratio Owner/Oper ator The Publicor NCR asa
Whole
Business Optimal | B/C > 1.0 for owner Will invest No action necessary

B/C > 1.0for region

BusinessInduced | B/C ~1.0 for owner Needs incentives to Need to provide

B/C > 1.0 for region make the business case | incentives or inducements
Regional B/C < 1.0 for owner Will not invest Need to invest directly
Optimal B/C > 1.0for region
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Induced Owner /
Operator expense
(standards,
regulations,

A incentiyes)
$0 f \ $ Undetermined

Normal Owner /
Operator’s expense

Community
Funding Source

Business Business Regional
Optimal Optimal + Security
Security Induced Optimal
Level Security
Level

Figure 2. Financing Infrastructure Risk Reduction

5.5 Regional Risk Management Analytic Process
The analysis team addressed this challenge in two ways:

1. CIP/DSS. First, we examined the only known regional risk management tool, the Critical
Infrastructure Protection Decision Support System (CIP/DSS) being devel oped by three National
Laboratories. Thisisasystem dynamics modeling of virtually the full economy of a metropolitan
region, with detailed representation of the critical infrastructures. The method requires extensive
data collection to “parameterize” the models and is so complex that it is offered only as a service by
the Laboratories.

Recommendation: The ONCRC should closely monitor the Seattle test of the CIP/DSS for its
lessons. If the planning in Seattle results in early signs of utility, the ONCRC should evaluate the
data requirements, functionality and applicability relative to negotiating and financing test in the
NCR.

2. Proof of Concept. The extensiveness of data requirements of the CIP/DSS and the plan to
operate the model only as a service suggested a ssimpler and more direct approach, at least for the
near term. A second approach was developed as a“ proof of concept” that available tools and data
could be applied to regional risk management. The rest of this section sketches the approach used,;
the actual tests are reported in Volume 9, Regional Analytics for Risk Management and Resource
Allocation, and summarized below.

5.6 A Processfor Regional Risk M anagement

The process described below (and illustrated in Figure 2) is designed to be used for analysis of
individual assets, systems or whole infrastructures from a regional perspective. It isassumed that a
parallel assessment from the owner/operator’ s perspective is performed using the owner’s criteria.
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Process: Steps in Regional Resource Allocation for Increased Resilience

—» 1. Define Consequence Criteria and Scales

2. Screen for Criticality

'

3. Define Desiin Basis Threats or Scenarios

— 4. Estimate Vulnerabilities, Consequences, Risk

'

5. Design and Evaluate Risk Reduction Options

'

««— 6. Repeat for Alternative Risk Reduction Options

v

l«— 7. Repeat for Next Threat

}

8. Perform Technical Review and Reconcile with
Owners’ Assessments

,

«—— 9. Repeat for Next Infrastructure

'

10. Decide on Funding of Risk Reduction Options
a. Owners’ responsibility
b. Customers and Owner Collaborate
c. Incentives/Constrains on Owners’ Responsibilities
d. Public Responsibility
o Local, State, Federal?

¢ 11. Establish Basis for Evaluation of Implementation & Outcomes

1. Define Consequence Criteria and Scale. The comparability necessary for rational resource
allocation requires common definitions in the major metrics of the consequence of loss. The USA
Patriot Act of 2001, the 2002 National Strategy for Homeland Security, and the 2003 HSPD-7 all
define critical infrastructures as * Systems and assets, whether physical or virtual, so vital to the
United States that the incapacity or destruction of such systems and assets would have a debilitating
impact on security, national economic security, national public health and safety, or any
combination of those matters.” (Italics added.) Subsequently, public confidence and morale were
added. Other dimensions, e.g., environmental degradation, could also be added.

With this point of departure, a specific list of key metrics can be developed as definitions of the
dimensions for measuring these concepts. For example, economic security could be defined as
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changesin the gross regional product for the region plus the cost of post-event restoration; public
health and safety could be measured in lives lost and person-days lost due to injury and illness.

Output: Concrete metrics of consequences for screening and later decisions

2. Screen for criticality. The next step is a screening to identify and roughly prioritize the Critical
Infrastructure and Key Resourcesin aRegion. Thisisdone by quickly examining each major asset
and grossly estimating the “worst case consequences’ in the terms defined in step 1. These are
compared to key cut-offs for each dimension, those with greater values are considered potentially
critical, those not reaching these thresholds are excluded.

Output: List of regional infrastructures, systems and assets prioritized for analysis.

3. Define a Design Basis Threat or Scenario. For direct comparability, it is necessary to establish a
standard set of design basis threats or threat scenarios. The absolute likelihood of an attack by a
particular meansis beyond the resources of the region, but the relative likelihood can be defined by
expertsin at least an ordinal ranking. Some analysts use “ attractiveness to an adversary” asa
surrogate, but that has no equivalent for natural disaster.

Output: Standard threat scenarios to use in risk assessments

4. Conduct the Risk Analysis. This step estimates vulnerabilities and consequences for the specific
threat. Individual assets and confined systems can use ASME's sector-specific tools. The regional
approach has the following steps: Geographical Information Systems (GIS) modeling of specific
threat scenarios, an estimate of specific businesses impacted, preparation of datafor the
Input/Output economic model, and use of the 1/0 model to estimate economic losses for each sector
and major jurisdiction in the region. Non-economic consequences could be estimated directly or by
correlation with the economic impacts.

Output: Estimates of risk to region of current status of each asset and
system.

5. Design and Analyze Risk Reduction Initiative. Risk can be reduced by reducing any or all of its
parts, threat, vulnerability and consequences. It isdifficult to reduce the threat, but it is not
infrequently possible to reduce the attractiveness of atarget to an adversary. Most of risk reduction,
however, consists of reducing vulnerabilities or consequences. The difference between the regional
risk of the status quo and the regional risk under the initiative is the risk reduction benefit.

Output: Estimated regional benefits (and their distribution by sector and
jurisdiction) and costs of reducing the specific risk.

6. Repeat Steps 4 and 5 for any alternative risk reductions for the same risk. When there are
multiple approaches to risk reduction for a specific threat and system, each (and their combinations
if they are not incompatible) should be evaluated to determine which is most cost-effective.

Output: Benefits for the most cost-effective initiative for each threat.

7. Repeat Steps 4, 5 and 6 for the next threat. Thisassuresthat all the design basis threats are
addressed systematically. The aggregate risk to the infrastructure posed by the full suite of threats
can be approximated by weighting the respective risks by the relative likelihood from Step 3. The
combined benefits of the most cost-effective risk reductions can be aggregated in the same way,
while the costs can be simply added.

Output: Complete assessment of full program to protect the analyzed infrastructure
relative to its benefits and costs from aregional perspective.
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8. Perform a technical review of regional and owner’s analyses. This step permits normalization of
assumptions and reconciliation of methodological detailsin preparation for comparison in step 9.
Some adjustments may be needed to make the assessment as comparable.

Output: Approximately comparable assessments of the risk reduction options from
both owner’ s and regional perspectives

9. Repeat Steps 4 through 8 for each infrastructure on the critical list. Usually, the respective
analyses would be conducted simultaneoudly.

Output: A full “menu” of candidate options for decisions by the owner/operators
and the regional authorities.

10. Decide on funding the candidate options. The philosophy isto allow the marketplace to make
as many of the decisions as possible. Thisrequiresfour criteria.

1. Can the owners make the business case for any of the options?

2. Would the sectors that depend on the infrastructure in question be so damaged by its
disruption that they find it in their own interest, individually or collectively, to cooperate in the
funding or al or part of the options?

3. Canthe owners beinduced to invest in al or parts of the options, through, for example,
security-related cost-recovery rules for price-controlled utilities, tax breaks, or national
standards?

4. Are the benefits so widely dispersed among the general population that they can only be
addressed by public agencies through subsidies, programs, procurements, etc.? The challenge
here is deciding which options have greatest regional merit and which level of government and
jurisdiction bears the responsibility.

Output: An approximately optimal regional risk reduction program in which the
principal and most immediate beneficiaries bear the costs of the program, while the
region as a whole becomes more secure and resilient.

11. Establish a plan to monitor implementation and to evaluate the outcomes. Basic project
management progress tracking should be established for each selected option and the results
reported to the leadership of the public/private partnership. Another way to gauge incrementsin
resilience isto periodically conduct a series of al-sector, public/private interdependencies exercises
and note the changes over time.

Outcome: A plan for orderly, monitored implementation and period re-assessment
of theregion’slevels of risk and resilience.

Recommended Actions:

) The SPG should expand the number of critical infrastructure sectors evaluated from the
eight in thisreport to the full federal list.

. The public/private partnership should consider continued development and full testing
of analytic tools for simulating infrastructures and interdependenciesin the NCR and
evaluate for possible use the National Infrastructure Simulation and Analysis Center
(NISAC) and Critical Infrastructure Protection Decision Support System (CIP/DSS).
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NCR-CIP

The public/private partnership should test, enhance, and employ the simpler, near-term
relative risk and benefit evaluation model. This process should begin with a conference
of expertsin regional and infrastructure modeling and risk management and senior
public officias to refine the requirements, exchange ideas and approaches and define an
overall strategy. The method descried in Volume 9 could serve as appoint of departure.

The public/private partnership should develop, along with infrastructure owners and
DHS, carefully defined and implemented protocols and safeguards for information
capture, storage, sharing and data security.
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6 CITIZENSAND COMMUNITIES

6.1 Introduction

First and foremost, it is the citizens of the NCR for whom the resilience of essential servicesis
sought. Itistheir lives and livelihoods that are to benefit. In many cases, it is the attitudes and
understandings of the public that determine the success or failure of apolicy or plan. This has
recently been demonstrated in the levels of compliance with evacuation orders, but would also be
critical to the success of a shelter-in-place order accompanying a biological or radiological attack.
Further, the general levels of confidence in government agencies and infrastructure operators can
profoundly affect the behavior of the populace under various circumstances. Many economic and
policy analysis models attempt to predict the behavior of the public in response to aternative
policies or programs.

The NCR-CIP commissioned a series of 6 studies of the attitudes and level of information of the
public in the NCR and, in one case, the rest of the U.S. The studies also address specific
infrastructure issues that are of concern to the public at large such as mass transit, provision of
shelter, and biodefense. For detailed information on the methodologies, references, and data sources
used for arriving at the findings and recommendations, refer to the individual volumes.

6.2 Critical Infrastructure Protection, Vulnerability and Public Confidence
Issue

Since the terrorist attacks of September 11th, 2001, the United States has made significant progress
in devising national and local policies for mitigating and responding to future large-scal e threats.
However, as witnessed in recent natural disasters, that progress has been uneven, and the results
have been accompanied by considerable doubt and controversy among different decision-makers as
well as from community groups and average citizens. Public support for and understanding of the
far-reaching policy changesin the field of homeland security are critical to the actual success—or
failure — of such initiatives. Thus, it isimportant to understand citizen preferences and confidencein
critical infrastructure protection, and make them part of the decision-making process.

Volume 14, “Critical Infrastructure: Citizens’ Views of Protection in the National Capital Region”
describes a policy analysistool known as acitizens' panel to capture data and information beyond
that which is available through surveys. While public opinion polls are useful in their own right,
these instruments cannot capture citizens' true preferences and val ue orientations because most
people lack the kind of detailed information required to make informed choices and tradeoffs.
During the Citizens Panel, asmall group of representatively selected residents of the NCR
interacted with experts, heard presentations, and discussed information concerning disaster
response, terrorism and critical infrastructure protection in the National Capital Region. The group’s
deliberations and assessments were recorded to serve asinput for policy research and decision-
making.

Key Findings and Recommendations

1. Government should conduct better community outreach, particularly in the form of credible
and useful information directed to citizens, to improve the public's confidence in homeland security.
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2. Governments should communicate more clearly communication of issues about terrorism
and homeland security, with the very complexities of policy requiring more direct and localized
initiatives.

3. Government should to de-politicize security issues, because citizens currently perceive the
substance and timing of security alerts as being politicized; such matters should be placed into the

hands of more neutral actors. A recurring theme in the recommendations phase of deliberations was
that government needed to do more outreach on localized levels.

6.3 CIP, Vulnerability and Public Confidencein the NCR and the US
Issue

Public confidence in government, emergency response and recovery agencies, and critical
infrastructure service providersis vital to the maintenance of the social compact between citizens
and the state, and to assuring order in the event of large-scale disruption due to extreme events,
either terrorist attacks or major natural or technological disasters. Weakened or destroyed public
confidence in the most critical public and private institutions would likely invite widespread social
collapse, diminished investment, economic decline, and calls for political and institutional reform.
Thus understanding and measuring public confidence in homeland security institutions and policies
isvital to the successful achievement of homeland security policy objectives.

Specifically, Volume 15, “Critical Infrastructure Protection, Vulnerability and Public Confidence”
measures the public’ s perceived vulnerability to extreme events, including terrorist attack, its
preparedness to deal with interruptions of essential services, and its confidence in the organizations
responsible for attack prevention and disaster preparedness, response and recovery, for both the
National Capital Region and the United States.

Key Findings
1. The public has a deep sense of vulnerability to terrorist attack

Seventy-eight percent of both residents of the United States and the NCR believe another terrorist
attack islikely in the United States, and 66 percent of respondents in the NCR think another attack
islikely in Washington. Fifty percent of residents outside the NCR think the closest major city to
themislikely to be attacked. Forty-one percent of respondentsin the NCR worry that they or a
family member will be avictim.

2. Public lacks confidence in most essential infrastructure services

About 40 percent or respondents nationally and regionally are not confident about the reliability of
electric power and standard landline telephone services. Fewer were concerned about water, cell
phones and television, and natural gas. Radio instilled the most confidence of all essential services.
At the same time, from 33 percent to 62 percent of respondents in the United States said they could
go for aweek or more without one or more critical infrastructure services. NCR results were about
9 percentage points lower in each category than results from the country as awhole.

3. Public confidence is low in some, but not all, government and homeland security agencies

Just 31 percent of both the U.S. population and the NCR trust the government. But respondents vary
in their confidence in specific local, state and federal agencies. local emergency medical units
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enjoy the confidence of more than 80 percent, while the Department of Homeland Security,
Customs and the Transportation Security Administration have the lowest ratings, at about 30, 20
and 25 percent, respectively. The Federal Emergency Management Agency received positive
responses from about 45 percent.

Key Recommendations

1 Improve public confidence in homeland security and essential service providers by effective,
consistent public-oriented performance. The public seems to distinguish between rhetoric and action
in homeland security affairs. Therefore, avoid politicizing homeland security.

2. Make essential services more robust by encouraging modest increases in spending by some
infrastructure providers, such as water, electricity and healthcare. Citizens seem willing to entertain
small, targeted increases to make these services more reliable during extreme events.

3. Improve federal and state to local partnerships for disaster communication and response.
People feel most comfortable with local agencies and law enforcement officials. Consider
eliminating the color-coded alert system.

6.4 Community Shielding and Public Preparednessin the NCR
Issue

When aterrorist attack or other disaster occurs, individual and community responses will be the
most important determinants of survival.

Over the past decade, public preparedness has often been defined in terms of evacuation readiness.
Certainly, when given prior warning for amajor national disaster such as amajor hurricane, an
effective evacuation strategy is the key to acommunity’s successful response. Effective evacuation,
however, requires extraordinary planning and collaboration between local, state and federal
agencies, aswell as an ability to access geographically and socially diverse community resources.

Although successful evacuation acknowledges the need for adequate physical and social
infrastructure, as a society we expend few resources in preparing to address the other side of the
public preparedness coin; shelter-in-place. Perhapsit is because the concept is by its nature
individual and dependent on the resources within our living spaces. Preparedness attitudes within
communities provide awindow of understanding that is necessary for effective response policy
development and implementation.

Volume 16, “Community Shielding in the National Capital Region. A Survey of Citizen Response to
Potential Critical Incidents.” assesses emergency preparedness, public knowledge of biological and
radiological emergency preparedness, finding safety in an emergency, obstacles to shelter-in-place,

sources of trusted information in an emergency and attitudes toward anti-terrorism policies.

Key Findings

1 Similar to existing networked evacuation resource planning, we need a Community
Shielding planning strategy in order to plan for coordination of shelter-in-place. Shelter-in-placeis
an important concept that has limited utility in amajor disaster, as currently defined. Attemptsto
educate the public towards needed preparation have been only partially successful. Our survey
reveaed that a sizeable portion of the National Capital Region population is currently unwilling or
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unable to shelter-in-place, and about half of the respondents in the survey did not feel that they
would be able to shelter at home for more than a week. Respondents in Washington D.C. expressed
the strongest preference for remaining in their communities, even though they were the least likely
to have prepared to shelter-in-place.

2. Confidence in government’ s ability to respond to disaster reflects significant regional
differences. Compared to respondents living in Washington D.C., respondentsin Virginia and
Maryland were more than twice as confident in their attitudes toward local government and its
ability to respond to disaster. Asaresult, an overwhelming majority of respondents in both states
noted that they would strictly follow local government instructions in the event of an emergency.
This contrasted with respondents in Washington D.C., who were less likely to follow instructions
from their local government.

3. Shopping Centers are desirable locations for distribution of community-specific homeland
security information. Respondents identified shopping centers as locations where they would be
comfortable receiving specific homeland security information about their individual communities.
These privately-owned spaces are potential central public homeland security information sites, and
could anchor the local community in disaster preparedness and response planning. Respondents
expressed a preference for electronic information exchange augmented by a volunteer who could
provide necessary informational support to the process.

Key Recommendations

1. Develop a strategy of Community Shielding that utilizes social and governmental networks
to enhance a community’ s ability to shelter-in-place.

2. Assess and address current social disaster preparedness needs within Washington D.C. so
that trust in local government can be strengthened. This should lead to greater compliance with
government directives during a course of a disaster.

3. Develop a public-private initiative with the NCR shopping centers to create a system of
information delivery and exchange related to local and regional homeland security needs.

6.5 Citizensin Biodefense and Early Warning
Issue

The anthrax attacks affecting the National Capital Region in 2001 highlighted our vulnerability in
this new asymmetric warfare, and triggered a reexamination of our readiness to respond and search
for means to better protect citizens against future attacks. Most of the available disaster response
training protocols involves the “traditional first responders’ such as emergency medical services
and fire and rescue. An increasing effort to involve communities through the Citizen Corps and the
affiliated Community Emergency Response Teams (CERTS) and the Medical Reserve Corps
(MRC) has been underway since September 11 2001. Despite the importance of the community and
school civil defense preparedness, allocated resources remain inadequate. For example, a 2004
study by the Trust for America’ s Health finds that over two-thirds of states and D.C. achieved a
score of six or less out of the 10 possible preparedness indicators.

Based on these issues, Volume 17, “Critical Role of Citizens in Biodefense and Early Warning”
suggests that experience gained from training in civil defense, first aid, cardiopulmonary
resuscitation (CPR) and automatic external defibrillators (AED) can serve as a potential guide and
model for such education and training of citizens asimmediate first responders. It is also proposed
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that every disaster mitigation training strategy should target and involve each and every community
member as a resource for emergency preparedness and response.

Key Findings
1 Health and science literacy are prerequisites for understanding bioterrorism

In order to understand the bioterrorism effects on health, and to act accordingly, adequate health and
science literacy are a prerequisite. Based on the literature reviews and our pilot survey, community
organizations such as Citizen Corps (MRC and CERTS), should be aresource for raising health
literacy and disaster and bioterrorism preparedness.

2. A model for potential impacts can assist in preparedness

Neighborhoods are the building blocks and serve as the basic web of relationshipsin the
community. Conscious efforts to build and strengthen these basic blocks, or modules, are an
essential step in achieving preparedness. The GMU research team has adopted a model for
potential impacts resulting from natural and human-made disasters. The impacts were subdivided
into business, health, policy and societal categories. Well structured educational and training
materials should recognize and address every sequential event presented in the model.

3. Survey on knowledge, attitudes and practices to determine citizen preparedness

The survey developed and presented in this research on knowledge, attitudes and practices (KAP)
should be widely distributed and the information obtained can be used to guide the development of
the training curriculum.

Key Recommendations
1. Health and science literacy of citizens should be emphasized and addressed

2. The model for potential impacts as described in the Report should be implemented to
characterize the socioeconomic consequences of potential bioterrorists attack in the NCR area and
develop proper mitigations strategies

3. The knowledge, attitudes and practices survey has identified significant issues with the NCR
area community preparedness status and willingness to participate in the learning of new coping
skills. Thiswas a pilot study and the survey needs to be administered to a broader segment of the
NCR community especially to minority groups.

4, Additional resources should be made available to the Citizen Corps to ensure better
community preparedness

5. Resiliency and recovery process for small businesses, the backbone of the national
economy, following a biological attack should be addressed and the information and training made
available to employers, employees and their families

6.6 Transportation Systemsand Bioterrorism
Issue

Widely available, rapid, and easily accessible transit for passengers and goods is a key ingredient
for economic development and global prosperity. These same attributes, notably ease and
accessibility, can facilitate the spread of infectious diseases and make it an attractive target for a
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terrorist attack. The problem of decontamination of alarge scale area following even a small spill
might also present a significant regional, societal, psychological, and economic impact. Based on
the experience from the 2001 anthrax spores delivered by mail, it is reasonable to assume that the
number of “well and worried” visitors to emergency and health care facilities might overwhelm the
health care system even when the actual threat is rather small. The delivery of anthrax sporesinto
the NCR subway system likewiseis liable to preclude the use of the system for months, if not years.

In Volume 18, “Epidemiology of Transportation Systems and Bioterrorism”, the research team
modeled the dispersion of a significant amount of anthrax spores on alarge geographic scale. Such
ascenario cals for magor production and stockpiling of the spores, requiring advanced technical
capability, and as such is considered difficult to accomplish. Nonetheless, as the model revealed, the
significant disparity in the distribution of medical and public health facilities and limited surge
capacity within the NCR area needs to be addressed.

Key Findings
1. Transit systemsin NCR are attractive targets for terrorists

Historical assessments indicate the NCR rapid transit system can be an attractive target, already
identified as such by the intelligence and law enforcement officials, as vulnerable to bioterrorism.

2. The Internet is a source of information for terrorists planning attacks on transit systems

Certain information available on the internet pertaining to detailed transit plans, building plans, etc.
may aid terrorists in planning an attack and as such should be carefully screened for information
and made available as demanded for legitimate and/or limited use. Due to freedom of expression
and information, thisis an area that needs further consideration and policy refinement.

3. An anthrax attack on the METRO system proves highly detrimental to NCR area

Under the current scenario, an attack using anthrax spores will put the subway passengers at risk of
exposure and re-exposures until the event is discovered. The population under the plume will be at
risk of exposure as well. This might result in a significant number of cases requiring hospitalization
and amajor public health burden for tracking individual s requiring diagnostic procedures and /or
prophylactic treatment with antibiotics. In addition, the decontamination process for the area and the
subway system will be required.

Key Recommendations

1 Due to the impact of the release of alarge amount of anthrax spores (bacillus anthraces) on
the availability of hospital beds, proper provisions must be made to secure additional medical
resources for the NCR.

2. A regional public health authority should be identified to devel op, coordinate, and
implement prevention and mitigation strategies to be used in case of emergency for the NCR region.

3. The Federal Government, in consultation with leading experts in the field, should establish
and adopt safety, isolation, and decontamination standards for weaponizable biological agentsto
prevent unnecessary confusion within the community and loss of public confidence.

4, Develop means for isolating contaminated segments of the underground METRO system,
including interrupting air ventilation. A capability for safe and rapid passenger evacuation into
aboveground and uncontaminated areas (safe or cold zones) is required.
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6.7 Blood Supply Infrastructure
Issue

Contamination and disruption of the blood supply can have dire consequences for medical safety,
patient confidence, and the regional and national healthcare industry. Because of the nationwide
alocation system, thereis arisk of aterrorist infecting the donations and thus threatening numerous
patients’ lives.

The purpose of Volume 19, “Protecting the Nation’s Blood Supply” was to conduct an in-depth
evaluation of the vulnerabilities of the existing collection and distribution processes and procedures
for the collection, processing, and distribution of blood products. In addition to a bio-terrorism
event, other issues were addressed such as the potential for using blood products to detect sentinel
events from bio-terrorism attacks and barriers to the implementation of a biomedical monitoring
system of blood donors and products.

Key Findings

1. Effective safety and control measures are currently in place to protect the blood supply,
distribution, and infrastructure. However, these measures might not be immune to aterrorist event.

2. Periodic shortages of blood supply often dictate remedial collection practices which could
result in potential safety and control gaps during exceptional periods, leading at best to the
destruction of valuable and life saving products, or at worst to potential contamination of the blood
products.

3. The most significant threat of concern is the ability to terrorize the public without actually
compromising the collection and distribution chain of blood products.

4, There are potential deficienciesin modeling capabilities that are intended to support policy
and decision-making, as well as the management and implementation of actions intended to reduce
and mitigate the impact of terrorist-generated blood-borne infections.

Key Recommendations

1. Design and execute policies for implementing a* sentinel monitoring” system, especialy in
the context of evolving global health interdependencies.

2. Establish afederally-funded and maintained registry for blood and blood products, including
an epidemiological database of donors and the carrier state of blood-borne pathogens suspected as
etiological agents for chronic diseases. To thisend, proper legislation should be enacted to ensure
the deployment of such a system.

3. Funding of focused research to accelerate the devel opment of blood and blood product
substitutes.
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APPENDIX A . INTRODUCTION TO THE NATIONAL CAPITAL REGION
A.1 Definition

The National Capital Region (NCR) consists of, “the geographic arealocated within the boundaries
of (A) the District of Columbia, (B) Montgomery and Prince Georges Counties in the State of
Maryland, (C) Arlington, Fairfax, Loudoun, and Prince William Counties and the City of
Alexandriain the Commonwealth of Virginia, and (D) al cities and other units of government
within the geographic areas of such District, Counties, and City.”* The map in Figure A-1 displays
the NCR.

Figure A-1. Geographic Boundaries of the National Capital Region
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A.2 Political significance

The NCR isthe very symbol of the United States in the eyes of world. It isthe seat of the national

government, headquarters of national defense and home to numerous international institutions. On
the positive side, representing American history and values, the region is amajor tourist attraction,

conference and convention center that attract 18 million visitors each year. On the negative side,
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standing for U.S. political power and global influence, the region is also a destination and potential
target for anyone dissatisfied with domestic or international policies. Along with hundreds of such
planned and legitimate democratic expressions such as demonstrations and rallies every year, there
are also incidents such as the “tractor man” standoff in 2003 that cause traffic and business to be
disrupted. And since the Oklahoma City bombing in 1995 and the attacks of September 11, 2001, it
is evident that the region with its highly recognizable public and private facilitiesis extremely
target-rich for terrorists.

The National Capital Region is an extraordinarily complex socio-economic and political
agglomeration. It consists of 12 overlapping jurisdictions (two states and the District of Columbia);
al three branches of the federal government; alarge private sector; thousands of associations; the
densest concentration of nonprofits in the country; and almost 5 million residents. While not the
largest metropolitan areain the country by most statistical measures, it is arguably the most
important place for public and private sector decision-making in the country.

A.3 Economic Significance

Over time, the structural and functional composition of the NCR has undergone mgjor changes, but
isunlikely to lose any of the economic, political, and symbolic functions. The region is one of the
fastest-growing in the country. Between 1998 and 2003, the gross regiona product (GRP, sum of all
business transactions) grew by 23% (compared to 15% nationwide). Its population is projected to
grow to 6.7 million residents by 2030. The functional boundaries of the region are expanding to
counties beyond the current core, increasing the strain on existing infrastructures and the need for
building new capacities.

While not as dominant as often perceived outside the region, the federal government’ simpact is still
significant. Economically, the presence of the federal government determines both the employment
structures and the production of goods and servicesin the region. Of the regional workforce of
nearly 3 million, 11% work directly for the federal government. More importantly, government
spending and procurement in the region is the single most important contributing factor for the
higher growth rates of the gross regional product (GRP), currently nearly US$300 billion annually.
Unemployment in the region is consistently lower than the national average. With increased
spending on homeland security and defense, those traditionally strong sectors can be expected to
expand even more, attracting more businesses and peopl e to the region.

Almost equally asimportant as the federal government is the nonprofit sector.? It isthe largest in
any region in the country, consisting of over 7,600 organizations with approximately 218,000
employees or 11 percent of the total private employment. They generate $33 billion in revenues,
and spend close to $30 hillion.

The NCR’s primary industry after the federal government and private and non-profit associations is
tourism. Symbolizing American history and political power, the region isamajor tourist attraction,
conference and convention center that attracts 18 million visitors each year. Other important sectors
are trade associations, legal and consulting services, higher education, medicine/medical research,
government-related research, publishing, finance, and telecommunications.
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The last magjor change to the regional economy before the current period was triggered by new
technologies. Starting in the mid-1990s, the emerging information technology and biotechnol ogy
sectors have led to the establishment of new clusters on the sub-regional level. While some were
originally centered around large government facilities and contractors like the National Institutes of
Health (in the case of biotechnology) and Lockheed Martin (in the case of information technology),
others, like AOL, have developed independently. What they have in common isthe reliance on a
much higher than average educational attainment (nearly 45% have a college degree), and an
elaborate mass transportation infrastructure with three major airports and a heavy rail transit system
that is used by more than 40% of commuters in the central city and the inner suburbs.

A.4 Military Significance

Asthe NCR istherea and symbolic center of the American political process, so it isthereal and
symbolic center for the military power of the country. While there are commands and highly
secure military centers across the country and world, all roads lead back to the Pentagon. While
military operations are executed by the Unified Commands headquartered outside the NCR, the
taskings are authorized by the National Command Authority (the President and the Secretary of
Defense). And although the Pentagon is the most visible and notable DaoD facility, hundreds of
buildings in the NCR are Department of Defense (DoD)-owned or DoD-|eased.

Within those buildings are housed components or commands of the military services, elements of
the Joint Staff, or functions of DoD itself. They are staffed by amix of DoD employees, uniformed
service members, and on-site contractors. Alongside these defense offices are amyriad of
contractors ranging from small companies with a handful of employees (or less) to entire floors and
buildings operated for major defense and multi-national corporations.

With DoD’ s level of outsourcing and contracting, in many cases it isimpossible to tell what
elements or components of a defense project or operation are completed by government employees,
which are produced by contractors, and which are blended products. All of this speaks to the
requirement for complex computing, data storage, and communications systems.

With alarge number of DoD-leased spaces (according to recent stories in the Washington Post --
approximately 8 million square feet of leased office space, in 140 buildings, in Northern Virginia
alone) and the spaces used by the contractor community, it is clear that much of the work that DoD
needs to get done requires the same shared networks of infrastructure support -- used
simultaneously by the government, contractors, and everyday businesses and citizens.

A.5 State of Security in the NCR

The Nationa Capital Region has always been particularly sensitive to large-scal e incidents
involving itsinfrastructures. While not necessarily atarget themselves, critical infrastructures such
as transportation arteries, postal centers, and emergency services are always affected by disasters,
and often avector of disruptions due to the geographical proximity of facilities, and the economic
and political immediacy of their functions. The following examples highlight the vulnerability of
infrastructures to man-made and natural disasters.
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A5.1Pre9/11

Before the attack of September 11, 2001, on the Pentagon, the single-largest disruption of
infrastructures requiring emergency response and recovery efforts in Washington, DC took place
due to three concurrent events on January 13, 1982.% Starting around 3:00 pm, a major snowstorm
led to the early release of federal employees, which caused unusual traffic volumes and stranded
commuters. At 4:01 pm, a Boeing 737 taking off from National Airport with iced wings crashed
into the George Mason (14th Street) Bridge and sank into the frozen Potomac River, killing 78
passengers and motorists. At 4:30 pm, an Orange line Metro train derailed south of the Federal
Triangle station in downtown DC, and hit a concrete pillar that separated the inbound and outbound
tunnels; resulting in 3 fatalities and 25 injuries.

Between the effects of the storm, and the separate rescue efforts around 1-395, the George
Washington Parkway, and the Metro system, the arealost the use of its major downtown bridge and
interstate, its busiest metro line, and its domestic airport within less than two hours. Yet it took days
to reopen airport and Metro, and weeks to repair the bridge connectors.

A5.29/11

The September 11" attack on the National Capital Region was devastating. The Department of
Defense reported atotal of 125 service members, employees and contract workers died in the 9/11
attack on the Pentagon building. An additional 64 people died aboard the hijacked American
Airlines Flight 77, which crashed into the west side of the building. While this represented a
significant loss of life, the perpetrators of this event had sought to cause further destruction in the
NCR with United Airlines Flight 93. Thisflight from Newark, New Jersey, to San Francisco,
California, crashed in rural southwest Pennsylvania, with 45 people on board after a struggle
apparently ensued onboard the plane. These events underscore the attractiveness of the NCR as a
target asit is home to symbolic institutions, such as the Pentagon and the Capitol building. The
events also highlight the capability of a determined actor seeking to harm the residents of the NCR
and the vulnerability to such determination.*

A.5.3 Post 9/11

After the attack of 9/11, several events have impacted infrastructure operationsin the NCR, the
largest and most expensive in response and restoration cost occurred with Hurricane Isabel in 2003.
The morning of September 18, 2003, seemed as pleasant as any fall day could be. Nonethel ess,
schools and businesses were closed, metro ceased its operations, and residents were stockpiling
canned food, water, and batteries. In less than six hours, the calm would change to chaos as
Hurricane Isabel swept through the area. Winds brought down trees in record numbers, causing
damage to hundreds of power lines and streets, and storm surges flooded downtown Alexandria and
other neighborhoods. A total of 1.3 million households and businesses were without electricity, and
tens of thousands of residents were without water due to power outages at water treatment plants.
Thisunusual level of severity provided a unique test bed for evaluating a large-scale emergency
response and impacts to critical infrastructures under real conditions. Overall, collaboration
functioned well across jurisdictional boundaries, most critical infrastructure functions were
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successfully restored in less than seven days (as compared to two weeks after Hurricane Floyd in
1999). But while the NCR's first responders and infrastructure providers generally performed well
under difficult circumstances in the first 48 hours of the event, certain pockets still experienced
delayed restoration of aslong as eight days despite the weeklong advance warning and potential
planning time.”

In the months following the 9/11 attacks, the NCR became aware of the very real threat of
bioterrorism. Anthrax was sent to elected officials and news media through the mail, causing
concern, confusion, and death. House and Senate offices were contaminated and employees
infected, resulting in shutting down Congress. Postal facilities across the region were also
contaminated and anthrax was discovered at off-site mail screening centers for federal buildingsin
the NCR. Theincident ultimately killed five people and sickened 17.

Another anthrax scare in the region happened on March 10, 2005. Samples taken from sensors at
the remote delivery facility of the Pentagon tested positive for anthrax. Pentagon official were
notified on March 14™. That afternoon, an airborne biohazard alarm at an office building in Fairfax
County that receives mail from the Pentagon went off prompting the quarantine of 800 employees
for hours.

Due to the severity of the threat and susceptibility to quickly spread, since 2001, the Postal Service
has been spending $1.4 billion to install a biohazard detection system at 283 mail facilities; the
federal government has spent $370 million to boost state and local public health labs, the backbone
of the CDC's 140 bioterrorism Laboratory Response Network; and Homeland Security has launched
a $60 million-plus BioWatch system to monitor air in more than 30 U.S. cities." These examples
underscore the vulnerability of the NCR to natural and man-made disasters that disrupt the
provision of vital servicesto its citizens and institutions, with national and potentially global
repercussions.
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APPENDIX B. THE NATIONAL CAPITAL REGION CRITICAL INFRASTRUCTURE
PrROJECT

B.1 Mandates for Study

In 2002, the National Capital Region’s Eight Commitments to Action identified critical
infrastructure protection as a high priority of homeland security strategy: “Infrastructure protection
—work in partnership with the private sector to jointly identify and set protection priorities and
guidelines for infrastructure assets and services in the NCR.” It also provided guidance on the
approach: “citizen involvement, collaborative decision-making, exercises that are inclusive of all
levels of government...and other private and non-profit partners as appropriate.” The following
year, the NCR Urban Area Homeland Security Strategy set as strategic objectives to “reduce the
NCR'’s vulnerability to terrorism” and “ minimize the damage and recover from attacks that do
occur” — both CIP objectives.

With this focus, the Senior Policy Group (SPG) of the NCR directed an initiative funded by the
Urban Area Security Initiative (UASI) Grant Program and Department of Justice Community
Oriented Policing (COPS) to support regional critical infrastructure protection (CIP). Theinitiative,
the National Capital Region-Ciritical Infrastructure Project (NCR-CIP) was undertaken by the
Critical Infrastructure Protection Program of the George Mason University School of Law and a
consortium of regional universities.

B.2 Scope: Sectors Included
Thelist of infrastructure systems that are deemed critical has expanded over time, from eight

origina onesidentified in PDD 63 to seventeen in the current Interim National Infrastructure
Protection Plan (INIPP):

Table B-1. Evolution of Critical Infrastructure Designation

PDD 63 (1998) NCR-CI P (2003-2005) I NI PP (2005)

1 | Information and Telecommunications Telecommunications
Communications

2 | Banking and Finance Banking and Finance Banking and Finance

3 | Water supply Water and Wastewater Drinking Water and

Systems Wastewater Treatment
Systems

4 | Aviation, Highway, Mass Transportation Transportation Systems
transit, Pipelines, Rail, and
Waterborne commerce

5 Postal and Shipping Postal and Shipping

6 | Public Health Services Health Services Public Health/Healthcare
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7 | Emergency Fire Services Emergency Services Emergency Services
and Continuity of
Government
Emergency Law
Enforcement
8 | Electric Power and Oil and | Energy Energy
Gas production and storage
9 Information Technology
10 Agriculture and Food
11 Chemica
12 Defense Industrial Base
13 National Monuments and
Icons
14 Dams
15 Government Facilities
16 Commercial Facilities
17 Nuclear Reactors, Materials,
and Waste

Besides the numerical increase, there is aso a different understanding now of what constitutes an
infrastructure, and why it is critical. The relation of asset and system level, and organizational and
institutional structures vary in each sector. This explains differences between sectors as described in
the individual chapters.

B.3 NCR-CIP Goals, Objectives, Approach and Status in Brief

Theregion’s ultimate CIP goal is amore robust, resilient, secure region. The overall goal of the
NCR-CIP s, broadly, to help determine how to become such aregion. More specifically, the goas
of NCR-CIP areto define the requirements for more resilient, robust critical infrastructures in the
NCR and to develop the framework for a strategy for meeting those requirements at the asset,
system and regional levels. These goals are being accomplished by meeting four objectives,
described below with a brief status report:

1. Build a University Consortium. George Mason University (GMU) identified distinguished
researchersin six NCR area universities and organized them into the University Consortium for
Infrastructure Security (UCIP), which is made up of:

George Mason University

The University of Maryland

The University of Virginia

Howard University

Virginia Polytechnic Institute and State University
James Madison University
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GMU provides prime contracting, planning and management of UCIP. UCIP represents a
substantial proportion of the infrastructure and security academic expertise in the NCR and remains
open for new membership to meet evolving requirements of the NCR.

2. Construct a basic CIP tool kit. This objective isto make the available open source tools for
infrastructure vulnerability and risk management readily accessible and useable to infrastructure
owner/operators wanting to enhance the reliability, robustness and security of their assets and
systems. It has been achieved by evaluating the open source tools for comprehensiveness and
applicability, by making them word-searchable and a selection of the more important ones concept-
searchable. See NCR-CIP Volume 11. The CIP tool kit assembles and makes available practical
procedures used for critical infrastructure vulnerability assessment and risk management
(CIVA/RM). It includes:

e Assessment of open source CIVA/RM tools

e Onlinelibrary of tools & methods for CIVA/RM

e Searchable database of CIVA/RM guidance and questions

3. Evaluate the state of risk management in each of eight NCR infrastructure sectors and
recommend enhancements. This objective was achieved by establishing teams of researchers who
are experts in each sector and having them review the relevant literature in depth and conduct
fieldwork with the sectors' owner/operators, regulators, and experts. A uniform set of issues were
discussed to gauge the state of risk management, to assess the understanding of interdependencies,
and to glean specific suggestions for improved security decision-making and implementing risk
reduction initiatives in the sector. The sector-specific products provide afirst baseline and
actionable recommendations for advancing CIP in the eight sectorsin the region. They include:

e Sector characteristics and interdependencies
e State of risk management assessments
e Recommendations for risk reduction programs and processes

Thiswork is summarized in this report and and presented in greater detail in the respective sector
reports.

4. Define a framework for developing a regional infrastructure protection plan. This objective has
been achieved by monitoring the policy and programmatic devel opments at national, state and local
levels, comparing the recommendations of the respective NCR sectors, and defining the
requirements for effectively enhancing the reliability and security of the essential services provided
by critical infrastructures. National policy has clearly adopted a risk management approach to CIP
at sector and national levels, with implications of extending it to regional concernsaswell. The
notion of regional resilience as an approach to securing critical infrastructuresis emerging as a
broader, more inclusive and possibly more effective than more traditional infrastructure protection.
In the NCR, this entails the formation of a public/private/non-profit partnership within and across
sectors and jurisdictions to assess risks, evaluate alternative risk reduction initiatives, select the
most promising and commit financial and human resources to their implementation and evaluation
of effectiveness. The framework recommends a plan for organizing this partnership and providing
it with the elements required for its success. These elements include:

e Executing awareness-building exercises in some sectors and across sectors

e Organizing cooperative councils within and across sectors and jurisdictions
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e Adapting and/or developing analytic tools and processes to inform decision-makers
assessments of risks and evaluation of risk reduction initiatives

e Adapting and/or developing analytic tools to select among risk reduction aternatives and to
make resource allocation and funding commitments by private or public sectors

e Providing metrics and baseline measurements to evaluate the NCR'’ s progress toward more
reliable, robust, secure essential services provided by critical infrastructures.

5. Also conducted were a series of supportive studies that enhance the regional framework. These
include:

e A shelter-in-place survey was conducted out to identify typical communitiesin the NCR
and their confidence level in CIP and emergency response measures. The findings suggest
that shelter-in-place scenarios require different allocation of infrastructure services than
evacuation plans. The result is a concept for community-based shelter-in-place programs.

e A novel citizen panel methodology was used to assess citizen confidence in CIP and
governments' ability to provide essential servicesin times of disruption. Its results
emphasize that CIP on the regional level requires cooperation between residents and
government; understanding what citizens' attitudes and expectations are is important to
better communicate measures, to achieve compliance, to earn and develop trust, and to use
contributions and resources effectively.

e The panel results were extended and validated by atelephone survey of more than 2000
citizens that will permit comparison of confidence attitudes between NCR citizens and
citizens of the U.S. as awhole. The outcome is shows the residents of the NCR are more
wary of terrorist attacks and natural disasters and less confident in public agencies and
essential service providers than their counterpartsin the rest of the U.S. asawhole. This
survey could serve as abaseline for future assessments of public confidence in government
agencies and infrastructure providers.

e A stakeholder analysis of regional public, private, and civic actors was performed to assure
al key stakeholders are represented in the regiona CIP framework. The analysis identifies
significant public, private, and civil-society actors in the region, identifies cross-
jurisdictional challenges, and outlines a multi-stakeholder forum that clarifies and adapts
pre- and post-event roles and responsibilities. The outcome is a detailed recommendation a
facilitated conference or tabletop exercise focusing on infrastructure interdependencies and
the private sector. Such exercises have been conducted in the Pacific Northwest, New
Orleans, lowa and elsewhere, resulting in the formation or focusing of cross-sector, cross
jurisdictional public/private partnerships for greater regional resilience.
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APPENDIX C. Characterization of Types of Critical Infrastructure Vulnerability Assessment and Risk
Management Tools

Aggregation Level

Sophistication | Pros Cons Asset/Function System/Sector Multi-Sector Region
L evel Examples
General Policy | Broadly stated requirements | Lacks standards of Sarbanes-Oxley Sarbanes-Oxley None available; not
Guidance with maximum of flexibility | compliance; difficult recommended
in implementation to audit
Detailed Consensus-based, qualitative | No estimates of ANS| NCR-CIP Minimum: | NCR-CIP: Guidance
Guidance and or %-compliance; on/off relative or absolute Assure sector to SPG: promote as
Procedures priority lists, requireslittle or | value, only gross rank guidance as extension | minimum, standard-
no professional training or comparisons and only of asset governance | based
expertise with like assets and
methods
Relative Risk Standard analytics; can Limited cross- FEMA 426 NCR-CIP: NCR-CIP objective:
Management compare results with others, | comparisons; only Series; Sandia's | recommendations for | First approximation
possibly in different sectors | relative values— no RAM-W; RAM- | sector tools, resource allocation
using same method absolute values D; Department of | incentives, guidance | tool; rough prototype
(cannot compare Veteran Affairs —asgeneralized to expected from NCR-
benefits to costs); Guide; Current systems CIP Phase |
requires moderate ODP Specid
level of professional | Needs Tool Kit;
training/expertise ASME RAM-
CAP
Full Risk Standard analytics can be Requires high level Nuclear/NASA NCR-CIP: specsfor | DHS-National Labs
Management directly compared across of professional risk engineering | extension of ASME | CIPP/DSS
assets and sectors; estimates | training/expertise to systems, DHS NCR-CIP objective.:
absolute values of benefits National Labs specs as phase 11
CIPP/IDSS RIPP Long Term

Target
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APPENDIX D. STATE OF RISk MANAGEMENT BY SECTOR

Sector Awareness of value | Availability of Tools Allocation of Risk Reduction Risk Reduction
of CIP Resour ces I mplementation Evaluation
Banking and = Confident in the = Significant number of | = Resourceallocationis | = Building robust back- | = Regulators evaluate
Finance resiliency of critical tools, questionnaires, dependent on the type up systems outside of individual companies
operations and and audit materials of business risk. region is costly but and enforce the
communications. available through the Management needs to necessary for compliance.
* The Fed, OCC, and Federa Financial ensure sufficient continuity. » There seemsto be
SEC made extensive Institutions resources employed to | = Following FFIEC sufficient evaluation

contributions to Examination Council prevent harm to guidelines will ensure of critical
identify and (FFIEC), Information financial system. system continuity infrastructure
recommend Technology = Regulatory agencies during acrisis. protection
approaches and tools Handbooks and must probe and = Regulatory agencies, effectiveness.
to mitigating public/private sector evaluate frequently. asagoal, conduct
vulnerabilities. frameworks. Monitoring can help inspections at |east
» Thefederal regulatory | = Many security- and avoid noncompliance every 18 months,
agencies are mandated vulnerability issues. however, they must
to keep the system assessment-related inspect more
informed about CIP guestions and frequently to ensure
issues. protocols exist for the compliance and
= Business continuity is banking and finance resiliency.
critical to system sector.
functioning.
Emergency Services | = Relatively little » Specific vulnerability | = Resources are = Risk reduction » Encourage
(ESS) attention has been assessment tools for alocated to deal with measures protect collaboration between
paid to the emergency services the “normal” risk of against the ESS and critical
vulnerability of organizations have service interruptions interruption of infrastructures sectors
emergency services not been devel oped. under the principle of emergency services. to identify and
organizations Available evaluation short-term self- = Reduction of mitigate
themselves to loss of methodol ogies focus sufficiency, and for vulnerability of ESS interdependencies.
service dueto critical primarily on interoperability assets and personnel = |dentify critical ESS
infrastructure system organizational and projects such as and reduction of assetsin the NCR.
failure. administrative issues, CapWIN. WMD dependency upon = Establish permanent
asisthe case with threats require a other critical systems regiona EOC for
NIMS, EMAP, and reassessment of compromised by NCR.
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TCL. requirements for terrorist attack.
extended self-
sufficiency for ESS
operations.

Energy » Energy infrastructure The methodologies = Both the industry Identification of the = After various
executives are aware used range from associations and top critical facilitiesin mitigation measures
of vulnerabilities of internally devel oped, organizations indicate their system almost had been
their systemsto both building sometimes that results of specific awaysledto implemented, most
natural and human- on the federally VAsdidresultin installation of organizations had not
caused events. funded/devel oped changesin capita new/increased gone back to redo

= They are aware of an effortsto those construction, security systems: their portions of the
increased need to developed by private operating budgets and physical, electronic, assessment so they
reduce vulnerability firms and consultants. modification of surveillance, did not know how the
and increase Most regional electric insurance programs. personnel and mitigation measures
resiliency of their and gas utilities are Expenditures ranged training. had changed their
systems — hardware, involved in from less than $1 Install new security security or
cyber, and people, and conducting million to many $10s systems, upgrade vulnerability level.
have scheduled annual vulnerability/risk of millions. design parametersfor | = Every organization
vulnerability assessments of their = Smaller organizations facilities, coordinate expressed concern
assessments. systems. are not able to fund communications, and about revealing
= Many executives have Most tools available significant mitigation increase exercise of security related
participated in aretoo complex for efforts. emergency plans. information and
industry-wide efforts small organizations = Most investor-owned A number of assessment resultsto
to develop security and they developed utilities have not organizations conduct any federa
procedures and tools. their own tools. sought reimbursement cyber exercises to test government collection
Most publicly for security security of computer, and evaluation
availabletools are expenditures. communications and program.
very weak in the area SCADA systems.
of interdependency.

Health = Hospital professionals Existing toolsdonot | o Disaster planning Many hospitalshave | = Table top exercises

indicate an awareness give adequate processes’VA been funded for the and community drills

of the basic concepts
of CIP and the
practice of VA and
RM, though more so
with CIP than VA. At
times, VA appeared to

attention to workforce
and public health
factors. The existing
Kaiser Foundation
threat assessment tool
and FEMA

activities are reported
as being conducted
for the most part by
external consultants
and by administration.
Other departments

purchase of an array
of emergency related
equipment, but thisis
perceived to be
without an
overarching plan or

appear to be the
method to test threat
scenarios and
response plans.

= But drillsfocuson
first-responder and
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be substituted for Publication 246 appear to be only priority. Funding to EMS elements and do

“Threat Assessment”. utilized by the Dept. marginally involved sufficiently support not embrace the scope
= Terrorism Risk of Veterans Affairs in these tasks. vulnerability of problems that may

management was less need to be upgraded assessments and be encountered by the

well-understood due (prototype devel oped preparedness planning whole of the

to focus on reducing by NCR-UCIP). islacking. healthcare

medical organization.

mistakes/mal practice,

not vulnerabilities.

Tdecommunications | = Activeinvolvement of The Service = The application of Risk management is = The sector usesa
Industry and Providers/Vendors appropriate tool(s) performed both within | variety of risk
Government in CIP keep abreast of the through resource the companies and management tools and
programs. latest technology, alocation isdonevia sector viajoint best practices to

= Practices, standards, practices, and company internal activities of the NCC, evaluate
and policies are standards by programs or as part of Telecom ISAC and vulnerabilities. There

evaluated to
determine which are
applicable based on
environment and
criteria.

Risk Mgmt./Business
Continuity is
important to this
industry since stable,
reliable infrastructure
isacompetitive edge
and key to success.

participating in the
various forums such
asNRIC, the
standards bodies, and
the Telecom
Information Sharing
and Analysis Center.

an industry
coordinated effort.

within the National
Security Information
Exchange. Individual
service providers also
perform risk
assessment/business
continuity processes.
Risk management and
vulnerability
assessments are on-
going since threats are
on-going and
changing.

are ongoing programs
for evaluating
effectiveness.

= The Network
Reliability Steering
Committee evaluates
the mgjor outage
reports sent to the FCC
by the service
providers. Theresults
are published
quarterly.

Transportation/Post
al and Shipping

Generally speaking,
transportati on/postal
and shipping service
providers understand
the value of executing
Risk Assessment/
Risk Management
activities.

Some tools have been
adapted from their
intended application
for use with another
mode or service, but
none exists for the
regiona level.
WMATA conducted a
comprehensive risk

= Regional mass transit
operators, including
WMATA, MARC
and VRE have
primarily allocated
resources to comply
with DHS security
directive of 2004.
WMATA has

Measuresin the
region focus on
preventing malevolent
attacks, lessen the
impact of an attack,
and support public
safety and
transportation
agencies responses to

» Primary focus of risk
reduction evaluation
ison its negative
impact on the
operational efficiency.
If negative, Security
service providers are
reluctant to
implement such
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assessment funded by
ODP.

MSHA has conducted
an in-house
prioritization of
critical facilities.

DC DOT has begun
conducting VAs using

received grant
funding from ODP.

attacks and recover
from them (e.g.
RICCS and RECP
ESF-1). A focal point
of these measuresis
to ensure that safety
of travelers and
transportation

strategies.

To date, measures of
effectiveness have not
been defined for
evaluating measures
implemented to
enhance security.

aprocess prescribed workers.
by the FHWA.

Water The water sector is Appropriatetoolsare | = The vulnerability A focus group utility It isdifficult to judge
aware of the value of available, but assessment process ranked the list of the extent to which
critical infrastructure consideration of has led to many proposed projectsin subsequent resource
protection. By federal Cross-sector projectsto reduce order of largest alocations to reduce
mandate, all water vulnerabilities has vulnerabilities. relative-risk-reduction these vulnerabilities
supply utilities were been limited. Providing reliable per unit cost. Those were effective.
required no later than Vulnerability service and not projects that showed
June 2004 to complete assessments have leaving vulnerabilities large relative-risk-
aVvA. been conducted by all unaddressed are top reduction per unit cost

water suppliers with priorities. were considered for
more than 3,300 = |tisdifficult to judge funding. Those with
customers. the extent to which very small relative-

Sometools explicitly
include some form of
risk management
(RAM-W, VSAT)
while most do not.
Challenges: Improve
risk management
tools for future use.

subsequent resource
dlocations to reduce
these vulnerabilities
were effective.

risk-reduction per unit
cost were not a
funding priority.
Challenges: Ingtitute a
regular schedule of
risk reduction as part
of an overall risk
management plan.
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APPENDIX E. KEY NCR CRITICAL INFRASTRUCTURE |NTERDEPENDENCIES

Key Dependencies of each Sector on other Sectors
Note: Table should be read from Column to Row, for example the Dependency of Emergency Services (Column) on Banking and Finance (Row)

Emergency

Transportation /

Banking / Finance Services Energy Health Postal / Shipping Telecom Water
Banking/ Payment system for | * Protection, Primary electric Information on Movement of Support to financial | Primary servicesto
Finance clearing and security and power for computer | health hazards, financial documents | services business sector
distributing cash surveillance of key | and other electronic | including (checks, etc) operations including
facilitiesand systems, including communicable computer networks | Continuity of multi-
Interrelationship personnel communications, diseases, that could | Transport of staff to | and internet for sector business
among banking and surveillance, impact and from job site business operations | operations
finance companies | Chem/Bio/HazMat | alarms, etc staff/operations - to maintain funds
through the response and and order transfers | Consumption and
payments system, decontamination Power to run ATMs sanitation needs of
including lending in Customer Service steff
Fed Funds market, Fire and other Fuelsto maintain
syndicated loans public other operations, Cooling of
and the regulatory safety/emergency including global computer roomsin
structure; response needs networks core clearing and
payment settlement
Personal and Short term backup systems
business power for critical
investments, operations
provision of credit
Social security,
other benefits
payments
Support payroll
function
(Maintain public
confidence)
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Emergency

Transportation /

Banking / Finance Services Energy Health Postal / Shipping Telecom Water
Emergency | Emergency Staff available for Primary power for Personnel Movement between | Full range of Firefighting,
Services financial support to | fulfilling facilities (work prophylaxis, facilitiesand emergency and decontamination,
persons impacted by | responsibilities, areas, medical care of first | incident sitesvia administrative vehicle and building
(Police, Fire, | disastersand to necessary communications responders and roads, bridges and communications coolant, drinking
EMS, meet broad equipment, and HVAC, lighting, dependents tunnels, etc. (radio, PSN, and sanitary,
HazMat, & | emergency services | supplies refrigeration, internet, 9-1-1 patient care, and
Public needs (equipment, vehicle Reception and Movement of system and other hospital laundry
Works) supplies, Monitoring/protecti | maintenance, processing of emergency response | alert and warning
transportation, etc.) | on of scarce water, emergency medical | personnel, systems) to fixed Water service to
medical and other Emergency transport resources, and and mobilefacilities | relocation sites and
supplies Operating Centers, patients vulnerable
Public Safety Laboratory services, Communication to populations
Answering Points monitoring & Movement of the public
(9-1-1 system) analysis, medical critical supplies and
supply personnel during
Short term backup management, response and
power for critical medical personnel recovery
functions management,
hospital facilities Auxiliary
Short term power equipment
for field operations | Surveillance,
warning, Evacuation support
Fuelsfor emergency | epidemiology,

and other vehicles,

prevention, and

Distribution of

generators levels of protection | support to displaced
and vulnerable
Power for shelters Healthcare and populations
and emergency monitoring of
relocation facilities | vulnerable
populations and
displaced persons
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Banking / Finance Eg]e?r\/?s;cy Energy Health gé;';lseosrrtl?;g?]é Telecom Water
Energy Provide financial Firefighting, rescue, | Fuel suppliers Emergency medical | Movement of fuels | Land and satellite Cooling water
services critical to EMS and HazM at care for staff based capabilities
(Electric the functioning of services for Electric Movement of and networks, Fire suppression
Power, this sector, facilities Transmission Information on critical equipment including
Fuels/Oil, & | including power (production, health hazards, and parts Supervisory Control
Natural Gas) | markets, customer refining, storage, Power for critical including and Data
billing. distribution) functions, including | communicable Conveying Acquisition
security and diseases, that could | maintenance crews | (SCADA); other
Financia * Protection, surveillance of key | impact to sitesfor repair process controls
instruments to security and facilities staff/operations and restoration systems for energy
support emergency | surveillance of key monitoring and
contracting facilitiesand HVAC Delivery of management, etc.
personnel remittances
Threat information
and crimina
investigation
* Perimeter or Site
access control
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Banking / Finance Emergency Serv. Energy Health Trans/Post. & Ship Telecom Water
Health Provide financial Pre-hospital care Primary power and | Coordination Continued operation | Full range of Basic services,

services critical to (EMS) and energy to facilities between health care | and maintenance of | emergency and including

the functioning of transportation providers transportation administrative healthcare,

these sectors Emergency power networks and communications sanitation,

(billing, purchasing | Threat information | generation Lab and services (radio, PSN, disinfection

suppliesand and criminal epidemiology internet ) to fixed

equipment, etc.). investigations services Delivery of medical | and mobile facilities | Wastewater systems
goods/medicine and with other (including

Financia * Protection, Personnel resources healthcare facilities, | contaminated

instruments to security and Movement of including state runoff)

support emergency | surveillance of key patients agencies and the

contracting facilitiesand Centersfor Disease

personnel Control

* Perimeter or Site
access control
HazMat response
and
decontamination

Population
management for
evacuation to
isolation and
quarantine

Warning and
prophylaxis for
CBR for critical
personnel

* Debris clearance
and structural
evaluation (includes
red/yellow tag

NCR-CIP

59

Overview & Recommendations




Banking / Finance Eg]e?rv?S;W Energy Health gé;gﬁg?;g% Telecom Water
Telecom Access to * Protection, Primary power for Emergency medical | Movement of Back up Water for fire
funds/cash to security and facilities (work carefor staff equipment, parts, communications suppression
support technicians | surveillance of key | areas, lighting, and supplies such as satellite
(i.e. pay for vehicle | facilitiesand HVAC, Information on phones, etc. Cooling Water
fuel, local repairs, personnel refrigeration, health hazards, Delivery of
and purchases vehicle including remittances
* Perimeter or Site | maintenance) communicable
Critical financia access control diseases, that could
services Short term backup impact
(billing, purchasing) | Threat information | power for critical staff/operations
and criminal functions
Financia investigations
instruments to Short term power
support emergency | HazMat protection | for field operations
contracting and
decontamination Fuelsfor
(particularly for equipment, vehicles
CBR) for maintenance
personnel
* Debris clearance
and structural
evaluation (includes
red/yellow tag
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Banking / Finance Eg]e?r\/?s;cy Energy Health gé;';lseosrrtl?;g?]é Telecom Water
Transport/ | Cash to support Traffic and access Primary and Emergency medical | Rail, road, air, Connectivity for Firefighting and
Postal / operations control for emergency power to | care for staff maritime movement | voice, data, and decontamination
Shipping emergency response | critical facilities and of people, goods, imagery viaradio,

Provide range of

services (Air traffic

Information on

and services and

telephone, internet,

Cooling equipment,

financial services * Protection, control, SCADA, health hazards, Intermodal and satellite (base- refrigeration,
critical to the security and /process control including operations to-base, base-to- sanitation
functioning of these | surveillance of key | systems, etc.) communicable vehicle, vehicle-to
sectors. facilitiesand diseases, that could vehicle)
personnel Power to signals, impact
Financia stoplights, etc. staff/operations Electronic
instruments to HazMat protection, inventories, vehicle
support emergency | decontamination Shared-right-of- and product
contracting and response way, debris removal tracking systems,
data bases,
Cash to support toll | Chem/bio warning, | HVAC customer service
operations prophylaxis and information
protection for Terminal and
critical parking operations. Signals, switching
personnel/travelers equipment, security
Processing facility systems, field
* Debris clearance operations devices, signage
and structural and detectors
evaluation (includes | Fuelsof al typesto
red/yellow tag operate cars, trains, Traveler
plane, shipsand information systems
Threat information [ubricants for
and criminal vehicles and
investigations equipment
* Perimeter or Site
access control
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Banking / Finance Eg]e?r\/?s;cy Energy Health gé;':‘;g?;g?}é Telecom Water
Water Maintenance of First responder for Primary and Public health Delivery of key Internal data Provision of potable

revenue streams incidents at emergency power to | advisories chemicals or communicationsfor | water, wastewater

facilities critical facilities material SCADA collection and
Financial (e.g., pumping Laboratory testing treatment
instruments to HazMat response stations, SCADA for contamination Delivery of services | Connectivity for
support emergency systems; process (i.e. trucked water) | voice, data, and Monitoring, testing
contracting * Protection, control systemsfor | Patient treatment in imagery viaradio, of water and water

security and chemical treatment) | the event of water Movement of telephone, internet, | system,

surveillance of key contamination maintenance and satellite (base-

facilitiesand Short term backup personnel for to-base, base-to-

personnel power for critical response and vehicle, vehicle-to

functions recovery vehicle)

Threat information

and criminal Fuel for Delivery of Customer service

investigations maintenance remittances

vehicles

Monitoring, testing,

protection, warning

and health

surveillance of key

facilitiesand

personnel

* Debris clearance

and structural

evaluation (includes

red/yellow tag)

* Perimeter or Site

access control
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APPENDIX F: ENDNOTES

! Title 10 USC Sec. 2674 (f) (2)

2 The Urban Institute (2005) The Business of Doing Good in Greater Washington: How the Nonprofit Sector
Contributes to the Region's Economy. Washington, DC: The Nonprofit Roundtable of Greater Washington. Data were
last available for 2003.

3 “Series of Disasters Paralyzes Capital Areaat Rush Hour", the Washington Post, January 14, 1982.

* Hsu, Spencer S. (2005). “Anthrax Alarm Uncovers Response Flaws”, The Washington Post, March 17, 2005, pg AO1.
® Critical Infrastructure Protection Program (2004) Hurricane Isabel Critical Infrastructure Interdependency Assessment.
Arlington, VA: George Mason University.
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