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LESSON 9 TOPIC:  INSIDER THREATS AND CYBERSECURITY AND SUPERVISORY CONTROL AND DATA ACQUISITION (SCADA) VULNERABILITIES 

1. Lesson Goals/Objectives:
· Discuss the multi-dimensional, evolving nature of the “insider threat” to critical infrastructure.
· Examine the linkages between cybersecurity and CISR from an operational and security perspective.
· Identify and evaluate the challenges presented by information technology and SCADA systems vulnerabilities.
· Discuss the different approaches used to address malicious actor/cyber threats and secure the cyber components of critical infrastructure systems.
· Identify and evaluate the elements of an effective framework for enhancing CISR in the context of malicious cyber threats.

2. Discussion Topics:
· Characterize the threat to critical infrastructure assets and systems posed by malicious actors. 
· What are the typical motivations of the various types of malicious actors that can disrupt our CI and harm our critical work force?
· How are malicious actor threats to CI identified and assessed? How do the SNRA and THIRA processes account for the malicious actor threat? Which types of events are most likely? The most consequential?
· What are the key elements of an effective approach to increase the security of the critical sectors in the context of malicious actor threats? What role does resilience play in mitigating threats from a malicious actor incident?
· How does the 2008 NIAC Report, The Insider Threat to Critical Infrastructure, characterize this type of threat? What are the major obstacles that complicate addressing of the insider threat? 
· What are the principal threats and challenges of cybersecurity as they pertain to CISR? Is this a “real and present danger?” Why or why not?
· Discuss the major components of the U.S.’s International Strategy for Cyberspace: Prosperity, Security, and Openness in a Networked World. What are the strengths and weaknesses of the U.S. approach?
· What are the major elements of the National Institute of Standards and Technology (NIST) Framework for Improving Critical Infrastructure Cybersecurity? Does this framework offer a useful approach in enabling the identification, assessment, and management of cyber threats? Why or why not.
· Who “owns” the cyber problem? On the government side? On the private sector side? How does each party communicate and coordinate with the other to jointly address cyber risk? 
· How is cyber risk assessed and mitigated within and across the critical infrastructure sectors? How do we know when we are making a difference in this domain? How can risk reduction be measured?
· Is Federal regulation required to mitigate risk across all sectors subject to the cyber threat? If so, what would such a regime look like? 
· How do Supervisory Control and Data Acquisition (SCADA) system concerns relate to the critical infrastructure sectors? How are the various critical infrastructure sectors dealing with the evolving threat to SCADA systems?
· Discuss the major components of the USCERT Cross Sector Roadmap for Cyber-Security of Control Systems. Does the approach outlined therein lay out a viable path forward in addressing cyber threats to SCADA systems? 
· What are the core elements of an effective cybersecurity strategy? How does the concept of “defense-in-depth” apply to the world of cybersecurity?

3. In-class Exercise. The class will be broken down into two teams. Each team will discuss and catalog the “pros and cons” of the Framework for Improving Critical Infrastructure Cybersecurity issued by the NIST, with an eye toward its applicability to the identification, assessment, and management of cyber threats within a specific critical infrastructure sector assigned by the instructor. Learners should also be able to discuss the sector-specific cyber security roadmaps available on line.

4. Required Reading: 

Collins and Baggett, Chapter 10.

Lewis, Chapters 8, 9 & 10.

Executive Order 13636, Improving Critical Infrastructure Cybersecurity, 2013. http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity.

The White House, Cyberspace Policy Review: Assuring a Trusted and Resilient Information and Communications Infrastructure, 2009, 
http://whitehouse.gov/assets/documents/Cyberspace_Policy_Review_final.pdf. 

The White House, International Strategy for Cyberspace: Prosperity, Security, and Openness in a Networked World, May 2011, http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf

US-CERT, Cross-Sector Roadmap for Cybersecurity of Control Systems, September 2011, https://ics-cert.us-cert.gov/sites/default/files/ICSJWG-Archive/Cross-Sector_Roadmap_9-30.pdf

National Institute of Standards and Technology, Framework for Improving 
Critical Infrastructure Cybersecurity, February 12, 2014, http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf.

Sam Powers, The Threat of Cyberterrorism to Critical Infrastructures, 2013,
http://www.e-ir.info/2013/09/02/the-threat-of-cyberterrorism-to-critical-infrastructure/

Industrial Control Systems-Cyber Emergency response Team (ICS-CERT), Cyber Threat Source Descriptions, https://ics-cert.us-cert.gov/content/cyber-threat-source-descriptions

Georgia Tech Information Security Center, Security Summit, Emerging Cyber Threats Report, 2013,
https://www.gtisc.gatech.edu/pdf/Threats_Report_2013.pdf

National Infrastructure Advisory Council, Convergence of Physical and Cyber Technologies and Related Security Management Challenges, 2007,
http://www.dhs.gov/xlibrary/assets/niac/niac_physicalcyberreport-011607.pdf

North American Electricity Reliability Corporation, High-Impact Low-Frequency Event Risk to the North American Bulk Power System, 2010, 
http://www.nerc.com/pa/CI/Resources/Documents/HILF%20Report.pdf
(Physical-Cyber Threat Section)

U.S. Government Accountability Office, Cyber Security: Continued Attention is Needed to Protect Federal Information Systems from Evolving Threats, 2010, 
http://www.gao.gov/new.items/d10834t.pdf

Peter Allor, Understanding and Defending Against Foreign Cyber Threats, (2007), 
http://www.homelandsecurity.org/journal/Default.aspx?oid=165&ocat=1. 

U.S. Government Accountability Office, Critical Infrastructure Protection: DHS Needs to Better Address its Cyber Security Responsibilities, 2008, 
http://www.gao.gov/new.items/d081157t.pdf. 

Mariana Hentea, Improving Security for SCADA Control Systems, 2008, 
http://ijikm.org/Volume3/IJIKMv3p073-086Hentea361.pdf. 

U.S. Government Accountability Office, Cybersecurity: Continued Attention is Needed to Protect Federal Information Systems from Evolving Threats, 2010, 
http://www.gao.gov/new.items/d10834t.pdf. 

4. Additional Recommended Reading:

Stouffer, Falco and Kent. Guide to Supervisory Control and Data Acquisition (SCADA) and Industrialized Control Systems Security. 2006. 
http://www.cyber.st.dhs.gov/docs/NIST%20Guide%20to%20Supervisory%20and%20Data%20Acquisition-SCADA%20and%20Industrial%20Control%20Systems%20Security%20(2007).pdf.

Jason Stamp, Phil Campbell, Jennifer DePoy, John Dillinger, and William Young, Sustainable Security for Infrastructure SCADA, 2003, http://energy.sandia.gov/wp/wp-content/gallery/uploads/SustainableSecurity.pdf.  

David Watts, Security and Vulnerability in Electric Power Systems, 2003, 
http://web.ing.puc.cl/~power/paperspdf/WattsSecurity.pdf

U.S. Government Accountability Office, Critical Infrastructure Protection: Challenges and Efforts to Secure Control Systems, (March 2004), http://www.gao.gov/new.items/d04354.pdf. 
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