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LESSON 5 TOPIC:  ORGANIZING AND PARTNERING TO SHARE INFORMATION 

1. Lesson Goals/Objectives:
· Understand and be able to discuss the core elements of National-level CISR-related information sharing policy.
· Identify and assess the different structures, methods, processes, and systems that the various NIPP partners use to share information with one another.
· Discuss how CISR-related information is collected, warehoused, protected, and exchanged among various levels of government and the private sector.
· Evaluate the ongoing challenges and barriers to information sharing and collaboration that exist among the various levels of government, as well as between government and the private sector.  

2. Discussion Topics:
· What are the principal types and sources of information that support the CISR mission?
· What are the core elements of CISR-related information sharing policy as discussed in national policy and strategy?
· How do the various elements of the NIPP Partnership Model interact with one another to share all-hazards information? 
· How effective is the NIPP Partnership Model in achieving the necessary level and quality of information sharing required to execute the CISR mission?
· What are the roles and responsibilities of the U.S. Department of Homeland Security (DHS); the Federal Bureau of Investigation (FBI); and the State, local and regional fusion centers regarding CISR-related information sharing and analysis?
· What are the Information Sharing and Analysis Centers (ISACs)? How do they interact with government?
· What are the key processes and systems used to share CISR -related data, to include intelligence-related information, among the various stakeholders nationally, regionally, and locally? 
· How is classified national security information shared between government and industry? How and from whom does industry receive terrorism-related information?
· How do government and industry work together to protect sensitive information? Are there areas for improvement? 
· What does E.O. 13691, Improving Private Sector Information Sharing, have to say regarding the sharing of cybersecurity threat information within the private sector and between the private sector and government? What are the core elements of the framework laid out therein to help private sector entities work together, as well as with the Federal Government, to quickly identify and protect against cyber threats? 
· How is CISR-related information and intelligence that originate from multiple distributed sources compiled and deconflicted? Are we successfully “connecting the dots” today?
· What are the principal barriers to sharing information proactively and comprehensively between government and industry at all levels of the NIPP partnership?  
· How have real-world successes/failures led to improvements in information sharing among government and industry partners?

3. In-class Exercise: Learners will be organized into 3-4 person teams and will be prepared to discuss CISR-related information sharing in the context of a specific incident type (i.e. major hurricane, terrorist attack, major winter storm, power blackout, HAZMAT release, etc.). The discussion will focus on incident-specific CISR roles, responsibilities, and relationships; type and sources of information typically shared; mechanisms and systems used to share information; impediments to information sharing in the context of the incident type assigned, etc.

4. Required Reading: 

U.S. Department of Homeland Security. NIPP 2013: Partnering for Critical Infrastructure Security and Resilience, Appendix A, http://www.dhs.gov/sites/default/files/publications/NIPP%202013_Partnering%20for%20Critical%20Infrastructure%20Security%20and%20Resilience_508.pdf.

National Strategy for Information Sharing and Safeguarding, 2012, http://www.whitehouse.gov/sites/default/files/docs/2012sharingstrategy_1.pdf.

The White House, Executive Order 13691, Promoting Private Sector Cybersecurity Information Sharing, March 2015, https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-information-shari

A Policy Framework for the ISAC Community, 2004, 
http://www.isaccouncil.org/images/Policy_Framework_for_ISAC_Community_013104.pdf. 

A Functional Model for Critical Infrastructure Information Sharing and Analysis, 2004, 
http://www.isaccouncil.org/index.php?option=com_docman&task=doc_view&gid=9&Itemid=208. 

The Role of ISACs in Private/Public Sector CIP, 2009, 
http://www.isaccouncil.org/images/ISAC_Role_in_CIP.pdf. 

National Infrastructure Advisory Council, Critical Infrastructure Partnership Strategic Assessment:  Final Report and Recommendations, 2008, http://www.dhs.gov/xlibrary/assets/niac/niac_critical_infrastructure_protection_assessment_final_report.pdf.

U.S. Government Accountability Office, Homeland Security: Federal Efforts are       Helping to Address Some Challenges Faced by State and Local Fusion Centers, 2008,
http://www.gao.gov/new.items/d08636t.pdf. 

Robert Riegle, Testimony, The Future of Fusion Centers: Potential Promise and Dangers, 2009, http://www.dhs.gov/ynews/testimony/testimony_1238597287040.shtm. 
Information Sharing and the Private Sector, http://www.ise.gov/sharing-private-sector. 

Information Sharing Environment, http://itlaw.wikia.com/wiki/Information_Sharing_Environment. 

4. Recommend Additional Reading:

George Mason University, The Center for Infrastructure Protection and Homeland Security, The CIP Report, 2013, 11(10), pp. 1-8, 16-21, 2013, http://tuscany.gmu.edu/centers/cip/cip.gmu.edu/wp-content/uploads/2013/06/April2013_PartershipsInformationSharing.pdf.

CIKR Resource Center, CIKR Partnerships. 
[bookmark: _GoBack]http://training.fema.gov/EMIWeb/IS/IS860a/CIKR/CIKRpartnerships.htm.
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