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LESSON 3 TOPIC:  EXAMINING CISR IN THE CONTEXT OF THE 21ST CENTURY THREAT ENVIRONMENT  

1. Lesson Goals/Objectives:
· Identify and evaluate the various threats and hazards that may impact critical infrastructure within and across the different sectors, and how they can be viewed in an all-hazards risk management approach.
· Explain the major elements of the Strategic National Risk Assessment (SNRA) and the Threat and Hazard Identification and Risk Assessment (THIRA) process, as well as their applicability to the CISR mission area.
· Discuss how the results of the THIRA process can be used to inform investments and capability delivery in the CISR mission area.
· Assess the challenges associated with achieving CISR in the current and projected threat environment.

2. Discussion Topics:
· Currently, what are the principal threats and hazards to our critical infrastructure assets, systems, and networks? At a sector level?
· How have these threats/hazards evolved over time in terms of potential impacts (magnitude and type)? 
· Why would government expand its view of critical infrastructure to encompass targets that have amplifying effects, such as commercial facilities?     
· What are the trends regarding international and domestic terrorist acts focused on critical infrastructure assets, systems, and networks? 
· What part do our critical infrastructure “target sets” play in the concept of “asymmetric warfare?”
· What are “Essential Elements of Information” (EEIs) in the context of recognizing and addressing threats to CSIR? How are EEIs formulated, and what role do they play in an emergent threat or incident situation?
· What is the underlying analytical approach underpinning the SNRA, and how does the SNRA characterize threats and hazards in terms of “Core Themes?” How does the SNRA relate to the components elements of PPD-8? 
· Does the SNRA provide a useful construct in the context of critical infrastructure security and resilience? What are the most important considerations for the critical infrastructure mission area based on the SNRA’s core themes?
· What are the major elements of the THIRA process? How does this process translate to the CISR mission arena?
· What does the THIRA process identify as key sources of threat/hazard information? Are these sources readily accessible to critical infrastructure owners/operators?
· What are the key factors for selecting specific threats and hazards of concern using the THIRA process? What guidance does the THIRA process provide regarding the context associated with threat/hazard identification and assessment?
· How are capability targets identified using the THIRA process? Is a general identification of “capability targets” adequate to drive real risk mitigation in the critical infrastructure world? If not, what would you recommend as a next step in the process?
· Are our critical infrastructures more resilient in a post-Hurricane Katrina and Superstorm Sandy world?
· What are the principal challenges we face in ensuring the security and resilience of our critical infrastructures in light of the complex threat environment in which they operate?

3. In-Class Exercise: The instructor will divide the class into two-person teams. Each team will be assigned a specific current/future threat to critical infrastructure to research and discuss as part of today’s classroom activities. Topics to be assigned will include the following:
· Catastrophic Natural Disasters (including High Impact Low Frequency events)
· Aging Infrastructure
· Climate Change
· Space Weather and Geomagnetic Disturbance (GMD)/Electromagnetic Pulse (EMP) Events
· Terrorists, Active Shooters, and “Insider Threats” 
· Chemical Biological, Radiological, and Nuclear (CBRN) Attacks and Accidental Releases
· Physical-Cyber Threat Convergence
· Global Supply Chain Issues
· Pandemics
Each learner team should be prepared to describe the nature of the particular threat assigned, its relevance and potential impacts to the CISR mission area, and associated risk management approaches in alignment with the THIRA or other risk assessment process. No formal presentation will be required; outside-of-class Internet research is expected.  
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http://www.lexology.com/library/detail.aspx?g=04ab535e-3535-465d-a41d-5605a6502833

Nessler, Clay, Building Resilience – Six Lessons from Superstorm Sandy, 2013,
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