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LESSON 11 TOPIC:  MANAGING IMPACTS TO CRITICAL INFRASTRUCTURE IN AN ALL-HAZARDS ENVIRONMENT

**Special Activity: Incident Management Exercise Preparation. Today’s class involves a conceptual “walk-through” of the next lesson’s interactive, discussion-based table top exercise (TTX) driven by a terrorism- or major hurricane-based scenario. This lesson will focus on gaining an understanding of the National Incident Management System (NIMS) and the National Response Framework (NRF) as they apply to CISR in the context of incident management. This lesson will also explore the relationship between the NIPP and the NRF in detail, including an examination of how the public and private sectors share information, maintain situational awareness, and provide assistance to one another during all-hazards emergencies. The discussion will focus on the roles, responsibilities, and interaction between FSLTT governments; the private sector; and the general public in the context of an emergent threat as well as an incident in progress. Participant discussion will focus on communication and information sharing, coordination, integration of capabilities, and problem identification and resolution.
1. Lesson Goals/Objectives:
· Identify and evaluate the processes and mechanisms used to build situational awareness and facilitate government-private critical infrastructure-related emergent threat and incident response coordination and information sharing among the various NIPP partners.
· Identify and understand critical infrastructure security laws, policies, and programs with application to the management of emergent threats and incidents.  

2. Discussion Topics:
· What are the key government and private sector incident management nodes according to the NIPP, the NRF, and the National Prevention Framework (NPF)? 
· What are the roles and responsibilities of the various NIPP partners vis-à-vis national incident management? What are their major needs?
· How is the CISR mission area addressed in the NRF and NPF?
· What are the principal elements of the Critical Infrastructure Support Annex to the NRF? How do they work?
· How are information and intelligence shared between the various public and private sector nodes of the NIPP Partnership Framework in an emergent threat scenario? During an incident in progress? Does the process work? How could it be improved?
· What actions do the sectors take in response to an emergent threat or National Terrorist Advisory System (NTAS) elevation? What are the near and long term ramifications across the sectors?
· How is situational awareness maintained among the various NIPP partners during incident response?
· How are private sector requests for assistance assessed and addressed during incident response operations?

3. Required Reading: 
Review the NIPP 2013 Partnership and Risk Management Framework, http://www.dhs.gov/sites/default/files/publications/NIPP%202013_Partnering%20for%20Critical%20Infrastructure%20Security%20and%20Resilience_508.pdf. 

U.S.Department of Homeland Security, “National Terrorism Advisory System,” http://www.dhs.gov/files/programs/ntas.shtm.

U.S. Department of Homeland Security, National Response Framework, CIKR Support Annex, May2013, http://www.fema.gov/media-library-data/20130726-1914-25045-5422/nrf_support_annex_cikr_20130505.pdf

U.S. Department of Homeland Security, National Prevention Framework, May 2013,
http://www.fema.gov/media-library-data/20130726-1913-25045-6071/final_national_prevention_framework_20130501.pdf

U.S. Department of Homeland Security, National Response Framework, 2013, 
http://www.fema.gov/media-library/assets/documents/32230?id=7371http://www.fema.gov/media-library-data/20130726-1914-25045-1246/final_national_response_framework_20130501.pdf. 

4. Additional Recommended Reading:

U.S. Department of Homeland Security, Overview of the National Planning Frameworks, (May 2013). http://www.fema.gov/media-library-data/20130726-1914-25045-2057/final_overview_of_national_planning_frameworks_20130501.pdf. 

https://www.fema.gov/national-incident-management-system
 
[bookmark: _GoBack]Framework for Dealing with Disasters and Related Interdependencies, July 2009, http://www.dhs.gov/xlibrary/assets/niac/niac_framework_dealing_with_disasters.pdf. 
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