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COURSE DESCRIPTION/OVERVIEW:
This course considers complex relationships within governments and across sectors and levels of government for effective infrastructure protection through inventory, planning, response, recovery, and mitigation.  The course explores intergovernmental management and network management theories and research to understand the nature of interorganizational problems and potential models for collaboration.  The course uses examples from the world of infrastructure protection and emergency response to help the learner apply the more general material from interorganizational and intergovernmental relations to the world of homeland security and emergency response.

The course considers both critical infrastructure security and resilience (CISR) and emergency response materials. In some senses the two topics are Siamese twins in that critical infrastructure are the focal points of protection and prevention while emergency response represents the response to crises both natural and man-made affecting critical attributes of human settlements and systems. Infrastructure protection identifies the attributes of tangible social structures and production systems, including information and human social networks that need protective consideration in anticipation of disasters and terrorist acts.  Organizations in both contexts must collaborate and share information in anticipation, response, and recovery.  The scholarly literature is richer in emergency response and CISR can draw from it.

Managers with responsibilities for CISR are familiar with the concept of managing risk.  Yet, this requires more than just technical expertise especially in a multi- agency, multi-sector context.  It requires collaborative and/or regulatory relationships with multiple organizations, owners, managers, and/or operators, which control critical infrastructure and/or have responsibilities in emergency response.   For the public, impacted by damage inflicted upon infrastructure, the subtlety of diffuse ownership and management gets lost in system breakdowns during crises.  Effective management and oversight of infrastructure requires a recognition of and accounting for the reality of multi-sector ownership and control. Accomplishing objectives through indirect means requires strategic collaborative effort prior to, during, and post-incident.

In the context of intergovernmental and interorganizational relations and networks, effectiveness and efficiency of accomplishing joint responsibilities and tasks, are driven heavily by communication and strategic coordination between and among agencies.  Breakdowns are often attributable to poor and incomplete transmission of information and to an unwillingness to communicate or develop communication capabilities.  The application of network analysis and tools to organizations involved with infrastructure protection and emergency response affords multiple opportunities to improve effectiveness and success in these critical areas.

The Federal government may, and often must, collaborate with State and local governments, not- for-profit organizations, and private firms to address common problems and shared responsibilities for public safety and infrastructure development.  Such collaboration is often based on Federal legislative and regulatory directive and spending.  However, legislative and regulatory frameworks in the world of infrastructure and emergencies are not all encompassing. In many cases, they are minimal in terms of authorizing and structuring intergovernmental and interorganizational collaboration.

CREDITS CONFERRED:  3
PREREQUISITE: TBD
LEARNER OUTCOMES/OBJECTIVES:  This course is designed to enable learners to:

1.  Identify the range of organizational actors, institutions, and procedures across the critical infrastructure sector spectrum of infrastructure protection.

2.  Recognize the limits to Federal authority and power in dealing with infrastructure owners, operators, and managers.

3.  Acquire knowledge of the range of critical infrastructure and homeland security issues, including transportation, nuclear power, nuclear waste disposal, cybersecurity, and disaster response and the role of key governmental, not-for-profit, and private sector agencies.

4.  Gain insights into how to effectively develop and implement organizational networks across levels of governments and sectors.

5.  Identify and describe the critical role of communication and coordination in accomplishing multi-sector and multi-organizational tasks.
6.  Diagnose multi-organizational and multi-sector communication and coordination breakdowns.

7.  Improve the ability to interpret, analyze, and evaluate organizational tools and options and make sound inferences about the potential for effective implementation.

8.  Recognize differences in the organizational dynamics between different types of critical infrastructure and homeland security.

9.  Recognize the current organizational and functional approaches reflected in the National Infrastructure Management Framework and National Incident Management System and opportunities and the strengths and weaknesses of networked strategies.

10. Recognize and describe the challenges and opportunities for effective interorganizational collaboration in periods of relative quiet, turmoil, crisis, and rapid shifts in public opinion.

DELIVERY METHOD:
The course will be conducted as a graduate level seminar.  This requires active and informed participation by everyone in the class.  Learners are expected to familiarize themselves with the assigned topic and readings before class and should be prepared to discuss and debate them critically as well as analyze them for biases, particularly the external reviews, and from multiple perspectives.  The instructor will facilitate the discussion by asking different levels of questions (factual, analytical, and application of the material) to evaluate the depth of the learner’s comprehension of the content.  The quality of class discussions will be critical to the seminar's success.  In addition, learners will make oral presentations of their own research and provide constructive advice to their peers.

COURSE REQUIREMENTS:
There will be two principal writing assignments required in this course, as well as a take home midterm exam.  Assignment one will consist of a brief 5-7 page analysis of one week’s readings in the course, along with a brief class presentation of key issues worthy of further discussion.

Each seminar participant will also prepare a longer, 20-25 page research project in one of two forms:  1) a research paper which analyzes and compares two of the  16 critical infrastructure sectors in terms of existing collaborative strategies and networks and recommends an approach for improving collaborative infrastructure protection or 2) a policy memorandum which analyzes a critical infrastructure issue within the national context of existing policy and regulations and makes policy recommendations to Congress or Departmental executives to improve collaboration across public, private, and/or not-for-profit sectors.  Learners will exchange and critique each other's papers in small groups prior to final submission of the paper for a course grade.  Further details about the research project options are provided at the conclusion of the syllabus.

Finally, active oral participation is expected of each learner in each week’s class session.  Such participation should be premised on a careful and thoughtful reading of all required texts.

COURSE EVALUATION:

The final grade for this course will be based on general class participation (20%); weekly paper assignment (30%); and the policy research paper/policy memorandum (50%).

REQUIRED READINGS:
The following books are available for purchase and will be supplemented by additional articles and chapters relevant to each class topic.
Don Kettl, System under Stress, 2nd ed. (CQ Press, 2007).

Arnold Howitt and Herman B Leonard, Managing Crisis Response to Large Scale Emergencies, (CQ Press, 2009).
Christopher Koliba, et al., Governance Networks in Public Administration and Public Policy
(New York: CRC Press, 2011).

Stephen Goldsmith and William Eggers, Governing by Network (Washington, DC: Brookings

Institution, 2004).

RECOMMENDED READINGS:
John D. Donahue and Richard J. Zeckhauser, Collaborative Governance: Private Roles for
Public Goals in Turbulent Times, (Princeton, NJ: Princeton University Press, 2011).

Kathleen Hale, How Information Matters: Networks and Public Policy Innovation, (Washington, DC: Georgetown University Press, 2011).

Eugenie L. Birch and Susan M. Wachter, (eds.), Rebuilding Urban Places after Disaster: Lessons from Hurricane Katrina, (University of Pennsylvania Press, 2006).

Amy Liu, Roland V. Anglin, Richard M. Mizelle, Jr., and Allison Plyer, (eds.), Resilience and
Opportunity, (Washington, DC: Brookings Institution Press, 2011).

GRADING SCALE (SCHOOL POLICY DEPENDENT):
CLASS OUTLINE:
LESSON 1 TOPIC:  COURSE OVERVIEW AND INTRODUCTION TO THE INSTITUTIONAL CONTEXT OF CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE AND EMERGENCY RESPONSE
1. Learning Goals/Objectives:  The learning objectives of this section include developing a sophisticated understanding of:

•
Basic concepts and ideas regarding the relationship of homeland security to organizational approaches to its implementation.

•
Basic multi-organizational terminology, e.g., intergovernmental relations, interorganizational relations, networks, loosely and tightly coupled systems, federalism, and public-private and public-not-for-profit cooperation.

•
Applying multi-organizational relations ideas to infrastructure protection and crisis response.

2. Readings:
Louise K. Comfort, “Managing Intergovernmental Responses to Terrorism and Other Extreme

Events,” Publius, 32(4), The State of American Federalism, 2001-2002, (Autumn 2002), 29-49.

Carmine Scavo, Richard C. Kearney, and Richard J. Kilroy, Jr., “Challenges to Federalism: Homeland Security and Disaster Response,” Publius 38(1), (Winter 2007), 81-110.

Naim Kapucu, "Interorganizational Coordination in Complex Environments of Disasters: The Evolution of Intergovernmental Disaster Response Systems," Journal of Homeland Security and Emergency Management, 6(1), Article 47 (2009).

Chris Koski, "Committed to Protection? Partnerships in Critical Infrastructure Protection,"

Journal of Homeland Security and Emergency Management, 8(1) Article 25, (2011).
LESSON 2 TOPIC: THE CONTEXT OF HOMELAND SECURITY AND INFRASTRUCTURE PROTECTION: SYSTEM UNDER STRESS
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Summarize the evolution and change of emergency preparedness and infrastructure protection post-September 11, 2001.

•
Explain the broader expectations of performance of homeland security policy and process across governments, not-for-profit, and private sector agencies.

•
Explain why the old system was stressed and had to give way to a new approach.

•
Identify the needed changes in the “bureaucracy” and the “Federal system.”

•
Explain why the U.S. Department of Homeland Security (DHS) came into existence and what its new collaboration strategy had to be.

2. Discussion Questions:

•
How has emergency preparedness and CISR evolved since September 11, 2001?

•
What are the broader expectations of performance of homeland security policy and process across governments, not-for-profit, and private sector agencies?

•
Why was the old system changed?

•
What are the needed changes in the “bureaucracy” and the “Federal system?

•
Why was DHS established and what is its new collaboration strategy?

3. Readings:
Donald F. Kettl, System under Stress: Homeland Security and American Politics, (2007), Chapters 1-4.

National Strategy for Information Sharing, (2007),

http://georgewbush-whitehouse.archives.gov/nsc/infosharing/index.html.
U.S. Department of Homeland Security, National Response Framework, (January 2008), http://www.fema.gov/emergency/nrf.
National Disaster Recovery Framework: Strengthening Disaster Recovery for the Nation, U.S. Department of Homeland Security, (September 2011),
http://www.fema.gov/pdf/recoveryframework/ndrf.pdf. 
4. Recommended:
Samuel H. Clovis, Jr., “Federalism, Homeland Security and National Preparedness:  A Case Study in the Development of Public Policy,” Homeland Security Affairs, II(3), (October 2006), http://www.hsaj.org/?article=2.3.4.
The 9/11 Commission Report: Final Report of the National Commission on Terrorist Attacks
Upon the United States, Authorized Edition, http://www.gpoaccess.gov/911/.
Thomas E. McNamara, (Program Manager, Information Sharing Environment), Information
Sharing Implementation Plan, (2006), http://www.ise.gov/.
Stephen J. Collier and Andrew Lakoff, “The Vulnerability of Vital Systems:  How ‘Critical Infrastructure’ Became a Security Problem,” in Myriam Dunn and Kristian Soby Kristensen (eds.), The Politics of Securing the Homeland: Critical Infrastructure, Risk and Securitisation, (Routledge, 2008).

Richard Sylves, “Globalization of Disasters,” in Disaster Policy and Politics: Emergency
Management and Homeland Security, (CQ Press, 2008), 194-209.

N. Paul Kshemendra, (Program Manager, Information Sharing Environment), Information Sharing Environment: 2011 Annual Report to Congress, (June 30, 2011), http://ise.gov/sites/default/files/ISE_Annual_Report_to_Congress_2011.pdf.
Hoard Kunreuther, “Interdependent Disaster Risks:  The Need for Public-Private Partnerships,”

in Building Safer Cities: The Future of Disaster Risk, edited by Alcira Kreimer, Margaret Arnold and Anne Carlin, (Washington DC: International Bank for Reconstruction and Development/The World Bank, 2003), 83-87.

LESSON 3 TOPIC: THE CONTEXT OF HOMELAND SECURITY AND INFRASTRUCTURE PROTECTION: SYSTEM UNDER STRESS CONTINUED
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Explain the new political context of policy and strategies in Washington.

•
Describe the concept of risk and explain what is at that stake that requires new approaches to managing it.

•
Explain why the current strategy relies on a “voluntary” partnership between all sectors for success.

•
Identify the value trade-offs that create the context for our approach despite the risks.

•
Explain how the trade-offs and risks have led to the current multi-sector strategy in the context of maintaining an effective emergency response program.

2. Discussion Questions:

•
What is the new political context of policy and strategies in Washington?

•
What is the concept of “risk” and what is at that stake that requires new approaches to managing it?

•
Why does the current strategy rely on a “voluntary” partnership between all sectors for success?

•
What are the value trade-offs that create the context for our approach despite the risks?

•
How has the trade-offs and risks led to the current multi-sector strategy in the context of maintaining an effective emergency response program?

3. Readings:
Donald F. Kettl, System under Stress, Chapters 5-7.

The National Strategy for the Physical Protection of Critical Infrastructures and Key Assets, (February 2003), http://www.dhs.gov/files/publications/publication_0017.shtm.
The United States Congress, Congressional Budget Office, Homeland Security and the Private
Sector, December, (2004), http://cbo.gov/sites/default/files/cbofiles/ftpdocs/60xx/doc6042/12-
20-homelandsecurity.pdf.
United States Government Accountability Office, Critical Infrastructure Protection: Improving Information Sharing with Infrastructure Sectors, GAO-04-780, (2004), http://www.gao.gov/new.items/d04780.pdf.
Arnold Howitt and Hermann Leonard, Managing Crisis Response to Large Scale Emergencies, (CQ Press, 2009), Chapter 1.

United States Government Accountability Office, Information Sharing: Federal Agencies Are Helping Fusion Centers Build and Sustain Capabilities and Protect Privacy, but Could Better Measure Results, GAO-10-972, (2010), http://www.gao.gov/assets/320/310268.pdf.
4. Recommended:
Charles R. Wise and Rania Nader, “Organizing the Federal System for Homeland Security: Problems, Issues and Dilemmas,” Public Administration Review, 62, (September 2002), 44-57.

A. Boin, P.’t Hart, E. Stern, and B. Sundelius, The Politics of Crisis Management: Public
Leadership under Pressure, (Cambridge University Press, 2005).
LESSON 4 TOPIC: GOVERNING BY NETWORKS: WHAT’S NEW AND WHAT’S NOT?
1. Learning Goals/Objectives: The learning objectives of this section will enable learners to:

•
Summarize the basic theoretical approaches to studying organizational networking.

•
Explain the broader picture of how networks are new (and not) in the American bureaucracy.

•
Describe the basics of how networks fit within a hierarchical system of governance.

•
Identify the forces that have driven the public sector to rely more completely on networks.

•
Identify the positives and negatives of networks.

•
Explain how networks fit within a democratic system.

2. Discussion Questions:

•
What are the basic theoretical approaches to studying organizational networking?

•
What is the broader picture of how networks are new (and not) in the American bureaucracy?

•
What are the basics of how networks fit within a hierarchical system of governance?
•
What forces have driven the public sector to rely more completely on networks?

•
What are the positives and negatives of networks?

•
How do networks fit within a democratic system?

3. Readings:
S. Goldsmith and W. Eggers, Governing by Network, (Washington, DC: Brookings Institution,

2004), Chapters 1-4.

4. Recommended:
M.W. Downton and R.A. Pielke, “Discretion without Accountability:  Politics, Flood Damage, and Climate,” Natural Hazards Review, (2-4), (2005), 157-166.

LESSON 5 TOPIC:  NETWORK MANAGEMENT SKILLS: WHAT ABILITIES AND STRATEGIES ARE AVAILABLE AND WHY?
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Explain how managing in a network is different.

•
Define “boundary spanning” and its application.

•
Describe the concept of network type and function.

•
Explain why management skills are different and what they need to be.

•
Predict what the future will bring for network management.

2. Discussion Questions:

•
How is managing in a network different?

•
What is boundary spanning” and how does it apply?

•
What is the concept of network type and function?

•
Why are management skills different and what do they need to be?

•
What will the future bring for network management?

3. Readings:
S. Goldsmith and W. Eggers, Governing by Networks, Chapters 5-8.

4. Recommended:
H. Brinton Milward and Keith G. Provan, “A Manager’s Guide to Choosing and Using
Collaborative Networks,” (Washington, DC: IBM Center for the Business of Government,

2006), [download from website www.businessofgovernment.org].
Robert Agranoff, Managing Within Networks, (Washington, DC: Georgetown University Press,

2007).
LESSON 6 TOPIC: NETWORKS AND INTERORGANIZATIONAL RELATIONS IN MORE DETAIL
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Describe the constitutional and de facto responsibilities of the Federal, State, and local governments in the fields of homeland security and critical infrastructure promotion and protection.

•
Explain how networks are an inherent property of inter-sector relations in the United States.

•
Compare government non-profit relations with government corporation relations.

•
Define governance networks.

•
Describe the characteristics of actors participating in governance networks.

•
Describe the characteristics of bonds/ties between actors.

2. Discussion Questions:

•
What are the constitutional and de facto responsibilities of the Federal, State, and local governments in the fields of homeland security and critical infrastructure promotion and protection?

•
How are networks an inherent property of inter-sector relations in the United States?

•
What are government non-profit relations? Government corporation relations?

•
What are governance networks?

•
What are the characteristics of actors participating in governance networks?

•
What are the characteristics of bonds/ties between actors?

3. Readings:
C. Koliba, et al., Governance Networks in Public Administration and Public Policy, (2011) Chapters 1-4.

4. Recommended:
Donald F. Kettl, The States and Homeland Security: Building the Missing Link, (New York: The Century Foundation, 2003).

United States Government Accountability Office, Information Technology: Management Improvements Needed on the Department of Homeland Security’s Next Generation Information Sharing System, GAO-09-40, (October 2008), http://www.gao.gov/new.items/d0940.pdf.
The U.S. Department of Homeland Security, About the Homeland Security Information

Network, (2010), http://www.dhs.gov/files/programs/gc_1233582654947.shtm.
LESSON 7 TOPIC: STRUCTURES, FUNCTIONS, AND COMPLEX SYSTEMS DYNAMICS
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Explain the basic functions for maintaining networks and conducting activities.

•
Describe the structures created and utilized by networks to conduct business.

•
Describe the performance of networks as systems.

•
Define and describe system boundaries, input-output flows, and feedback.

2. Discussion Questions:

•
What are the basic functions for maintaining networks and conducting activities?

•
What are the structures created and utilized by networks to conduct business?

•
What is the performance of networks as systems?

•
What are system boundaries, input-output flows, and feedback?

3. Readings:
C. Koliba, et al., Governance Networks in Public Administration and Public Policy, (2011), Chapters 5-7.

4. Recommended:
Louise K. Comfort, “Risk and Resilience: Inter-organizational Learning Following the

Northridge Earthquake of 17 January 1994,” Journal of Contingencies and Crisis Management
2(3), (1994), 157-70.

Hank Christen, Paul Maniscalco, Alan Vickery, and Frances Winslow, “An Overview of Incident Management Systems,” Perspectives on Preparedness, 4, (Harvard University, September 2001).

National Infrastructure Protection Plan: Partnering to Enhance Protection and Resiliency, (2009), http://www.dhs.gov/files/programs/editorial_0827.shtm.
The National Strategy to Secure Cyberspace, (July 2009), http://www.dhs.gov/files/publications/editorial_0329.shtm.
The White House, Executive Order—Improving Critical Infrastructure Cybersecurity,            (February 2013), http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
T.L. Dinh and A.V. Nguyen-Ngoc, “A Conceptual Framework for Designing Service Oriented Inter-organizational Information Systems,” Proceedings of the 2010 Symposium on Information and Communication Technology, (2010), 147-154, http://delivery.acm.org/10.1145/1860000/1852640/p147-dinh.pdf?key1=1852640&key2=2508440921&coll=DL&dl=ACM&CFID=115374370&CFTOK EN=60447038.
National Security Strategy, (May 2010), http://www.whitehouse.gov/sites/default/files/rss_viewer/national_security_strategy.pdf.
Critical Infrastructure Sectors, http://www.dhs.gov/files/programs/gc_1189168948944.shtm or http://training.fema.gov/EMIWeb/IS/is860a/CIRC/index.htm.
National Infrastructure Protection: Sector Protection Model,
http://www.dhs.gov/xlibrary/assets/NIPP_InfoSharing.pdf.
LESSON 8 TOPIC: MANAGEMENT, ACCOUNTABILITY, AND PERFORMANCE
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Identify management strategies for networks.

•
Describe accountability regimes within networks.

•
Identify and describe models of governance across corporate, non-profit, and governmental sectors.

•
Explain performance measurement and management in networks.

•
Explain how to analyze networks.

2. Discussion Questions:

•
What are management strategies for networks?

•
What are accountability regimes within networks?

•
What are models of governance across corporate, non-profit, and governmental sectors?

•
What is performance measurement and management in networks?

•
How can you analyze networks?

3. Readings:
C. Koliba, et al., Governance Networks in Public Administration and Public Policy, (2011), Chapter 8-12.

4. Recommended:
William S. Cohen, and James M. Loy, “Fact, Not Fear,” [the Dubai Ports case], The Wall Street
Journal, (February 28, 2006).
LESSON 9 TOPIC: APPLICATIONS: INTERGOVERNMENTAL RELATIONS AND KATRINA
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Describe the role of State and local governments in implementing emergency response and homeland security programs.

•
Describe interstate and inter-local forms of cooperation in homeland security and emergency programs.

•
Identify the benefits, costs, and limits on Federal tools and mandates in the infrastructure protection and emergency response realms.

•
Explain the importance of after-action learning across multiple organizations.

•
Explain how organizational and sector cultures are critical factors in communication and coordination breakdowns.

•
Explain how fragmented government is an impediment to overall functional response.

2. Discussion Questions:

•
What is the role of State and local governments in implementing emergency response and homeland security programs?

•
How do interstate and inter-local cooperate in homeland security and emergency programs?

•
What are the benefits, costs, and limits on Federal tools and mandates in the infrastructure protection and emergency response realms?

•
Why is after-action learning across multiple organizations so important?

•
Why are organizational and sector cultures critical factors in communication and coordination breakdowns?

•
Why is a fragmented government an impediment to overall functional response?

3. Readings:
Post-Katrina Emergency Management Reform Act of 2006, http://www.govtrack.us/congress/bills/109/s3721.
Martha Derthick, “Where Federalism Didn’t Fail,” Public Administration Review, Supplement to

Volume 67, (December 2007), 37-47.

William Lester and Daniel Krejci, “Business “Not” as Usual:  The National Incident Management System, Federalism and Leadership,” Public Administration Review, Supplement to Volume 67, (December 2007), 84-93.

Gloria Simo and Angela L. Bies, “The Role of Nonprofits in Disaster Response:  An Expanded

Model of Cross-Sector Collaboration,” Public Administration Review, Supplement to Volume

67, (December 2007), 125-142.
James L. Garnett and Alexander Kouzmin, “Communication throughout Katrina:  Competing and Complementary Conceptual Lenses on Crisis Communication,” Public Administration Review, Supplement to Volume 67, (December 2007), 171-188.

Louise K. Comfort, “Crisis Management in Hindsight:  Cognition, Communication, Coordination and Control,” Public Administration Review, Supplement to Volume 67, (December 2007), 189-197.

Sang Ok Choi and Bok-Tae Kim, “Power and Cognitive Accuracy in Local Emergency Management Networks,” Public Administration Review, Supplement to Volume 67, (December 2007), 198-209.

4. Recommended:
Beryl A. Howell, “Seven Weeks:  The Making of the USA PATRIOT Act,” George Washington
Law Review, 72, (2004).

Xavier Guiho, Patrick Lagadec, and Erwan Lagadec, Non-conventional Crises and Critical
Infrastructure: Katrina, (2006), http://www.patricklagadec.net/fr/pdf/EDF-Katrina-Report-
31.pdf.
Louise Comfort and Thomas Haase, Communication, Coherence and Collective Action: The Impact of Hurricane Katrina on Communications Infrastructure, (2006), http://www.iisis.pitt.edu/publications/Communication_Coherence_and_Collective_Action-Katrina.pdf.
LESSON 10 TOPIC: APPLICATIONS: THE MULTI-SECTOR DIMENSIONS OF EMERGENCIES AND INFRASTRUCTURE PROTECTION
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Explain the application of network and organizational concepts in emergency response cases.

•
Describe the effect of system fragmentation for CISR.

•
Identify the differences across sectors in responding to emergencies.

•
Identify the challenges in organizational communication and coordination.

•
Explain how to develop strategies in multi-organizational settings.

•
Explain the limits to planning for emergencies and infrastructure protection.

2. Discussion Questions:
•
What is the application of network and organizational concepts in emergency response cases?

•
What is the effect of system fragmentation for CISR?

•
How do the different sectors respond in emergencies?

•
What are the challenges in organizational communication and coordination?

•
How are strategies developed in multi-organizational settings?

•
What are the limits to planning for emergencies and infrastructure protection?

3. Readings:
Kiki Caruson, "Mission Impossible? The Challenge of Implementing an Integrated Homeland

Security Strategy," Journal of Homeland Security and Emergency Management, 1(4), (2004).

Christine Wormuth and Anne Witkowsky, “Managing the Next Domestic Catastrophe: Ready (Or Not)?” (Center for Strategic and International Studies, December, 2008), http://www.oklahoma.feb.gov/Forms/20080606_managingNextDomesticCatastrophe.pdf.
A. M. Howitt and H. B. Leonard, Managing Crisis Response to Large Scale Emergencies, (February 18, 2009), Chapters 1-2.

Jessica Jensen, "The Current NIMS Implementation Behavior of United States Counties," Journal of Homeland Security and Emergency Management, 8(1), (2011), http://hazus.blogspot.com/2011/09/nims-implementation-behavior-of-united.html.
4. Recommended:
Ted G. Lewis, (ed.), Critical Infrastructure Protection in Homeland Security: Defending a
Networked Nation, (John Wiley & Sons, 2006).
LESSON 11 TOPIC: STRUCTURING CRISIS RESPONSE
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Describe the effect of system fragmentation for CISR.

•
Explain how and what to plan for in an emergency context.

•
Explain how to organize across multiple organizations.

•
Identify the functional responsibilities to consider.

•
Explain the importance of information sharing and performance in crisis response.

2. Discussion Questions:
•
What is the effect of system fragmentation for CISR?

•
How do you plan for an emergency? What do you plan for in an emergency?
•
How do you organize across multiple organizations?

•
What are the functional responsibilities to consider?

•
What is the importance of information sharing and performance in crisis response?

3. Readings:
Richard Sylves and William Cumming, “FEMA's Path to Homeland Security: 1979-2003,”

Journal of Homeland Security and Emergency Management, 1(2), (2004).

Susan E. Clarke and E. Chenoweth, “The Politics of Vulnerability:  Constructing Local

Performance Regimes for Homeland Security,” Review of Policy Research, 23, (2006), 95–114.

M. De Bruijne and M. Van Eeten, “Systems that Should Have Failed:  Critical Infrastructure Protection in an Institutionally Fragmented Environment,” Journal of Contingencies and Crisis Management, 15, (2007), 18–29.

A.M. Howitt and H.B. Leonard, Managing Crisis Response to Large Scale Emergencies, (February 18, 2009), Chapters 3-5.

4. Recommended:
Donald P. Moynihan, “From Forest Fires to Hurricane Katrina: Case Studies of Incident Command Systems,” Networks and Partnership Series, IBM Center for the Business of Government, (2007), http://www.riskandinsurance.com/userpdfs/IBM_Moynihan.pdf.
U.S. Department of Homeland Security, A Guide to Critical Infrastructure and Key Resources Protection at the State, Regional, Local Tribal and Territorial Level, (2008), http://www.dhs.gov/files/programs/gc_1241468003810.shtm.
LESSON 12 TOPIC:  APPLICATIONS: ADAPTING TO NOVELTY
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Explain why one-size-fits-all, and standard templates do not always work.

•
Identify the variables that can impact organizational communication and coordination in planning for emergency response.

•
Summarize the processes of adaptation to uncertainty.

•
Explain how to learn across organizations in unfamiliar settings.

2. Discussion Questions:
•
Why does one-size-fit-all, and why do standard templates not always work?

•
What are the variables that can impact organizational communication and coordination in planning for emergency response?

•
What are the processes of adaptation to uncertainty?

•
How can you learn across organizations in unfamiliar settings?

3. Readings:
Board on Natural Disasters, Commission on Geoscience, Environment and Resources, National Research Council, “Reducing Disaster Losses through Better Information,” (National Academy Press, 1999), http://www.nap.edu/catalog/6363.html.
A.M. Howitt and H.B. Leonard, Managing Crisis Response to Large Scale Emergencies, (February 18, 2009), Chapters 6-9.

4. Recommended:
Karl E. Weick and Kathleen M. Sutcliffe, Managing the Unexpected: Assuring High
Performance in an Age of Uncertainty (Jossey-Bass, 2001).

U.S. Government Accountability Office, Homeland Security: Federal Efforts are Helping to Address Some Challenges Faced by State and Local Fusion Centers, (April 17, 2008), http://www.gao.gov/assets/120/119734.pdf.
Information Sharing Environment:  Sharing with the Private Sector, http://www.ise.gov/sharing-private-sector.
LESSON 13 TOPIC: APPLICATIONS: DEALING WITH NOVELTY AND COGNITIVE BIAS
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

• Recognize the impact of organizational purpose and culture on information processing.

• Identify the challenges of coordination in a fragmented political system.

• Identify the political challenges of managing risk.

• Describe the performance of our policy making system under conditions of stress.

2. Discussion Questions:
•
What is the impact of organizational purpose and culture on information processing?

•
What are the challenges of coordination in a fragmented political system?

•
What are the political challenges of managing risk?

•
How does our policy making system perform under conditions of stress?

3. Readings:
A.M. Howitt and H.B. Leonard, Managing Crisis Response to Large Scale Emergencies, (February 18, 2009), Chapters 10-11.

U.S. Chamber of Commerce, Center for Corporate Citizenship and Booz Allen Hamilton, “Disaster Relief: Improving Response and Long-Term Recovery,” (July 2005),   http://www.boozallen.com/media/file/150872.pdf.
4. Recommended:
James Schwab, et. al., “The Planning Process,” in Planning for Post-Disaster, Report Number

483/484 (Planning Advisory Service, American Planning Association, 1998), Chapter 4, http://www.fema.gov/pdf/rebuild/ltrc/fema_apa_ch4.pdf.
Lawrence Vale and Thomas Campanella, “Introduction: Cities Rise Again,” and “Conclusion: Axioms of Resilience,” in Lawrence Vale and Thomas Campanella, (eds.), The Resilient City: How Modern Cities Recover From Disaster, (Oxford University Press, 2005), 3-14 and 335-355.

LESSON 14 TOPIC: APPLICATIONS: ANTICIPATING DISASTER AND EVENT PLANNING
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Identify and describe the differences in short- and long-term horizons in planning.

•
Explain the need to develop learning strategies across events and functions.

•
Identify the managerial challenges in staffing organizational responses to disasters.

•
Identify the managerial challenges in staffing organizational planning for infrastructure protection.

2. Discussion Questions:
•
What are the differences in short- and long-term horizons in planning?

•
Why do learning strategies across events and functions need to be developed?

•
What are the managerial challenges in staffing organizational responses to disasters?

•
What are the managerial challenges in staffing organizational planning for infrastructure protection?

3. Readings:
A.M. Howitt and H.B. Leonard, Managing Crisis Response to Large Scale Emergencies, (February 18, 2009), Chapters 12-15.

Presidential Policy Directive -8 (PPD-8): National Preparedness (March 2011), http://www.dhs.gov/xabout/laws/gc_1215444247124.shtm.
4. Recommended:
David J. Alesch, et. al., Managing for Long-Term Community Recovery in the Aftermath of
Disaster, [Public Entity Risk Institute (PERI), 2009], 1-89.

David Alexander, Principles of Emergency Planning and Management, (Oxford University Press, 2002).

Critical Infrastructure/Key Resource Support Annex to the National Response Framework, (2008), http://www.fema.gov/pdf/emergency/nrf/nrf-support-cikr.pdf.
Cindy Williams, “Strengthening Homeland Security: Reforming Planning and Resource Allocation,” Presidential Transition Series, (IBM Center for the Business of Government, 2008), http://academic.udayton.edu/richardghere/emergency%20mngt/CindyWilliamsReport.pdf.
LESSON 15 TOPIC: RESEARCH COLLOQUIUM: RESEARCH PAPERS/POLICY MEMOS DUE AND PRESENTED IN CLASS
LESSON 16 TOPIC: RESEARCH COLLOQUIUM: RESEARCH PAPERS/POLICY MEMOS DUE AND PRESENTED IN CLASS
Public Administration XXXX Infrastructure Protection and Emergency Response 
Paper Option #1:
Research Paper: Topics, Format, and Requirements
Fifty percent of the grade for this course will be based upon a 20 to 25 page research paper (or, under option 2, a policy memorandum), which analyzes and compares two of the 18 critical infrastructure sectors in terms of existing collaborative strategies and networks and recommends an approach for improving collaborative infrastructure protection.

PAPER REQUIREMENTS:
Each paper should trace and analyze the existing collaborative context of infrastructure protection or emergency response in two of the  16 infrastructure protection sectors.  The discussion should frame the nature of existing organizational relations across governments and sectors and assess the existing state of collaboration.  The barriers to and opportunities for improving collaboration should be identified.  A strategy for implementing improved collaboration in the two sectors will be developed and presented by the author.

Papers should be 20-25 typed, double-spaced pages in length.  They should be based upon a variety of sources, including government documents (congressional hearings, reports, floor debates, presidential messages, agency reports and studies, etc.), articles in National Journal and Congressional Quarterly, policy specific newsletters and websites (Government Executive, PHMSA.dot.gov), and scholarly journals and publications (Policy Studies Journal, Journal of Homeland Security and Emergency Management, etc.).
Your paper will count for 50% of your grade for this course.  A two page proposal, identifying your sectors and key research questions, and a preliminary but substantial bibliography, will be due by the fifth week of class.  A polished and complete draft of the paper is due for presentation in class by week 14.   Because your class colleagues will be reading your paper and offering suggestions for revision and improvement, a revised final paper is due one week later.

Papers should be fully referenced with a complete bibliography and accurately cited.  Please use parenthetical (APA) citations with a full list of sources.  Remember as well that there are many knowledgeable people available to interview, subject to approval by the University’s procedures for informed consent.

Public Administration XXXX Infrastructure Protection and Emergency Response 
Paper Option #2
Policy Memorandum Project:  Format and Requirements
Congratulations! You have been appointed to serve as an unpaid Policy Consultant to: a) the U.S. Department of Homeland Security, b) the U.S. Department of Energy, or c) the Senate Committee on Homeland Security and Governmental Affairs [pick one].  Your task is to investigate critical infrastructure issue within the national context of existing policy and regulations and make policy recommendations to Congress or Departmental executives to improve collaboration across public, private, and/or not-for-profit sectors.  The overall length of your paper is 20-25 pages and your selected topic may be one that is currently under consideration by the Department or the U.S. Congress, or one, which you believe, should be or will be considered in the near future.

Your memorandum should be written in two parts:  1) a detailed background memorandum, with sources, intended to brief the Chairman’s or Secretary's senior staff responsible for this policy issue, and 2) a brief, two page summary to be read by the Secretary or Senator personally.

Your memorandum should cover each of the following:

•
Background concerning the nature of the problem and why this issue is or should be addressed;

•
The principal organizational actors that must be considered;

•
The principal challenges or difficulties that must be overcome to ensure effective infrastructure protection and/or emergency response;

•
Your proposed recommendation;

•
An analysis of the political and technical ramifications of your recommendation — including, as appropriate, anticipated responses from stakeholders, major political allies of the administration, key interest groups, the White House, and other members of Congress; and

•
Your judgment as to the likelihood of your proposal’s success.

Your memorandum will count for 50% of your grade for this course.  It should be 20-25 typed, double spaced pages, with complete and proper notes and bibliography.  A two page proposal, identifying your policy issue and key research questions, and a preliminary but substantial bibliography, will be due by the fifth week of classes.  A polished and complete draft of the paper is due for presentation in class by week 14.  Because your class colleagues will be reading your paper and offering suggestions for revision and improvement, a revised final memorandum is due one week later.

Memoranda should be fully referenced with a complete bibliography and accurate cited.  Please use parenthetical (APA) citations with a full list of sources.

Expect to use a variety of available sources, including government documents (congressional

hearings, reports, presidential messages and proposals, task force studies, etc.); specialized periodicals such as Congressional Quarterly and National Journal; and professional journals (Journal of Homeland Security and Emergency Management, Public Administration Review, etc.).  Remember as well that there are many knowledgeable people available to interview, subject to approval by the University’s procedures for informed consent.

Public Administration XXXX Infrastructure Protection and Emergency Response 
Weekly Paper Guidance
Starting with the third week of class, each learner will be assigned the responsibility for

preparing and distributing to their peers a 5-7 page summary of the assigned reading for the week assigned.  Depending upon the size of the class, learners will be assigned individually or in pairs to review the materials and develop a summary of issues and key learning from the assigned materials.  The summary will be distributed electronically to the instructor and other learners in class no later than one day before the date for which the author(s) are responsible.  The paper

will be double spaced and formatted using standard margins.  The instructor will grade the paper, which will constitute 30% of the learner’s overall course grade.
Grades for these papers will be based on the thoroughness of the learner in reviewing the materials and the depth of analysis provided.  The analysis should identify a range of issues and concerns relevant to the overall class and linkages to materials already considered in prior class meetings.  A thoughtful, logical, and careful presentation is the basis for “B” grade.  The more comprehensive the paper in its treatment of the week’s reading and linkages to prior weeks the better the overall grade.
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