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COURSE DESCRIPTION/OVERVIEW:
As government at all levels has expanded its roles in the social and economic life of the Nation, it has been challenged to develop programs and services that go well beyond their own capacities, resources, and legitimacy.  Accordingly, policymakers and agencies have adopted a wide range of tools which distribute responsibility and authority for financing and results across a variety of independent third parties, including State and local governments, nonprofits, and private companies. The modern government program now deploys a wide range of more indirect governance tools, including grants, contracts, credit, insurance, and regulations to leverage the participation and compliance of these sovereign “partners.”  The model of a hierarchical organization that controls the policy formulation, financing, and implementation of programs has, in many cases, been cast aside in the last half century of governmental change in the world of practice.

In critical infrastructure security and resilience (CISR), governments at all levels and the private sector must collaborate to achieve national objectives for protection.  In our Federal system, much of the infrastructure is owned and managed not by the Federal government, but by the private sector and by States and localities. Accordingly, the primary policy management challenge of the U.S. Department of Homeland Security (DHS) is not to manage people and assets under its control but rather to influence broader communities whose cooperation is essential to achieve Federal goals.  DHS will achieve this influence by using a variety of indirect governance tools — grants, contracts, tax expenditures — to influence far flung networks of infrastructure owners and managers throughout the country and the world.  The challenges facing DHS are difficult — it will be held accountable for the progress or lack thereof in achieving CISR even though much of the means for doing so are out of its immediate control.

Whether it be CISR, special education, or access to health care, the major policy and management challenges of our time can, in many cases, be framed by the clash between ever higher expectations for national performance with less and less Federal control over the levers required to address these lofty goals and promises.  As challenging as managing public programs in large organizations is, managing across boundaries is an order of magnitude more difficult because the policymaker and administrator not only has to marshal the support of their own organization, but must also find ways to incentivize, stimulate, cajole, enable, or perhaps even mandate participation by independent third parties who answer to different constituencies and subscribe to widely different priorities and values.

Achieving modern performance goals calls for a different model of management and leadership than before.  The following figure illustrates how complex and multi-facetted leadership and management have become in collaborative governance environments.  In the prior model, achieving performance and accountability expectations was viewed as primarily a function of the internal management of Federal agencies — the right side of the cube.  While still relevant, achieving national goals today involves two other dimensions that go well beyond the boundaries of agencies — the choice of implementation partners and the selection of governmental tools.  In the case of critical
infrastructure protection, achieving national goals is heavily influenced by the nature of partnerships with independent sectors who own most of the infrastructure at risk and the tools that the Federal government deploys to engage these independent actors in common endeavors.[image: image1.png]Grantin-Aid
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The governance environment is far broader than the traditional definition of the “Federal workforce.” While the numbers of civil servants has hovered at around 2 million since 1950, the true size of government is far larger than this.  Paul Light has argued that the actual Federal workforce includes private contractors, State and local employees, and others who work on Federal programs.  This workforce has grown in recent years to over 17 million, as shown in the following chart.
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At its best, this emerging style of public action can be synergistic.  It promises to legitimize the Federal role in new areas of policy, engage the energies and resources of many actors throughout our diverse pluralistic system, and facilitate a healthy melding of national goals with diverse local values and interests.  In some areas, we may have no choice but to rely on third parties to accomplish national objectives, and the tools empower the Federal government to influence behavior that it could never have conceived of doing with its own resources — leveraging the many private and State and local owners and managers of critical infrastructure to reduce risks associated with terrorism and other hazards is an excellent case in point.

However, at its worst, this new system of action threatens both local capacity and national goals as local and private actors chafe under what they consider overbearing and burdensome Federal mandates while Federal officials worry about local actors’ diverting national resources to local priorities.  Ultimately, accountability to the public can be confused and obfuscated for these kinds of programs because it is difficult to know definitively who is in charge and responsible when something goes wrong.

The primary purpose of this course is to acquaint learners with the implications of these developments for CISR.  Building systems to institute resilience, preparedness, and risk mitigation across the critical infrastructure sectors
  requires collaboration and coordination across the many actors with responsibilities for each of these areas.  DHS concludes that effective management of infrastructure risks can only occur when there is broad participation across the many stakeholders that own, regulate, or oversee the many assets at risk in the Nation.

CREDITS CONFERRED: 3
PREREQUISITE: TBD
LEARNER OUTCOMES/OBJECTIVES:
The course will emphasize the unique environments, models, and skills required to understand and operate in a world of practice characterized by many as “third party governance.” Specifically, the course will enable learners to:

•
List and describe the tools used by governments to achieve CISR objectives involving networks of implementers from other governments and sectors of the economy.
•
List and describe the role of networks with an eye toward understanding what factors promote collaboration and partnership and what factors promote conflict and tensions among CISR network participants, including government agencies.
•
List and describe the use of government tools in achieving national infrastructure protection goals.  Government works toward goals through these networks by using various governmental tools.  Principal tools examined are grants, regulation, tax expenditures, information, and public-private partnerships.  Learners will be encouraged to think about the implications of the choice and design of tools for particular policy cases or issues in the CISR arena.
•
Explain the broad grounding in the conceptual frameworks that will help learners understand best practices and pitfalls in working across public and private boundaries to achieve national goals.  They will also take away specific knowledge about how to apply these broader principles and concepts to a CISR environment.

DELIVERY METHOD:
The course will achieve its objectives both through general discussion about third party governance across the broad range of public policies in the United States as well as through specific focus on the challenges associated with bringing about resilience, protection, and risk mitigation for critical infrastructure areas.  Learners are expected to familiarize themselves with the assigned topic and readings before class and should be prepared to discuss and debate them critically as well as analyze them for biases, particularly the external reviews, and from multiple perspectives.  The instructor will facilitate the discussion by asking different levels of questions (factual, analytical, and application of the material) to evaluate the depth of the learner’s comprehension of the content.

COURSE REQUIREMENTS:
General lectures will be presented by the instructor to orient learners to the broad literatures on Federal tools, networks, and partnerships in a CISR environment. Significant learner participation will be encouraged during these lectures.  More specific opportunities for learner participation will be structured in the following areas:

1) Reading logs will be due on selected topics.  The logs will address a key question about several related readings.  Logs will be no more than two pages.

2) Members of the class will form small groups to research and present findings for a case study on the final day of class.  The primary group project is designed to apply the general theories and literature discussed in class and the readings to a specific area of CISR. The learners will be expected to research these areas as a group and will be judged based on their presentation, quality of thinking, and their work as a team.

3) Learners also will form small groups to map networks in Week 5-6.

4) A final exam will be handed out as a take home to be returned within a week to test the learners' thinking about the material presented.

Each member of the class will be asked to focus on a specific CISR area in their two page logs, their network case study, and their final case study presentation.  Each learner will be expected to cover seven CISR areas in these combined projects — five logs, one network case, and one final case.  In this way, learners will gain exposure to a range of the CISR sectors.

COURSE EVALUATION:

Grades will be based on performance in the logs (20%), case study presentations (25%), network case studies (10%), final exam (35%), and class participation (10%).
REQUIRED READINGS:

Salamon, Lester, (ed.). The Tools of Government (New York: Oxford University Press, 2002). 
Donahue, John and Richard Zeckhauser. Collaborative Governance: Private Roles for Public Goals in Turbulent Times (Princeton: Princeton University Press, 2011).

Osborne, Stephen.  The New Public Governance:  Emerging Perspectives on the Theory and
Practice of Public Governance (New York: Routledge, 2011).
Eliadis, F. Pearl, Margaret M. Hill, and Michael Howlett, (eds).  Designing Government: From
Instruments to Governance (Montreal: McGill-Queen's University Press, 2005).

GRADING SCALE (SCHOOL POLICY DEPENDENT):
CLASS OUTLINE:
LESSON 1 TOPIC: POLICY IMPLEMENTATION: OVERVIEW OF THE EXERCISE OF PUBLIC POWER IN THE UNITED STATES
1. Learning Goals/Objectives: Provide learners a general background on the expansion of the Federal role in society and the implications for public management.  Learners will:

•
Identify the factors driving the historic expansion in the Federal role since the New Deal.

•
Explore the American attitudes about the role of national government and bureaucracy.

•
Discuss how the American ambivalence about public power has shaped the evolution of governance strategies for public goals.

•
Assess how these broader cultural and political values shaped the overall profile of Federal roles in CISR.
•
Discuss the evolution of the Federal roles in several specific areas of CISR, including cybersecurity and environmental infrastructure.

2. Discussion Questions:

•
What are the factors that have driven the historic expansion in the Federal role since the New Deal?

•
What is the U.S. perception about the role of national government and bureaucracy?

•
How has American ambivalence about public power shaped the evolution of governance strategies for public goals?  How have these cultural and political values shaped the overall profile of Federal roles in CISR?

•
How has the Federal role in areas in CISR, such as cybersecurity, energy, supply chain security, and transportation evolved?

3. Readings:
Woodrow Wilson, "The Study of Administration," Political Science Quarterly (June, 1887). Norton Long, "Power and Administration," Public Administration Review (Autumn, 1949).

Susan Yackee and David Lowry, “Understanding Public Support for the U.S. Federal Bureaucracy,” (handout).

Francis Rourke, “American Bureaucracy in a Changing Political Setting,” Journal of Public
Administration Research and Theory (April, 1991).

Kathi Ann Brown, Critical Path: A Brief History of Critical Infrastructure Protection in the United States, (Fairfax, VA: George Mason University Critical Infrastructure Protection Program, 2006), selected chapters.

National Infrastructure Protection Plan: Partnering to Enhance Protection and Resiliency, Chapter 2, (2009), http://www.dhs.gov/files/programs/editorial_0827.shtm.
4. Suggested Readings:
James Wilson, “New Politics, New Elites, Old Publics” in Mark K. Landy and Martin A. Levin, The
New Politics of Public Policy (Baltimore: Johns Hopkins Press, 2001).

Congressional Research Service Report, Critical Infrastructures: Background, Policy, and
Implementation (June 2010), http://assets.opencrs.com/rpts/RL30153_20100607.pdf.
Due Week 2: Compare and contrast Woodrow Wilson's views of administration with those of Norton Long.  How would Wilson view the role of the Federal bureaucracy in promoting CISR goals compared with Long’s tools of government and the role of third party implementers in carrying out national policy?

LESSON 2 TOPIC:  THE EVOLUTION OF FEDERAL ROLES AND RESPONSIBILITIES FOR PUBLIC POLICY STEWARDSHIP
1. Learning Goals/Objectives:  Discuss the history and development of the roles of different levels of government in public policy formation and implementation and assess the rationale for broad approaches for resolving collective problems.  Learners will:

•
Discuss the history and development of the intergovernmental responsibilities, including assessing the match between criteria advanced by various social scientists and the reality of Federal program development.

•
Trace the evolution of our Federal system as it has addressed common public policy problems and concerns and discuss implications for the Federal role.

•
Identify the shifts that have occurred to the locus of CISR responsibilities across levels of government in the recent past.

•
Identify the implications of these shifts on effectiveness and efficiency of protection programs and initiatives.

2. Readings:
Morton Grodzins, “The Federal System” in American Assembly, Goals for Americans (Englewood- Cliffs, N.J.: Prentice Hall, 1960).

Donald Kettl, The States and Homeland Security, (New York: Century Foundation, 2003), selected chapters.

Samuel H. Clovis, Jr., “Federalism, Homeland Security and National Preparedness:  A Case Study in the Development of Public Policy,” Homeland Security Affairs, II (3), (October 2006).

Kathi Ann Brown, Critical Path: A Brief History of Critical Infrastructure Protection in the United States, (Fairfax, VA: George Mason University, Critical Infrastructure Protection Program, 2006), selected chapters.

Timothy J. Conlan, “Between and Rock and a Hard Place:  The Evolution of American Federalism” in Timothy J. Conlan and Paul L. Posner, Intergovernmental Management for the 21st Century (Washington: Brookings, 2008).

3. Suggested Readings:
Barry Hopkins, State Officials Guide to Critical Infrastructure Protection (Lexington, KY; Council of State Governments, 2003).

Richard Nathan, The Role of “Home” in Homeland Security, (Albany: Rockefeller Institute of

Government, 2003).

Paul L. Posner, “Homeland Security and Intergovernmental Management:  The Emergence of Protective Federalism,” paper delivered at annual meeting of American Political Science Association, Philadelphia, (September 1, 2003).

LESSON 3 TOPIC:  COMPARING ALTERNATE MODELS FOR RESOLVING CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE PROBLEMS
1. Learning Goals/Objectives:  Learners will be exposed to the different ways to think about solving public policy problems.  Learners will:

•
Describe the criteria that determine whether a private trouble should become a public problem.

•
Discuss the literature on market failure and governmental failure and explain what this literature teaches us about the alternative ways to resolve public problems.

•
List the advantages and risks of four major models for taking collective action to deal with public problems:  markets, direct Federal bureaucracy, and devolution to States and third party collaboration with nonfederal sectors of the economy.

•
Identify the political factors that explain the emergence of third party governance as a major model of collective action in the United States in the past 50 years.

•
Explain how the four models of collective action apply to CISR.

2. Discussion Questions:

•
What criteria exist to determine whether a private trouble should become a public problem?

•
What do literatures on market failure, governmental failure, and other literatures teach us about the alternative ways to resolve public problems?

•
What are the advantages and risks of four major models for taking collective action to deal with public problems:  markets, direct Federal bureaucracy, and devolution to States and third party collaboration with nonfederal sectors of the economy?

•
What political factors explain the emergence of third party governance as a major model of collective action in the United States in the past 50 years?

•
How do the four models of collective action apply to CISR?  Are there differences in the applicability and implementation of the models across the critical infrastructure sectors?  If so, why?
3. Readings:
Lester Salamon, “The New Governance and the Tools of Public Action,” Chapter 1 in Lester

Salamon, (ed.), The Tools of Government, (2002).

Christopher Lehman, “Direct Government:  The Forgotten Tool,” in Lester Salamon (ed.),

The Tools of Government, (2002).

William T. Gormley, Jr., “Reflections on Terrorism and Public Management,” in Governance and
Public Security (Syracuse, N.Y.: Campbell Public Affairs Institute, 2003).

Kathi Ann Brown, Critical Path: A Brief History of Critical Infrastructure Protection in the United States, (Fairfax, VA: George Mason University Critical Infrastructure Protection Program, 2006), selected chapters.
Stephen Osborne, The New Public Governance: Emerging Perspectives on the Theory and Practice of Public Governance, Chapter 1, (2010).

John Donahue and Richard Zeckhauser, Collaborative Governance: Private Roles for Public Goals in Turbulent Times, Chapters 1-3, (Princeton; Princeton University Press, 2011).

4. Suggested Readings:
Manashi Despande and Douglas Elmendort, An Economic Strategy for Investing in America’s
Infrastructure (Washington: Brookings, 2008).
Guy Peters, “Meta-governance and Public Management” in Stephen Osborne, The New Public
Governance: Emerging Perspectives on the Theory and Practice of Public Governance, (2010).

Due Week 4: Groups will be formed to select a single CISR area and determine the evolution of intergovernmental roles and responsibilities over the past decades.  The groups will also determine which of the four models of collective action — markets, direct Federal bureaucracy, and devolution to States and third party governance — best characterizes the dominant policy response in their CISR area.  Groups will present findings in PowerPoint to the class.
LESSON 4 TOPIC:  DISCUSSION OF THE TOOLS OF GOVERNMENT
1. Learning Goals/Objectives:  Learners will be exposed to leading conceptions of the tools of governance and provided approaches to evaluate the relative efficacy of different tools to solve public problems.  Learners will:

•
Identify the leading taxonomies of tools of governance, e.g., grants, regulation, information

•
Identify the dimensions that differentiate the tools.

•
Identify the criteria that are available to evaluate the relevance and efficacy of different tools in addressing CISR.

•
Explain the relative political appeal of different tools and the implications this has for the performance of government in CISR.

•
Describe the combinations of tools that are deployed across various CISR areas to achieve Federal risk reduction and resiliency goals.

2. Discussion Questions:

•
What are leading taxonomies of tools of governance?
•
What dimensions differentiate the tools?  What difference might these dimensions make for public sector performance?
•
What criteria are available to evaluate the relevance and efficacy of different tools in addressing CISR?

•
What is the relative political appeal of different tools and what implications does this have for the performance of government in CISR?

•
What combinations of tools are deployed across various CISR areas to achieve Federal risk reduction and resiliency goals?

3. Readings:
Lorraine M. McConnell, "Policy Design as Instrument Design," paper presented at 1988 American Political Science Association meeting.
Roderick A. Macdonald, “The Swiss Army Knife of Governance” in F. Pearl Eliadis, Margaret M. Hill, and Michael Howlett, (eds.), Designing Government: From Instruments to Governance, (Montreal: McGill-Queen's University Press, 2005).

Michael Howlett, “What Is a Policy Instrument?  Policy Tools, Policy Mixes, and Policy- Implementation Styles” in F. Pearl Eliadis, Margaret M. Hill, and Michael Howlett, (eds.), Designing Government:  From Instruments to Governance, (Montreal: McGill-Queen's University Press, 2005).

Bridget Hutter, “Risk Management and Governance” in Designing Government: From Instruments to Governance, (Montreal: McGill-Queen's University Press, 2005).

4. Suggested Readings:
Guy Peters, “The Politics of Tool Choice” in Lester Salamon (ed.), Tools of Government, (2002).

Pierre Issalys, “Choosing among Forms of Public Action:  A Question of Legitimacy” in Designing
Government: From Instruments to Governance, (Montreal: McGill-Queen's University Press, 2005).

Due Week 5:  Learners will fill out a rating sheet and score tools of government for each of four criteria:  effectiveness, efficiency, equity, and political support.  The exercise will be applied in two ways:  (1) a general scorecard for all policy areas, and (2) a scorecard for a particular CISR area.
LESSON 5 TOPIC:  MANAGEMENT AND ACCOUNTABILITY CHALLENGES OF THIRD PARTY GOVERNANCE
1. Learning Goals/Objectives:  Learners will understand the challenges associated with achieving CISR goals in third party governance settings.  Learners will:

•
Explain how managing programs and performance differs for direct government delivery of services versus delivery through third parties.

•
Identify the specific advantages and disadvantages accrue to managers and policymakers at the Federal level seeking to implement national objectives working with nonfederal actors.

•
Identify the constraints that will confront policy designers and managers seeking to achieve CISR goals in third party governance settings.

•
Describe the challenges that emerge from operating across boundaries that threaten to undermine the effectiveness or efficiency of CISR programs.

•
Identify the strategies that are available to mitigate or overcome these policy implementation challenges.

2. Discussion Questions:

•
How do managing programs and performance differ for direct government delivery of services versus delivery through third parties?

•
What specific advantages and disadvantages accrue to managers and policymakers at the Federal level seeking to implement national objectives working with nonfederal actors?

•
What kinds of constraints will confront policy designers and managers seeking to achieve CISR goals in third party governance settings?

•
What characteristic challenges emerge from operating across boundaries that threaten to undermine the effectiveness or efficiency of CISR programs?

•
What strategies are available to mitigate or overcome these policy implementation challenges?

3. Readings:
Eugene Bardach, The Implementation Game:  What Happens After a Bill Becomes a Law, Chapter 1, (Cambridge, MA: MIT Press, 1977).

Paul A. Sabatier and Daniel Mazmanian, “A Conceptual Framework of the Implementation Process,” Policy Studies Journal, 8 (1980).

Robert Stocker, "A Regime Framework for Implementation Analysis:  Cooperation and Reconciliation of Federalist Imperatives," Policy Studies Review, (Autumn 1989).

Donald Kettl, “Managing Indirect Government,” in Lester Salamon, (ed.), The Tools of Government, (2002).
Paul Posner, “Accountability Challenges of Third-Party Government,” in Lester Salamon, (ed.), The
Tools of Government, (2002).

4. Suggested Readings:
Allen Schick, “Contemporary Problems in Financial Control,” Public Administration Review, (Nov/Dec, 1978).

Kathleen M. Eisenhardt, “Agency Theory: An Assessment and Review,” Academy of Management Review, 14(1), (1989), 57-74.

Sin Vangen and Chris Huxham, “Introducing the Theory of Collaborative Advantage” in The New Public Governance:  Emerging Perspectives on the Theory and Practice of Public Governance, (2010).

Due Week 6: Take a major CISR area involving third parties where significant problems caused performance shortfalls, waste, or abuse.  Then, explain how the readings help you gain insights on the reasons for these problems.

LESSON 6 AND 7 TOPICS:  NETWORKS AND THIRD PARTY IMPLEMENTATION REGIMES
1. Learning Goals/Objectives:  Learners will understand and map networks of third party providers for government programs as well as develop and apply criteria to assess the relative efficacy of various kinds of networks in achieving collaboration and policy goals.  Learners will:

•
Identify the strengths and weaknesses of networks and other third party implementation regimes compared with standard bureaucratic agencies.

•
Describe the differing purposes of networks and the implications of these differences for policy implementation.

•
Identify the criteria that can be used to evaluate networks and explain how these can be applied to specific areas.

•
Identify the factors that determine whether a network is effective in working collaboratively among themselves and with government.

•
Identify the institutional and interpersonal capacities necessary to form effective networks and collaborative partnerships.

•
List and describe the prominent networks that exist across the CISR policy domain.

•
Explain the challenges networks face for CISR and how these challenges might vary systematically across the CISR sectors.

2. Discussion Questions:
•
What are the relative strengths and weaknesses of networks and other third party implementation regimes compared with standard bureaucratic agencies?

•
What are the differing purposes of networks and what are the implications of these differences for policy implementation?

•
What are the criteria that can be used to evaluate networks and how can these be applied to specific areas?

•
What are the factors that determine whether a network is effective in working collaboratively among themselves and with government?

•
What are the institutional and interpersonal capacities necessary to form effective networks and collaborative partnerships?

•
What prominent networks exist across the CISR policy domain?

•
What challenges do networks face for CISR and how might these challenges vary systematically across the CISR sectors?

3. Readings:
James R. Woolsey and Robert H. Kupperman, America’s Hidden Vulnerabilities: Crisis Management in a Society of Networks (Washington: Center for Strategic and International Studies, Georgetown University, October 1984).
William Waugh, “Leveraging Networks to Meet National Goals:  FEMA and the Safe Construction

Networks,” (Washington: IBM Center for the Business of Government, 2002).
Robert Agranoff, “Leveraging Networks:  A Guide for Public Managers Working Across Organizations (Washington, D.C.: IBM Center for the Business of Government, 2003).

Steven M. Rinaldi, James P. Peerenboom and Terrence K. Kelly, Identifying, Understanding and Analyzing Critical Infrastructure Interdependencies, (2004), http://www.ce.cmu.edu/~hsm/im2004/readings/CII-Rinaldi.pdf.
Ted Lewis, Critical Infrastructure Protection: Defending a Networked Nation, Chapter 1 and

Chapter 5, (New York: Wiley, 2006).

Anne M. Khademian and William G. Berberich, “The United States Coast Guard and a Port Security Network of Shared Responsibility” in Stephen Goldsmith and Donald F. Kettl, Unlocking the Power of Networks (Washington: Brookings, 2009).

G. Edward DeSeve, “‘Integration and Innovation’ in the Intelligence Community:  The Role of a Netcentric Environment, Managed Networks, and Social Networks” in Stephen Goldsmith and Donald F. Kettl, Unlocking the Power of Networks (Washington: Brookings, 2009).

U.S. Department of Homeland Security, Critical Infrastructure Resource Center:

http://training.fema.gov/EMIWeb/IS/is860a/CIRC/index.htm.
U.S. Department of Homeland Security, Office of Infrastructure Protection, Critical Infrastructure Sector Partnerships, http://www.dhs.gov/files/partnerships/editorial_0206.shtm#ssc.
U.S. Department of Homeland Security, Protection Partnerships and Information Sharing, http://www.dhs.gov/files/programs/gc_1292347375129.shtm.
U.S. Department of Homeland Security, Critical Infrastructure Partnership Advisory Council

(CIPAC), http://www.dhs.gov/files/committees/editorial_0843.shtm.
U.S. Department of Homeland Security, Critical Infrastructure Partnership Advisory Council

Working Groups by Sector, http://www.dhs.gov/files/committees/gc_1277402017258.shtm.
National Infrastructure Protection Plan: Partnering to Enhance Protection and Resiliency, Chapter

2, (2009), http://www.dhs.gov/files/programs/editorial_0827.shtm.
4. Suggested Readings:
Chaeho Lim, Creating Trust in Critical Network Infrastructures: Korean Case Study (ITU Workshop on Creating Trust in Critical Network Infrastructures, Seoul, Korea, (May 20, 2002).

U.S. Government Accountability Office, Bioterrorism: Preparedness Varied Across State and Local
Jurisdictions, GAO-03-373, (April 7, 2003).

Congressional Research Service, Vulnerability of Concentrated Critical Infrastructure: Background and Policy Options, Report RL 33206 (Washington, DC: Congressional Research Service, December 21, 2005).

Keith Provan, Mark Veazie, Lisa Staten, and Nicolette I. Teufel-Shone, “The Use of Network

Analysis to Strengthen Community Partnerships,” Public Administration Review (September, 2005).

Arjen Boin and Denis Smith, "Terrorism and Critical Infrastructures:  Implications for Public-Private Crisis Management," Public Money & Management 26(5), (2006), 295-304. 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=937085.

W. David Stephenson and Eric Bonabeau, “Expect the Unexpected: The Need for a Networked Terrorism and Disaster Response Strategy,” Homeland Security Affairs, III(1), (February 2007).
Jerry Lavely and John Legters, “Problem-Solving Networked Communities:  The Applied Community of Interest Model,” Journal of Homeland Security, (April, 2009).

National Infrastructure Protection Plan: Partnering to Enhance Protection and Resiliency, Chapter

4, (2009), http://www.dhs.gov/files/programs/editorial_0827.shtm.
Due Week 8: Small groups will be organized to examine several specific networks for selected CISR policy areas such as water systems, transportation, banking and finance, etc.  Learners will be asked to map the networks, specify role of government agencies, assess how the networks meet the criteria discussed in class, and make observations on potential implications of the network for program effectiveness and efficiency.

LESSON 8 TOPIC:  GRANTS AS A POLICY TOOL
1. Learning Goals/Objectives:  Learners will focus on the design and impacts of alternative forms of Federal assistance provided to implement CISR and homeland security goals.  Learners will also address, discuss, and assess the following topics:

•
The history and evolution of the Federal grant in aid system, including the rationale for categorical grants as well as the emergence of block grants as an alternative policy instrument.

•
The effectiveness of Federal categorical grants in promoting Federal programmatic objectives and the equitable allocation of funds; discussion of their impacts on State and local decision making, priorities, and management.

•
The rationale and track record of block grants and broader proposals to devolve major responsibilities to State and local governments.

•
The role played by grants in achieving CISR objectives and how this role has evolved over time.

•
The challenges faced in designing and managing grants to achieve cooperative partnerships between Federal agencies and intergovernmental partners on CISR issues.

2. Discussion Questions:

•
How has the Federal grant in aid system evolved?

•
How effective are Federal categorical grants in promoting Federal programmatic objectives and the equitable allocation of funds?  What is their impact on State and local decision-making, priorities, and management?

•
What is the rationale and track record for block grants and broader proposals to devolve major responsibilities to State and local governments?

•
How have grants helped achieved CISR objectives?  How has the grant system evolved over time?

How well do grants match up with CISR problems and needs on the ground?

•
What are some of the challenges in designing and managing grants to achieve cooperative partnerships between Federal agencies and intergovernmental partners on CISR issues?

3. Readings:
Helen Ingram, "Policy Implementation through Bargaining: The Case of Federal Grants-in-Aid,"

Public Policy (Fall 1977).

Richard P. Nathan, "State and Local Governments under Federal Grants:  Toward a Predictive

Theory," Political Science Quarterly (Spring 1983).

David Beam and Timothy Conlan, “Grants,” in Lester Salamon, (ed.), The Tools of Government, (2002).
Dennis Dresang, Strengthening Federal-State Relationships to Prevent and Respond to Terrorism, (New York, NY: Century Foundation, 2003).

National Infrastructure Protection Plan: Partnering to Enhance Protection and Resiliency, Chapter 7, (2009), http://www.dhs.gov/files/programs/editorial_0827.shtm.
Office of Management and Budget, Analytical Perspectives: Budget of the U.S. Government, Fiscal Year 2012, Chapter on Aid to State and Local Governments.

Shawn Reese, Department of Homeland Security Assistance to States and Localities: A Summary and Issues for the 111th Congress, CRS Report R40246, (April 30, 2010), http://assets.opencrs.com/rpts/R40246_20100430.pdf.
U.S. Department of Homeland Security, Open for Business – Grants,    http://ipv6.dhs.gov/xopnbiz/grants/.
FY 2012 Homeland Security Grant Program (HSGP), http://www.fema.gov/government/grant/hsgp/.
4. Suggested Readings:
U.S. General Accountability Office, Federal Grants: Design Improvements Could Help Federal Resources Go Further, GAO-AIMD-97-7 (Washington, D.C.: December 18, 1996), http://www.gao.gov/archive/1997/ai97007.pdf.
Congressional Research Service, Homeland Security: Standards for State and Local Preparedness, (Washington, DC:  Library of Congress, January 2003), http://www.tiaonline.org/standards/technology/ciphs/documents/HS13.pdf.
U.S. General Accountability Office, Homeland Security: Reforming Federal Grants to Better Meet Outstanding Needs, GAO-03-1146T, (September 03, 2003), http://www.gao.gov/new.items/d031146t.pdf.
Sharon Caudle, “Best Practices Aiding High Performance Regional Partnerships,” Homeland
Security Affairs, II(3), (October 2006).

Peter Eisinger, “Imperfect Federalism: The Intergovernmental Partnership for Homeland Security,” Public Administration Review, 66(4), (July/August, 2006).

Charles Wise, “Developing a National Homeland Security System:  An Urgent and Complex Task in Intergovernmental Relations,” in Timothy Conlan and Paul Posner, Intergovernmental Management for the 21st  Century (Washington: Brookings, 2008).

LESSON 9 TOPIC:  REGULATION AND NATIONAL EXHORTATION AS POLICY TOOLS
1. Learning Goals/Objectives:  Learners will assess the causes and consequences of regulation and forms of national exhortation/standards as tools to achieve Federal objectives.  There will be general classroom discussion, including presentations, on logs on selected readings.  Learners will:

•
Identify the trends in the use of Federal regulation as a tool and the types of activities that are most commonly subject to regulation.

•
Examine the approaches used to ascertain the impacts and consequences of regulation.

•
Understand the range of reforms being undertaken in regulatory tools and approaches.

•
Discuss alternatives put forward to using direct regulation as a tool of public policy.

2. Discussion Questions:
•
What are the trends in the use of Federal regulation as a tool?  What types of activities are most commonly subject to regulation and what kinds of strategies are used by Federal programs to achieve regulatory goals?

•
What kinds of impacts and consequences have been reported for intergovernmental regulation?

How successful have different kinds of regulation been in achieving Federal policy objectives and what variables affect regulatory implementation?  What kinds of impacts have regulation had on the State and local sector?

•
What is the scope and prospects for recent efforts to reform and constrain regulation?

Specifically, how successful are recent efforts to roll back specific regulatory programs and intergovernmental regulation in general likely to be?

•
What kinds of national leadership techniques are available to the Federal government that is less prescriptive than regulation?  What are respective roles of research, national guidance, voluntary standards, and the "bully pulpit" in attaining Federal objectives?

•
What kinds of regulations have been deployed in CISR areas, e.g. drinking water system protection, chemical plant standards, etc.?

•
What alternatives exist for major CISR regulations — either different tools or different models of regulation?  What are advantages and disadvantages of different models for CISR standards?

•
What has been the implementation experience with CISR regulations?  Did the regulations inspire adjustments by private firms or states and localities?  What resistance occurred and how were regulations modified to deal with these concerns?

3. Readings:
John Kincaid, "From Cooperative to Coercive Federalism," The Annals, (1990). 
Lester Salamon, “Economic Regulation,” in Lester Salamon, (ed.), The Tools of Government, (2002).
Peter May, “Social Regulation” in Lester Salamon, (ed.), The Tools of Government, (2002).

P. Schulman, E. Roe, M. Van Eeten, and M. De Bruijne, “High Reliability and the Management of
Critical Infrastructures,” Journal of Contingencies and Crisis Management, 12(1), (2004), 14–28.
Charles Perrow, The Next Catastrophe: Reducing Our Vulnerabilities to Natural, Industrial, and
Terrorist Disasters (Princeton, NJ: Princeton University Press, 2007), selected chapters.

4. Suggested Readings:
Raymond Burby, “Have State Comprehensive Planning Mandates Reduced Insured Losses from

Natural Disasters?” Natural Hazards Review, 6(2), (1994), 67-81.

Robert Stavins, “Lessons from the American Experiment with Market-based Environmental

Policies,” in Market-based Governance (Washington: Brookings, 2002).

Nicholas Economides, “Telecommunications Regulation: An Introduction,” in Richard R. Neslon, (ed.), The Limits of Market Organization (New York: Russell Sage, 2005).

Darius Gaskins, “The Success and Limits of Deregulation in Network Industries:  Freight Railroad and Electricity” in Marc Landy, Martin Levin, and Martin Shapiro, Creating Competitive Markets: The Politics of Regulatory Reform, (Washington: Brookings, 2007).

U.S. Department of Homeland Security, Chemical Facility Antiterrorism Standards: Final, (2007), http://www.dhs.gov/files/laws/gc_1166796969417.shtm.
U.S. General Accountability Office, Freight Rail Security: Actions Have Been Taken to Enhance Security, but the Federal Strategy Can Be Strengthened, GAO-09-243, (April 2009), http://www.gao.gov/assets/290/288753.pdf.
Due Week 10:  You work for the Administrator of EPA.  You are responsible for developing a national strategy to protect drinking water systems from vulnerabilities associated with terrorism, natural disasters, and other risks.  Write a two page memo to the Administrator discussing the relative advantages of grants versus regulations to achieve this goal and make a recommendation.

LESSON 10 TOPIC: INFORMATION AS A TOOL OF GOVERNANCE
1. Learning Goals/Objectives:  Learners will explore the use of information sharing as a tool of government and will enable learners to:

•
Describe the role of information sharing in achieving the objectives of government programs.

•
Explain how information sharing can promote changes in behavior by the public with regard to CISR risks.

•
Describe the roles information sharing can play in encouraging private firms and other owners of critical infrastructure to reduce risks and promote greater resilience.
•
Identify the efficacy of providing transparent information to broader publics about the performance of key programs in the public and private sectors.

•
Explain how information can work in concert with other governmental tools to encourage desired changes in performance.

•
Describe the risks associated with sharing information on risk exposures of CISR assets and explain how those risks can be mitigated.

•
Summarize the track record at the Federal level in sharing information on risks with owners of critical infrastructure.

2. Discussion Questions:

•
What role does information play in achieving the objectives of government programs?

•
How can information promote changes in behavior by the public with regard to CISR risks?

•
What roles can information play in encouraging private firms and other owners of critical infrastructure to reduce risks and promote greater resilience?

•
What is the efficacy of providing transparent information to broader publics about the performance of key programs in the public and private sectors?

•
How can information work in concert with other governmental tools to encourage desired changes in performance?
•
What are the risks associated in sharing information on risk exposures of CISR assets?  How can those risks be mitigated?

•
What has been the track record at the Federal level in sharing information on risks with owners of critical infrastructure?

3. Readings:
Janet Weiss, “Public Information,” in Lester Salamon (ed.), The Tools of Government, (2002).

ISAC Council, A Functional Model for Critical Infrastructure Protection Sharing and Knowledge, (January 31, 2004), http://www.isaccouncil.org/index.php?option=com_docman&task=doc_view&gid=9&Itemid=208.
U.S. General Accountability Office, Critical Infrastructure Protection: Improving Information Sharing With Infrastructure Sectors, GAO-04-780, (July 2004), http://www.gao.gov/new.items/d04780.pdf.
U.S. Department of Homeland Security, DHS’ Efforts to Improve the Homeland Security Information Network, Office of the Inspector General, (2008), 
http://www.oig.dhs.gov/assets/Mgmt/OIG_09-07_Oct08.pdf.

European Network and Information Security Agency, Incentives and Challenges for Information
Sharing in the Context of Network and Information Security, (September 2010).

John Donahue and Richard Zeckhauser, Collaborative Governance: Private Roles for Public Goals in Turbulent Times, Chapter 5 on Collaboration for Information, (2011).

Kshemendra N. Paul (Program Manager, Information Sharing Environment), Information Sharing Environment: 2011 Annual Report to Congress, (June 30, 2011), http://ise.gov/sites/default/files/ISE_Annual_Report_to_Congress_2011.pdf.
4. Suggested Readings:
S. Barrett and B. Konsynski, “Inter-Organizational Information Sharing,” MIS Quarterly, 6, (December 1982 Special Issue), 93-105,  http://www.jstor.org/stable/248993?seq=1.
William Crosbie, Public-Private Passenger Rail Intelligence and Terrorism Information Sharing, Master’s Thesis, Naval Postgraduate School, (September 2008).

Maryellen Meymarian and William J. Parker, III, “A Next-Generation Pandemic Advisory System: Containing Pandemic Outbreaks through Education and Timely Dissemination of Information,” Journal of Homeland Security, (November 2009).

Homeland Security Advisory Council, Homeland Security Advisory System: Task Force Report and Recommendations, (September, 2009), http://www.dhs.gov/xlibrary/assets/hsac_final_report_09_15_09.pdf.
U.S. General Accountability Office, Critical Infrastructure Protection: Key Private and Public Cyber Expectations Need to Be Consistently Addressed, GAO-10-628, (July 2010), http://www.gao.gov/assets/310/307222.pdf.
U.S. General Accountability Office, Information Sharing: Federal Agencies Are Helping Fusion Centers Build and Sustain Capabilities and Protect Privacy, but Could Better Measure Results, GAO-10-972, (September 2010), http://www.gao.gov/new.items/d10972.pdf.
“Ten Years After 9/11: A Status Report on Information Sharing,” Hearing by the Senate Committee on Homeland Security and Governmental Affairs, (October 12, 2011), 
http://www.hsgac.senate.gov/hearings/ten-years-after-9/11-a-status-report-on-information-sharing.

Due Week 11: You have been asked to develop a public report card to rate the relative security of chemical plants across the Nation for DHS.  Write a two page paper that briefly summarizes how this information might make a difference in promoting greater protection as well as what key legal and political issues must be faced.

LESSON 11 TOPIC:  FINANCIAL SUBSIDIES FOR PRIVATE INVESTMENT
1. Learning Goals/Objectives:  Learners will assess the design and implementation issues involved in Federal tools promoting private investment and attainment of national critical infrastructure policy goals through insurance, loans and loan guarantee programs, and tax expenditures.  Learners will:

•
Explain how the government can provide incentives for markets to promote public goals and objectives and how market failures justify these tools and approaches.

•
Describe the rationale for loan and loan guarantee programs and explain where they are the most frequently deployed at the Federal level.

•
Describe the common advantages and problems experienced with this tool across different Federal program areas.

•
Describe the roles Federal insurance programs play in underwriting risks and promoting economic activity.

•
Identify the moral hazards associated with underwriting risks through insurance and guarantees and explain how such problems can be mitigated through Federal oversight and other tools.

•
Identify the specific roles tax subsidies play for CISR program goals.

•
Explain how tax expenditures shift the decisions of private individuals and businesses to invest in subsidized activities.

•
Describe the kinds of shortfalls in performance that are characteristic of tax expenditures and explain the effects these have on Federal objectives.

•
Describe the role these tools play in CISR areas and summarize the track record to date with

Federal tools promoting market investments for CISR.

2. Discussion Questions:

•
How can the government provide incentives for markets to promote public goals and objectives?

What market failures justify these tools and approaches?

•
What is the rationale for loan and loan guarantee programs and where are they most frequently deployed at the Federal level?

•
What are the common advantages and problems experienced with this tool across different Federal program areas?

•
What roles do Federal insurance programs play in underwriting risks and promoting economic activity?

•
What are the moral hazards associated with underwriting risks through insurance and guarantees?  How can such problems be mitigated through Federal oversight and other tools?

•
What specific roles do tax subsidies play for CISR program goals?

•
How do tax expenditures shift the decisions of private individuals and businesses to invest in subsidized activities?

•
What kinds of shortfalls in performance are characteristic of tax expenditures and what effects do these have on Federal objectives?

•
What role do these tools play in CISR areas?  What has been the track record to date with Federal tools promoting market investments for CISR?

•
Is there potential for greater use of insurance, guarantees, and tax expenditures to subsidize and incent private investment in CISR?

3. Readings:
Thomas Stanton, “Loans and Loan Guarantees,” in Lester Salamon, (ed.), The Tools of Government, (2002).

Ron Feldman, “Government Insurance,” in Lester Salamon, (ed.), The Tools of Government, (2002).

Christopher Howard, “Tax Expenditures,” in Lester Salamon, (ed.), The Tools of Government, (2002).

U.S. General Accountability Office, Catastrophe Risk: U.S. and European Approaches to Insure Natural Catastrophe and Terrorism Risk, GAO-05-199, (February 2005), http://www.gao.gov/new.items/d05199.pdf.
Michelle Boardman, “Known Unknowns:  The Delusion of Terrorism Insurance,” Georgetown Law
Journal, (March, 2005).

Office of Management and Budget, Fiscal Year 2012: Analytical Perspectives, Budget of the U.S. Government, Chapter on Credit and Insurance, http://www.whitehouse.gov/sites/default/files/omb/budget/fy2012/assets/spec.pdf.
4. Suggested Readings:
U.S. General Accountability Office, Government Performance and Accountability: Tax Expenditures Represent a Substantial Commitment and Need to be Reexamined, GAO-05-690, (Washington: GAO, September 2005), http://www.gao.gov/new.items/d05690.pdf.
Center for Risk Management and Decision Processes, TRIA and Beyond: Terrorism Risk Financing in the U.S. (Philadelphia, PA: The Wharton School, University of Pennsylvania, August 2005), http://opim.wharton.upenn.edu/risk/downloads/TRIA%20and%20Beyond.pdf.
Class Project:  Learners will rate the efficacy of financial subsidy tools to promote greater levels of protection for nuclear energy plants.  Dimensions to be rated will include effectiveness, cost efficiency, and equity.  Tools rated will include insurance, loan guarantees, grants, and tax expenditures.

LESSONS 12 THROUGH 14 TOPIC: PUBLIC-PRIVATE PARTNERSHIPS AND OTHER MARKET-BASED TOOLS
1. Learning Goals/Objectives:  Learners will explore the potential and pitfalls of alternatives to the public delivery and provision of services.  Focus will be on a continuum of private involvement with public programs, as shown below.  The table shows that there are four different combinations of public-private delivery and financing.

	Delivery/ Financing
	Public
	Private

	Public
	Direct government
	Public-private partnerships

	Private
	Contracting
	Full privatization


Learners will:

•
Describe the different forms of privatization deployed at the Federal level today.

•
Describe the roles the private sector plays in CISR programs and the tools used to engage the private sector and how have they been designed and implemented.

•
Identify the potential consequences of various privatization options for efficiency, responsiveness, and accountability and describe how these impacts vary by type of tool used to engage the private sector.

•
Identify the opportunities for privatizing Federal programs and the issues that should be considered when designing privatization initiatives.

•
Identify the advantages and risks in contracting with the private sector and explain how, if at all, Federal agencies sought to mitigate and overcome those risks.

•
Describe the range of public and private roles in public-private partnerships and the opportunities and risks the government and private partners gain from such relationships.

•
Explain how partnerships can be designed to minimize risks for the public sector and for private parties.

•
Describe the unique capabilities that are required of public managers to oversee contracts and public-private partnerships.

2. Discussion Questions
•
What are the different forms of privatization deployed at the Federal level today?

•
What roles does the private sector play in CISR programs?  What tools are used to engage the private sector and how have they been designed and implemented?

•
What are the potential consequences of various privatization options for efficiency, responsiveness, and accountability?  How do these impacts vary by type of tool used to engage the private sector?

•
What are the opportunities for privatizing Federal programs?  What are the issues that should be considered when designing privatization initiatives?

•
What are the advantages and risks in contracting with the private sector?  How have Federal agencies sought to mitigate and overcome those risks and how successful were they?

· What is the range of public and private roles in public-private partnerships?  What opportunities do the government and private partners gain from such relationships?  What risks accrue to both parties?

•
How can partnerships be designed to minimize risks for the public sector and for private parties?

•
What unique capabilities are required of public managers to oversee contracts and public-private partnerships?

3. Partnership Readings:
Stephen H. Linder, “Coming to Terms with the Public-Private Partnership: A Grammar of Multiple Meanings,” in Pauline V. Rosenau, (ed.), Public-Private Policy Partnerships (Cambridge, Ma: MIT Press, 2000).  http://abs.sagepub.com/content/43/1/35.full.pdf+html
Congressional Budget Office, Homeland Security and the Private Sector, (December 2004), http://www.cbo.gov/ftpdocs/60xx/doc6042/12-20-HomelandSecurity.pdf.
U.S. Government Accountability Office, Critical Infrastructure Protection: Progress Coordinating
Government and Private Sector Efforts Varies by Sectors’ Characteristics, GAO-07-39, (October

2006), http://www.gao.gov/new.items/d0739.pdf.
Sue Eckert, Protecting Critical Infrastructure: The Role of the Private Sector, (2006), http://www.ridgway.pitt.edu/LinkClick.aspx?fileticket=Bezaq7AdjxA%3D&tabid=233.
Myriam Dunn Cavelty and Manuel Suter, “Public-Private Partnerships Are No Silver Bullet: An Expanded Governance Model for Critical Infrastructure Protection,” International Journal of Critical Infrastructure Protection, (2009), http://www.sciencedirect.com/science/article/pii/S1874548209000274.
Ronald McQuaid, “Theory of Organizational Partnerships: Partnership Advantages, Disadvantages and Success Factors,” in Stephen Osborne, The New Public Governance: Emerging Perspectives on the Theory and Practice of Public Governance, (February 2010).

Carsten Greve and Graeme Hodge, “Public-Private Partnerships and Public Governance Challenges,” in Stephen Osborne, The New Public Governance: Emerging Perspectives on the Theory and Practice of Public Governance, (February 2010).

4. Contracting Readings:
Steven Kelman, “Contracting,” in Lester Salamon, (ed.), The Tools of Government, (2002).

Ruth Hoogland DeHoog and Lester Salamon, “Purchase-of-Service Contracting,” in Lester Salamon, (ed.), The Tools of Government, (2002).

Mark Moore, “Privatizing Public Management,” in John Donahue and Joseph Nye, Jr., (eds.),
Market-based Governance (Washington: Brookings, 2002).
Donald Kettl, “Governance, Contract Management and Public Management,” in Stephen Osborne, The New Public Governance: Emerging Perspectives on the Theory and Practice of Public Governance, (February 2010).

U.S. General Accountability Office, Summary of Reports on DHS Contracting Issues,
http://www.gao.gov/highrisk/agency/dhs/managing-homeland-security-acquisitions.php.
5. Suggested Readings:
Joseph E. Stiglitz and Scott J. Wallsten, “Public-Private Technology Partnerships: Promises and Pitfalls,” in Pauline V. Rosenau, (ed.), Public-Private Policy Partnerships (Cambridge, MA: MIT Press, 2000).

Howard Kunreuther, “Interdependent Disaster Risks:  The Need for Public-Private Partnerships,” In Building Safer Cities: The Future of Disaster Risk, edited by Alcira Kreimer, Margaret Arnold, and Anne Carlin, (Washington, DC: International Bank for Reconstruction and Development/The World Bank, 2003), 83-87, http://www.bvsde.paho.org/bvsacd/cd46/cap6-interde.pdf.
U.S. General Accountability Office, Homeland Security: Successes and Challenges in DHS’s Effort to Create an Effective Acquisition Organization, GAO-05-179 (Washington, D.C.: March 29, 2005), http://www.gao.gov/new.items/d05179.pdf.
Jeremy M. Wilson, Brian A. Jackson, Mel Eisman, Paul Steinberg, and K. Jack Riley, Securing
America’s Passenger-Rail Systems, (Santa Monica, CA: RAND Corporation, MG-705-NIJ, 2007).

U.S. General Accountability Office, Internet Infrastructure: DHS Faces Challenges in Developing a Joint Public/Private Recovery Plan, GAO-06-672 (Washington, D.C.: June 16, 2006), http://www.gao.gov/new.items/d06672.pdf.
U.S. Government Accountability Office, Critical Infrastructure Protection: Progress Coordinating
Government and Private Sector Efforts Varies by Sector’s Characteristics, GAO-07-39, (October

2006), http://www.gao.gov/new.items/d0739.pdf.
Amit Kumar, “Developing Homeland Security Partnerships: A Comparative Analysis from the Area of Financial Security,” Journal of Homeland Security, (August, 2007).

Catherine Rudder, “Private Governance as Public Policy: A Paradigmatic Shift,” Journal of Politics,

70(4), (October 2008), pp. 899-913.

Laura Dickson, “Public Values, Private Contract,” in Jody Freeman and Martha Minow, Government By Contract: Outsourcing and American Democracy (Cambridge, MA: Harvard Press, 2009).
Due Week 14: You are advising the Secretary of DHS on how to work with chemical plants to reduce risks.  In a two page memo, discuss both the contracting approach and the public-private partnership approach.  How would they differ and what differences might we expect in the sharing of risks, costs, and information?

LESSON 15 TOPIC: BRINGING IT ALL TOGETHER
***** TAKE HOME FINAL EXAM HANDED OUT
1. Learning Goals/Objectives:  Learners will assess the overall efficacy of third party government. Learners will address and answer the following questions:

•
Is third party governance:

o A vital and effective approach to achieve public goals?
o A necessary evil given the dispersion of power in our system?
o A force sapping the ability of government to achieve public values?
o It all depends?
•
How does third party governance match up with the requirements for effective public promotion of CISR goals?

•
Which CISR areas are a better fit for third party governance models and which are a worse fit?

•
What are the key elements that determine the effectiveness of third party tools to achieve national governmental goals?

2. Readings:
Lester Salamon, “Conclusions,” in Lester Salamon (ed.), The Tools of Government, (2002). 
Lawrence Lynn, “What Endures?  Public Governance and the Cycle of Reform,” in Stephen Osborne, The New Public Governance: Emerging Perspectives on the Theory and Practice of Public Governance, (February 2010).

Erik Hans-Klijn, “Trust in Governance Networks,” in Stephen Osborne, The New Public Governance: Emerging Perspectives on the Theory and Practice of Public Governance, (February

2010).

John Donahue and Richard Zeckhauser, Collaborative Governance: Private Roles for Public Goals in Turbulent Times, Chapters 9 and 10, (November 6, 2011).

Class Presentations of Group Projects: Each group will focus on a different CISR area and make a PowerPoint presentation about the current tools and governance models that characterize that area.
The types of issues that the group should address include:

•
Historical development of the Federal role for the chosen CISR area.  What forces were responsible for the governance models and tools that are deployed for that area?
•
The implications of the tools used for the performance of the CISR program under study.
•
Discussion of the third party actors and networks that constitute the implementation regime for that CISR area.  How do the interests and capacities of those actors influence the achievement of national protection goals?

•
Discussion of the politics that support the current roles and responsibilities for the CISR area.

Who supports the current division of authority and responsibility and how might that change?
•
Proposed reforms, if any, the group can agree to in the design of the tools and their management and implementation.  To what extent can DHS itself change the program design and to what extent must Congress be engaged?

� Critical infrastructure sector designations are subject to change based upon evolving Executive Branch policy. Please refer to the U.S. Department of Homeland Security Office of Infrastructure Protection or the Critical Infrastructure Resource Center (� HYPERLINK "http://training.fema.gov/EMIWeb/IS/is860a/CIRC/index.htm" �http://training.fema.gov/EMIWeb/IS/is860a/CIRC/index.htm)� for the most up-to-date information.
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