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Improving Your Software Reliability and Security 

Do you need to reduce the frequency and severity of failures due to software defects?  
 

Do you need to assure adequate confidence in your systems? 
 

This workshop is intended to help equip you with techniques and tools to meet 

those goals … and do so in a cost-effective way. 

 

 

What are YOUR OWN goals for today? 
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•   

•     

•   

•     
•   

•     

Take notes … 
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Evaluating … 

 

 … reaction 

 

 … learning 

 

 … behavior 

 

 … results 
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REACTION 

   

  Feedback sheet provided 

 

 

LEARNING 

   

  Should I quiz you on content? 

 

 

BEHAVIOR + RESULTS  

   

  ... Call me … or I’ll call you 
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Handbook Topics 1.2 and 2.0 

 

 

Glossary of Key Information Security Terms 

 

Evaluating Software’s Impact on System and System of Systems Reliability 

 

Review of Quantitative Software Reliability Methods 
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QUALITY =  

meeting requirements 

QUALITY =  

 “fitness for use” 
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Make it. 

 

Make it work. 

 

Make it work right. 

 

Make it work right, regardless … 

 



acceptable 

functional 

correct 

dependable 

maintainable ? 
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Reliability: does what is expected 
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Unreliability: doesn’t do what is expected 
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Reliability: measured in… 

…success/failure probability 

…Mean Time To Failure 
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measured in … 
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Software Reliability Engineering 
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Software Unreliability 
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Software Insecurity 
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Software Security Engineering 

40 



Software Security Engineering 

confidentiality 
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Building Security In Maturity Model 

 

Secure Software Development Life Cycle Processes 

       

Systems Security Engineering 
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suitability + accurateness + interoperability + compliance + security 

   maturity 

+ fault tolearnce 

+ recoverability 

   understandability 

+ learnability 

+ operability 

  analyzability  

+ changeability 

+ stability 

+ testability 

   adaptability  

+ installability 

+ conformance 

+ replaceability 

time behavior + resource behavior 
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Set measureable  

dependability targets 
Design. Implement. 

Build in dependability. 

Conduct appraisals. 

Identify opportunities. 
Release? 

Rework? 

Improve 

processes 

Handbook of Software 

Reliability and Security Testing  

“Improving Your Software Reliability and Security” 
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Statistical  

Modeling and  

Estimation of  

Reliability  

Functions for  

Software 
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Ozmet (2005) analyzed OpenBSD 2.2 data 

 

79 vulnerabilities discovered 1998-2002 

 

Applied reliability growth models in SMERFS 

 

Found best fit from  

 Musa logarithmic model 

 

Acceptable results also from 

   other models 

 

 

“Software Security Growth Modeling: Examining Vulnerabilities 

with Reliability Growth Models.” Andy Ozment, University of 

Cambridge. First Workshop on Quality of Protection, Milan, Italy, 

September 15, 2005.   

[Berkeley Software Distribution = Unix-derived operating system] 

49 



Shin and Williams (2013) analyzed Firefox web browser 

 

 

Used fault prediction models based on traditional metrics 

 

 

Found valid to predict vulnerabilities, although with high rate 

      of false positives 

“Can traditional fault prediction models be used for vulnerability prediction?” Yonghee 

Shin (DePaul University) and  Laurie Williams (North Carolina State University). 

Empirical Software Engineering (2013) 18:25-59. 
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Shin and Williams (2013) … Firefox web browser 
 

11,259 total files 

78% not 

defective 

21% 

“defective” 

3% 

vulnerable 
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Shin and Williams (2013) … Firefox web browser 
 

11,259 total files 

78% not 

defective 

21% 

“defective” 

0.6% vulnerable but  

not found as 

“defective” 
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Traceability Matrix 
 

Software 
Requirements 
Specification 

Design Code Test Plan 

 
[Enter SRS ID here.] 

 
[Enter design 
element ID here.] 
 

[Enter code location 
or ID here.] 

[Enter test case 
number here.] 

 

   

 

   

 

   

 

   

 

   

[Add rows until there is at least one row per requirement] 
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Software Security “Touchpoints” 
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Software Reliability Modeling 
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Software Security Modeling 
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Security Assurance Maturity Model 

       

Technical Guide to Information Security Testing and Assessment 

       

Open Source Security Testing Methodology Manual 

       

Open Web Application Security Project Testing Guide 

 

 

Handbook Topic 3.5.13:  Optimal Release Time  
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50% 55% 60% 65% 70% 75% 80% 85% 90% 95% 100%

Defect Removal Effectiveness 

Defects 
per function point 

Malpractice 

U.S. 

Average 

Best in Class 

. 

 

 

MAJOR SOFTWARE QUALITY ZONES 

CMMI level 2 
  CMMI level 3 
    CMMI level 4 
       CMMI level 5 
          PSP/TSP 

The CMMI has overlaps 
among the levels. 

[Capers Jones. unpublished communication] 
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RANGES OF DEFECT REMOVAL EFFECTIVENESS 

 Lowest Median Highest 
 
  Requirements review 20% 30% 50% 
 
  Top-level design reviews 30% 40% 60% 
 
  Detailed functional design reviews 30% 45% 65% 
 
  Detailed logic design reviews 35% 55% 75% 
 
  Code inspections 35% 60% 85% 
 
  Unit tests 10% 25% 50% 
 
  New function tests 20% 35% 55% 
 
  Integration tests 25% 45% 60% 
 
  System test 25% 50% 65% 
 
  External beta tests 15% 40% 75% 
 
CUMULATIVE EFFECTIVENESS 75% 97% 99.99% 

[Capers Jones, unpublished communication] 
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          Costs of 

meeting requirements 

  COST OF QUALITY 

       Costs of not 

meeting requirements 

Prevention 

Appraisal 

Internal 

 failures 

External 

 failures 
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