Revised Cost of Quality Model
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Juran’s Quality Control Handbook, 4™ Edition (1988)
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Investments In Prevention
» Rules: Security Policy, Procedures
» Tools: Passwords, Firewalls, Encryption

« Awareness, Training, Education



Investments In Response
« Contingency Plans
« Backup Capabilities

* Emergency Drills



Verification

“Are we doing the job right?”

Validation

“Are we doing the right job?”



|IEEE Std 1012

|EEE Standard for Software
Verification and Validation

SQA

V&V

reviews, audits testing

foundational component within
|EEE Software Engineering standards series



reasonable 3 4 4
/ ;

1 3

infrequent 1 1 3

Likeli- negligible catastrophic

hood
consequence




RISK: “probability that some adverse
circumstance will actually occur”

RISK: “any threat to the achievement of
one or more key aims of the project”

RISK: “changes 1n the future that would
lead to unacceptable situations™



“Yesterday’s problems are
today’s ”

“Today’s are
tomorrow’s problems.”



Risk Exposure can be
unacceptable

TN .
SN ... even with low

A, probability of occurrence
o o
If too great a
consequence
of occurrence =

gy, ey
_.':-—-h.
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Risk Management

/\/. Risk Exposure =
68

Likelihood of occurrence

X

W), |
Consequence of occurrence -I%
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Risk Management

Risk Avoidance =

reducing probability
of occurrence

Risk Mitigation =
reducing consequence
of occurrence

12



ROI|I = return
Investment

RORI =risk exposure reduction

reliability investment
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Security Risk Exposure =

/)
/\\\/)@ Probability of occurrence

~ frequency of exploitable defects (“vulnerabilities”)

X

), |
Conseguence of occurrence -I.%
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Security Risk Exposure =
£

)
~YaN % Probability of occurrence
Q\ k\;‘g

(knowledge * skill * resources * motivation)
X

Consequence of occurrence T f;‘\
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Security Risk Exposure =

\()@ Probability of occurrence
c‘:,‘

(knowledge * skill * resources * motivation)

Qv
Consequence of occurrence T f;‘\
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Risk = f ( threat, vulnerabilities, consequences )

| | | | | |

Deter Disrupt Defend Detect Restore Discard

Risk Management Parameters

Resilient Military Systems and the Advanced Cyber Threat
Defense Science Board Task Force Report: January 2013
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Risk = f ( threat, vulnerabilities, consequences )

| | | | | |

Deter Disrupt Defend Detect Restore Discard

Risk Management Parameters

Intent = desire + expectance
Capabilities = resources + knowledge

18




static

assessments

Inspections
walkthroughs
audits

reviews
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prototyping
simulation

unit testing
Integration testing
system testing

acceptance testing

dynamic
assessments

20



& IEEE

IEEE Standard Dictionary of
Measures of the Software Aspects

of Dependability

IEEE Computer Soclety

Sponsored by the
Software Engineering Standards Committes

ea IEEE Std 882.1™-2005

3 Park Avenu=
Hamw Work, NY 100M6-5397, LUSA {Peyision of
IEEE Sig 982 1-1388)

& May 2006
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I T v 1 USSR 4
3.2 Time to next fatlure (5) (Lyu [Bl2] ) oo 4
3.3 Rask factor regression model (Schoerdewind [B22]) e 5
3.4 Remaimng failures (Keller and Schnerdewind [B11]) ..o 6
3.5 Total test time to achieve specified remaimming failures (Schneidewind [B20]) ... .. 7
3.6 Network reliability (Schnetdewind [B 1O oo e 8
4. Modified reliab ity e astres e 10
4.1 Defect density (982 #2) (Fenton and Pfleeger [B5] and Nikoraetal [B17]) ... ... 10
4.2 Test coverage mdex (982 25) (Binder (B2 o e 11
4.3 Requirements compliance (982 #23) (Fischer and Walker [B6]) ..o 11
44 Fatlure tate (982 #31 ) (L [B L2 e 12
5. Retamed reliabality measures e 13
5.1 Fault density (982 #1) (Musa [B14] and Nikora and Munson [B16]) ... ... 13
5.2 Requirements traceability (982 #7) (Fenton and Pfleeger [B5]) ... 15
5.3 Mean tume to failure (MTTF) (982 #30) (Lyu [B12] and Musaetal. [B15]) ..ol 16
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IEEE Std 982 _.1-2005
IEEE Standard Dictionary of Measures of the Software Aspects of Dependabhility

Start Lest i Test, Begin Mission End Mission
niyr,
EEnd Test
Start Test Continue Test Begin Mission End Mission
lt_r 'FI'I

'H-l'*IErr '-“Ir}i‘-rr

Figure B.1—Remaining failures criterion scenario
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Start Test End Test, Begin Mission End Mission

. —

i, i, -
THt) g
End Test
Start Test Continue Test Begin Mission Emd Misdon
. I, - L

Tty 5 Tilt)

Figure B.2—Time to Next Failure criterion scenario
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Operational Profile: Distribution of Uses

Operation Dcn:urrn:*_nte Initial_test
probability Cases
Enter card 332 66
Verify PIN 332 66
Withdraw checking 199 40
Withdraw savings 066 13
Deposit checking 040 g
Deposit savings 020 4
Query status 00664 1
Test terminal 00332 1
Input to stolen card list 0.00058 0
Backup files 0.000023 0
Total 1 199
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Failures

10

10 15 F. || 25 E ||
Time x1,000 Hours

http://en.wikipedia.org/wiki/User:Wyatts/Draft_article_C 26



www. hetemeal.com
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Apply each “classic” tool to software ....

Al m
B Flpnnt
clrpmin ¥
D gl
Causes
Check Sheet Pareto Diagram
Units Time
Histogram Run Chart
Al . & mmmmmmm—aa- ucL
______ Q____. LCL
B
Scatter Diagram Control Chart

A X
L L

Cause-and-Effect, or Fishbone,
Diagram
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Apply checklist/sheet to software ....

Practiceforganization 01 02 03 04 05 06 07 O"
Level 3

Allocated resources o

Assigned responsibilities O o o C o O C
Organizational policy L - ® 9 - O
Data collection and use

Customized material - o o - - - - -
Training all - - - -~ - - - -
Defined process - L] . ® O ® - -
Code inspections - o - O O - - -
Test case inspections O L] O ® o O -

Level 2

Training for leaders - - = = - - - -
Design inspections O L] O ] o O O O
Requirement inspections O L » ® o O o o
Own estimatefaverage 2.8 2.8 33 3 2.7 2 2.3 2

Sami Kollanus

Experiences from using ICMM in inspection process assessment
SOFTWARE QUALITY JOURNAL Volume 17, Number 2, 177-187, DOI: 10.1007/s11219-008-9067-2
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Apply Pareto diagram to software ....

14 ﬁt 1000
” - ST
12—
- 0,
10+ - %
o
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.g | 500 =
(=R E
- doe =2
=
4_ --3:":"1 a
- DG
7
- 100
0 P P P n T n e
L5 L ':" |:'l
,'L?‘ﬁ.i"" L '_ull:';'!'“ l:.l'ﬁ':" L ?‘e- ﬂ' ﬁ}ﬂ_ 3
l._l:‘ﬁ E.I__l(-.‘l"lz-" _ll;'-'ll:':"L s '.l_". HE-'
Category Py

Heimann, David. A Bipartite Empirically Oriented Metrics Process for Agile Software Development.
Software Quality Professional. Vol 9. No.2 (2007)
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e Of Tolal Datacts

coB8E858832888

—

Apply histogram to software ....

Defect Distribution by Severity Level Defect Distribution by Days Open
_ 100
L 90 L
_ a0 L
u ﬁm B
i 8ol |
_ Edu _ |
: ;‘gaﬂ |
; 20
i 10
SR 5

SEV1 SEVZ2 S5EVE  SEV4 1=7  8-14 15-2122-28 29-35 36+
(A) (B)
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Apply run chart to software ....

P

% Delinguent

% Delinquent

i ———

Lo b o b o b e b boa s by o

Week

“‘Run Chart of Percentage of Delinquent Fixes” in Metrics and Models in Software Quality
Engineering, 2nd edition, by Stephen H. Kan (2002). Used by permission.

I I R R B
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Apply scatter diagram to software ....

Defects
.

-'1 - - .
‘"ﬁ."' .

McCabe's Complexity Index

“Scatter Diagram of Program Complexity and Defect Level” in Metrics and Models in Software
Quality Engineering, 2nd edition, by Stephen H. Kan (2002). Used by permission
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Apply control chart to software ....

700
EO0
500 -
= 400 - ol -
300 4 I 324000
200 - - i ‘! A =
100 - H‘I ﬂ'r‘ ll 145.13
o T T T T T T T
MW 40 60 B0 100 120 140 1ED
700
B0 -
500 -
400 -
g 300 - i
200 - b it
ool Lthy 1L 3 g
o ! L g
MW 40 60 B0 100 120 140 1ED A

Paulk, Mark C., Kim LaScola Needy, and Jayant Rajgopal. Identify Outliers, Understand the Process.
Software Quality Professional. Vol. 11, No.2 (2009)



Apply fishbone diagram to software ....

Moderator Planning

Familiar with Select Determine
Ensure Key % Process Trained Participants
Participants Maderator
Present Moderator .
Checklist Determine 1
Follow-up and - Determing %, Number of Sessions
Completion Ensure Procedures  If Overview
v, Followed Needed Schedule
N N . Effective
Resolve Inspection

Inspection Li=t af
Major Iterms
for Discussion

Inspectors at Inspection

Preparation Inspection
Meeting

“Cause-and-Effect Diagram of Design Inspection” in Metrics and Models in Software
Quality Engineering, 2nd edition, by Stephen H. Kan (2002). Used by permission
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“NEW” PLANNING / MANAGEMENT TOOLS

Affinity Diagram

—.
L= |

 — |
o e : L1
o o | [ [ o [ g f-
O [ ﬂ !
Ooo| |[ooO

Matriz Diapram

Arrow Diagram

TYFE 1

TYFE2 | A | B [« D ]E
! |Alx 2
I H iy
jani - - ‘,-:.L L
i =1 e

Process Decizion Program Chart

—

_-'--! -I-. B -____-! T, 1““‘ J L A - !
:-. E = :ﬂ- 'III " e ::‘LI
— e
) l Spr_m?

=

Tree Diagram
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Apply affinity diagram to software ....

Sat of Web

podals DO
Aftributes
Do Do DG | (010]
[ Intringic ] [ Operational J Conbexiual Fepreseniational
Accuracy Accessibility Applicability Interpretability
Objectivity Security Completeness Understandability
Beliavability Interactivity Flaxibility Concise Reprasantation
Reputation Availability Mawalty Consistent Rapresentation
Currency Customer support Reliability Amount of Data
Duplicates Ease of operation Relevancy Attractiveness
Expiration Response time Specialization Documentation
Traceability Timeliness Organization
Validity
Value-Added

Angélica Caro et al

A proposal for a set of attributes relevant for Web portal data quality.

SOFTWARE QUALITY JOURNAL Volume 16, Number 4, 513-542, DOI: 10.1007/s11219-008-9046-7




Apply relations diagram to software ....

Query
Processing ~—__
Farfamiance Component ' Configurations
/' c I|| and Setup
- |
Major — ¥ / / Issues \
: o Component i
D — Mumber of eBusiness-
Customer Related
Major Critical Issues
Cause d-» Coml:;_unant Situations '>/ Consultation |
Issues ‘f
f ( Technical « |
Major Cause e —»[ COMPOnent [ Support | 4-Responsiveness |
F
l"E‘“Tlrmaz to
f Diagnose
G
/ Component
'l"-aio" __'___,_,_,—-—'-'""_-H_-r _H_”/I
Causaf —

“A Diagram of Complex Relationships Associated with Customer-Critical Situations of a Software Product” in
Metrics and Models in Software Quality Engineering, 2" edition, by Stephen H. Kan (2002). Used by permission.
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Apply tree diagram to software ....

Quality in
Use MST Predictability (Q.0

Jos J. M. Trienekens * Rob J. Kusters * Dennis C. Brussel
Quality specification and metrication, results from a case-study in a mission-critical software domain
Software Qual J (2010) 18:469-490 DOI 10.1007/s11219-010-9101-z
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Apply matrix diagram to software ....

Tradon
—
Synergy * 10
+ + Compromise =™ -1.0
)
o
>
=4
? g
= | c o
218 |2 s
2|5 |E o | = e
-~
z EI|A & 35 & o lol=s | |o|=x]|w|@
cl-|® & o | e elwlQ|Q|Q[(Q|2Q]|°|=
= > |l= |2 |E clelele s |2 | ®
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][N ]|®m|=|[w|[o ]|~ ]|o w | o |~
CR1: Scalability 20 & O {33 [53 |32 |35 |55 [36 |60
CR2: Reliability 3.0 = VO 50 (3.7 |36 |47 [3.7 (48 |55
CR3: Speed 40 | & 42 (27 |32 |34 [45 (3.0 |50
CR4: Accuracy 10 & Y O 44 |36 |47 [36 [50 |43 |55
CRS: Easy to use 50 |3 V|V ]34 |41 |56 |46 |58 (42 |60
Competitor C1 - g ol2l2|™=]2|a
e l3[c|2 2|22 | Standard 9-3-1
. o
Competitor C2 o % < g g ~|ala Strong  ©
o+ |w |o (& |~ |o [~ [ Moderate ©
Competitor C3 3 o |a Weak ¥
SQlilo|l®@loa|la|R|2 |2
o |m o (& & |~ |~ |®
Competitor C4 3 o |lo o
o [ [ | [ |22
- M |o [« | = | |o [«
Competitor C5 g o | o [=1
QNG |2 o | ™|« |2
o lrlola [& -1~ |w
4 o
Competitor C6 (Our Product) o |2 [~ g g ~|lale
M | m|lo (|- |w|lo o
Targets for Our Future Product b § b -3 2 8B
ol Jo fa (O Jo o |~

Frank Liu et al

A quantitative approach for setting
technical targets

based on impact analysis in software
quality function

deployment (SQFD)

Software Qual J (2006) 14: 113-134
DOI 10.1007/s11219-006-7598-y
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Apply matrix data analysis to software ....

i 1
F - £ -
>
High
entropy
& . ot @
INTERNAL -F Balance bm'wn: - : CMM 2
— - —
- _r.:‘--‘-' - Ptemal 8nd axtemal ntropy
- H cm 3
*c ° e LITR:
Low B
Y Ca 5
>
Low High

Jos J. M. Trienekens et al

EXTERNAL entropy =

Entropy based software processes improvement

SOFTWARE QUALITY JOURNAL Volume 17, Number 3, 231-243, DOI: 10.1007/s11219-008-9063-6



Apply arrow diagra

Software risk

M to software ....

o | Total testing

cosl

COsl

Software

Fraction of

3 cumulative errors

o o -1
R(x/r) |1 | || testing cost
e ______1 : Errors detected | |
A dH (1)
: Fraction of dt
| | undetected errors
I I-H(t
|
|
|
: Aulonomous errors
I detected factor o
|
I ..y

N\
Prior judgments on the
parameters by the experts

Prior analysis

Posterior anal

Kuei-Chen Chiu et al

detected H (1)

e o o s o e e e e e =

ysis

Bayesian updating of optimal release time for software systems
SOFTWARE QUALITY JOURNAL Volume 17, Number 1, 99-120, DOI: 10.1007/s11219-008-9060-9
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Apply process decision program chart
to software ....

Design the alternative test schemes
{various manpower and testing resources )

1
! ;

Evaluate the parameters of
the prior distributions for

the aliernative schemes by

collecting experts opinions

Prior Investigate the parameters
of the relevant costs for

Analysis :
3 the alternative schemes

A~

Mean value i
function m(r)
— Estimate the test cost, reliability, and
Prior dist. s software release time for the allemative
Slae.n) schemes

Cost model *
E|IC(T)]
Choose and proceed with
the best test scheme

o ceeptable L
No
Collect the data from the
Kuei-Chen Chiu et al v r— hesncsrcnemc
. . . P i .
BayeSIan u pdatl ng Of Optl mal Ao'f:;;?: ;:T::T:r::: Estimate the test cost, reliability, and
release time for software systems Pleey) ([ | BT e e etk
Cost model
SOFTWARE QUALITY o I

JOURNAL Volume 17, Number 1, SIS s End
99-120, DOI: 10.1007/s11219-
008-9060-9
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2230 - 3:30 pm

Resources for the Journey

3:30 - 4:30 pm

Consolidation and Commitment ... Where fo Go From Here
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stakeholder agreement operational profiles

reviews tests

verifiable requirements fault-tolerant design
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Software Reliability

M k., T KT LA tem e
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Cyber Security and Information Systems
Information Analysis Center

Ask CSIAC Websites Community My stuff

'-. ’ - . -", Upcoming events

3 IE 11th Annual Conference on

4 18 Systems Engineering Research
= (CSER 2013) Location: Georgia
Institute of Technology, Atlanta, Georgia

// Group:
/
yd X Defense Intelligence Worldwide
Software Security Growth Modeling Presenter: Related: 7 Location: Baltimore Convention
Security grpwth modeling, analogous to reliabil_ity growth | Taz Daugntrey & Wer Center Group: Software Intensive
modeling, is an attempt to quantify how the projected security P wmr; ° Systems Engineering, Knowledge

of a system increases with additional detection and removal T { SUESEE
of... read more Quality Scientist \ 5" Bty and Softuers Management & Information Sharing,
fi Assurance Programs Information Assurance, Modeling &
|

Simulation
= O TTee—— - | T N daly e —_— e
3 v -
m e \( i e T %’ EFA APQC’s 2013 Knowledge
Automated Testand Quantifying Uncertainty  Software Security  Social Media Analytics Managing Technical 28 Management Conference
Re-Test (ATRT) in Early Lgfecycle Cost Growth Modeling and Privacy Debt Location: Houston, Texas Group:
Estimation ; /
Knowledge Management & Information
Sharing
-~ Software Intensive Systems ~ Modeling & Simulation
Engineering m Modeling and Simulation (M&S) is the use Ei’ 14th European Conference on
SW sofware Intensive Systems Engineering M&S of models, including emulators, prototypes, Knowledge Management
Location: Kaunas, Lithuania

includes the entire field of software and simulators, and stimulators, either statically

Avimbaman  AmAimAnsins PR cnlmbnn - . Grann: Knnwladne Mananameant &
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Community of Practice = Practical Products

@w Learning from Success Stories
A CSIAC Topical Report

September 2012

This study represents another investigaioninto the useofprofssnndsmal media to
producs useful products desling with softe infznsive systems engi

Tom McGibbon, reacting to yet anather story of 3 massively dysfunctions| development project
[FEl case managameant sysiem), asked "Are fhere any successil large and somplex modem
day soffware sysfem sfones ouf there? Whaf weme the supcess faofars?

‘Beveral responses induded citations, which could be thebasis for including in 3 publishable
case study. Aswith others also suggested it's notimmediately clear how many lessons
learned” would apply to developmeant methodologes, to propct management, or to other
aspects.

Space Shufie fight confmi- Ashman, &, They White fhe Right S, Fast Company.,

Decemiper 1556,

000 Deyrnpics: B BamslR. ., MetCs 10 evalsats vendordeneiomed Sofwans based on
fesf case execulion msells " IEN Sysiems Jouma), Janwary 2002

CE0S Dirmct, & resl Sime Taging DiatiomT SEEDOReT 8

Enmpzan Company providing onllne entsrainment, Spoing and beting serices: Snelley,
C.C., "The Evolufion of a Super Agile, Scalable Softwane Capabllity,”
vy ol o ik e Rag A s s oalf (204 4)

Traffic collision awaidance system (TCAZ) preventing mriiphe mid-alr colllshons Bt would
hﬂ'{ek.lllﬂ I'I\.I'I‘.IHS

v (e SSERET TN

Diginel TV systemEs D500 g00 g VTSO0 T 900 gUg TN
Other suggesied cases (for which we still nesd published references) included:

EM's Federal Sysiems Divislon perdommance on the Giobal Fostioning System (GFE)
Groend Stadon

il Froject: on Jume 25, 1950 & "go lne” date of 1956 was. anncunced. Secessiully
achiieved In Mowemiber 1958

Sotwan forseveml vanicies Uing e Fom EEC4 [Slecionic Sngine Contwi)

www.hetemeal.com
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follow-up [virtual]
Sessions

INnitial class session
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Taz Daughtrey ?

Cyber Security & Information Systems
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