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In late September, the CIP Program hosted a Critical Conversation //

at the National Press Club, focusing on the role of the private sec- mEso L4l
tor in the nation’s preparedness. This month’s CIP Report provides
in-depth coverage of that event, which featured a keynote by Under
Secretary George Foresman followed by a panel of experts moder- ¢ hool of Law

ated by CNN’s Homeland Security Special Correspondent Jeanne  criricac inerastrucrure
Meserve, PROTECTION PROGRAM

UNIVERSITY

This Critical Conversation was the fourth in a series of events that the CIP Program
has hosted over the past three years. The goal of the series is to bring together thought-
leaders in the field of critical infrastructure protection and to move the national
discussion forward by addressing difficult issues that impede progress. Although there
is nothing new about the public-private partnership, we saw a need to examine the
relationship and assess its standing. Some of the prominent themes from the Septem-
ber event included the need for a shared vision for preparedness, a concern that the
partnership is at a philosophical or inspirational impasse or that it is ‘running in place’,
and a strong sense of urgency in incorporating nontraditional elements of the private
sector into the national response planning processes. Speakers at the event endorsed
the national planning process and expressed a hope that it will instill a sense of disci-
pline into the public-private sector dialogue to better focus an operational and tactical
discussion. (A full transcript of the event is available at www.cipp.gmu.edu.)

In addition to coverage of the Critical Conversation, this issue also includes an article
on paying for the costs of natural disasters and catastrophic destruction of the nation’s
critical infrastructure. The authors, whose research was funded by a grant from the
National Energy Technology Laboratory, discuss the use of novel cost recovery ap-

<« . . . b2l .
proaches based on “securitization” and weigh the pros and cons of such approaches.

I would like to recognize the appointment of Gregory Garcia as the new Assistant
Secretary for Cyber Security and Telecommunications at DHS. Mr. Garcia joins the
department from his former position as Vice President for Information Security Policy
and Programs at the Information Technology Association of America. He brings a
solid mix of legislative and industry experience and an ‘insider’s view’ of the public-pri-
vate partnership. We see this as a positive step forward in the nation’ critical infra-
structure protection agenda, and feel confident that this appointment will result in a
stronger focus from all sides on cyber and communication systems security.

%MWM

John A. McCarthy
Director, CIP Program
George Mason University, School of Law
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On September 27, the CIP
Program, in conjunction with the
Department of Homeland Security
(DHYS), held a Critical Conversa-
tion as part of National Prepared-
ness Month, a nationwide effort
held each September to encourage
Americans to take simple steps

to prepare for emergencies. This
event, held at the National Press
Club, explored the role of the
private sector in protecting our
nation’s critical infrastructure.

The Critical Conversation, moder-
ated by Jeanne Meserve, Homeland
Security Correspondent for CNN,
featured a keynote address by Un-
der Secretary George Foresman and
insights from the following panel-
ists: David Eisner, Chief Executive
Officer, Corporation for National
Service; Paul Kurtz, Director, Cyber
Security Industry Alliance; Har-
rison Oellrich, Managing Director
and head of the Cyber, Technology
and Intellectual Property Practice,
Guy Carpenter & Company, Inc.;
David Noznesky, Director of Cor-
porate Security, FPL Group, Inc.;
and Johanna Schneider, Executive
Director-External Relations, Busi-
ness Roundtable.

Under Secretary Foresman began
his keynote by acknowledging

that the public’s understanding of
critical infrastructure protection
and homeland security has grown
dramatically in the last five years.
Meanwhile, corporate sharehold-
ers have increased expectations that

the private sector and public sector
alike are managing risks to the full-
est extent.

Government expectations of the
private sector’s participation in crit-
ical infrastructure protection have
been high since the CIP discussion
began—there was immediate rec-
ognition that the vast majority of

“On the day before Hur-
ricane Katrina, 25% of
the nation’s petroleum
was produced in Hous-
ton, Texas. The day after
Hurricane Katrina, 47 %
of the nation’s petroleum
was produced in Hous-
ton, Texas, due to the
number of refineries and
capacity that was taken
offline in Louisiana.”

the nation’s critical infrastructure,
and ultimately the responsibility
for securing it, is in the hands of
the private sector. But 9/11, Hur-
ricane Katrina, and most recently,
the foiled plot to bomb U.S.-bound
airliners, all underscore the exceed-
ingly high impact that such events
have on the U.S. economy, national
morale, and the health and welfare
of our citizens. The nation at large
is dependent on the stability of the
private sector, and although the
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govern-
ment
plays

a big
role in
security,
Fores-
man em-
phasized
that it is
not an

Under Secretary George Foresman

exclusive
role, “because government lacks
sufficient resources to be able to
protect everybody and everything,
all the time, and everywhere.” The
need for a collaborative partnership
between the public and private sec-
tors has never been clearer.

The recovery efforts following
Hurricane Katrina illustrated some
key points in the public-private
continuum. A significant focus of
the Federal and state response was
restoring services such as water,
power, and communications.
However, these services all depend
on a robust supply chain, includ-
ing airlines, railroad, trucking and
shipping—critical services oper-
ated by the private sector. These
interdependencies complicate even
simple recovery efforts. There are
no sectors that stand alone; each
sector and every aspect of recovery
(from clearing a road of debris to
restoring telephone service) is inter-
dependent. For example, the road
crew cannot be easily tasked with
debris removal without operational

(Continued on Page 3)
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Foresman (Continued from Page 2)
communications. But repair crews

cannot get to the telephone wires
if the roads aren’t cleared. This is a
situation multiplied hundreds of
times over in any large scale catas-

trophe.

“We can pour in plenty of
relief supplies in the after-
math of an event. But until
the lights come on and the
telephones are operating
and the stores are open and
people can run down the
street and get a little bit of
food or a little bit of fuel,
you don’t start recovery in
a community. And when
you don’t start recovery in
a community, you cannot
start recovery in a nation.”

Katrina served as a reminder that
a natural relationship must exist
on the tactical level between the
private and public sectors, and on
the strategic level between business
and government as a whole. Fores-
man called these interconnections
“phenomenally challenging” and
stated, “We deal with grant issues
every day; we deal with informa-
tion-sharing issues; and those are
complex and they are tough issues.
But among the toughest issues that
we continue to deal with as a na-
tion is how are we going to protect
the nation’s critical infrastructure?
What is the role of government?
What is the role of the private sec-
tor? Where is there the ability for
collaboration?”

Foresman went on to acknowledge

(Continued on Page 4)
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Foresman (Continued from Page 3)
that although the security chal-

lenges faced by the private sector
often equate to national security
challenges, the Federal government
cannot instruct the entirety of the
private sector on how they should
best manage their risks—the private
sector owns these challenges and
may choose a different path to a se-
cure end state than the government
might take, but Foresman added,
“...that’s okay, as long as we arrive
at the same destination.”

After recognizing some of the big-
gest impediments to critical infra-
structure protection, the Under
Secretary stated that it is time to
change the national dialogue from
one of challenges to one of empow-
erment—what is empowering us to
make more and more progress on a

daily basis.

Every business has legal, economic,
and humanitarian reasons for
appreciating the importance of pre-
paredness. Factors such as customer
service, reliability, earnings, and
shareholder confidence drive busi-
ness continuity strategies that feed
into preparedness. However, no
single company, industry, or even
the private sector as a whole can
address the realities of catastrophic
risk without new levels of public-
private collaboration. Foresman
stated that he wants to institu-
tionalize a preparedness system for
catastrophic incidents that tran-
scends current capabilities that have
been mastered in dealing with more

localized emergencies and disasters.
Although national catastrophes

have a lower probability of occur-
ring, they have higher consequenc-
es, and must be addressed seriously

(Continued on Page 5)
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so that the nation is truly prepared

in the event of a catastrophe.

In order to implement this pre-
paredness system, Foresman said
that we need to answer three ques-
tions:

1.) How can government at all
levels better communicate and
coordinate with industry to
manage catastrophic events?

Foresman stated that consistent and
accurate information is absolutely
critical for more productive pre-
paredness and response, including

both boots-on-the-ground opera-
tional issues as well as long-term
strategies for physical and economic
preparedness. Communication
channels must be in place prior to
any disaster so that the nation is
prepared at a sophisticated level.
The government must do a better
job of educating senior decision
makers in the private sector about
how the government prepares and
responds to catastrophic events

so that they can in turn establish
accurate expectations for their
employees, suppliers, vendors, and

shareholders.

The strategic relationships between
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the
Federal
govern-
ment
and
industry
are very
impor-
tant.
However
the rela-
tionships
between state and local government
and local and regional businesses
are just as critical because decisions
made at the Federal level will be

carried out at the local level.
(Continued on Page 6)

Jeanne Meserve, CNN
Homeland Security Correspondent
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Foresman (Continued from Page 5)

“Ignoring government authori-

ties and plans is not an accept-

able solution,” Foresman said.

John McCarthy, Director
(IP Program

“Government cannot bury its head
in the sand; corporate America can-
not bury its head in the sand. We
must work collaboratively. But by
the same token, government is un-
able to manage catastrophic events
without harnessing the full value of
our relations with our private sector
partners.”

“Clearly communicating our respec-
tive rules of the road, our strategies
for preparedness and response, and
our needs are all conditions for suc-
cess and overcoming the commu-
nications challenges that we face.”

OcToBER 2006

Foresman identified the National
Response Plan as an area requir-
ing special attention from industry.
The Plan is being updated and is
based on the idea that incidents

are typically managed at the lowest
geographic and jurisdictional level
possible, and that incident manage-
ment activities use the principles
contained in the National Incident
Management System. Foresman
stressed that the National Response
Plan must be more robust and must
integrate public and private sector
responses to catastrophic events.

(Continued on Page 7)
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Foresman (Continued from Page 6)
The goal of the Plan is to provide
the structure and mechanisms for
national level policy and opera-
tional direction for an all-hazards
approach to incident management.

2.) How can the public and pri-
vate sectors clearly define and
participate in a shared vision of
catastrophic preparedness?

Foresman stated that he believes
most communications challenges
stem from a lack of a shared vision
for preparedness and response to
catastrophic events, and sees this
at the core of the divide between
the public and private sectors.
Even more refined communica-
tion and coordination would not
deliver a shared vision and clear
expectations. He said that 9/11
presented a teachable moment to
lay the groundwork for a national
approach that integrates preven-
tion and protection with response
and recovery. Foresman continued,
“Hurricane Katrina showed us that
despite 9/11, we continued to lack
an integrated national approach
for managing the full range of risks
that we face.”

But Foresman emphasized that the
nation has made progress, citing
the after-action reports published
by the White House, Senate, and
the House on Hurricane Katrina,
the implementation of many of the
recommendations by the Depart-
ment, and the commitment by the
Administration to hold people ac-
countable for progress. The private
sector and state and local govern-
ments continue to do an exception-
al job every day in dealing with the

vast majority of emergencies. But
(Continued on Page 8)
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Foresman (Continued from Page 7)
without a shared vision for cata-
strophic preparedness and response,
it is difficult to get to where the
nation needs to be.

Foresman urged the public and
private sectors to come together in
a new covenant for a shared vi-
sion that will last for generations
to come, a covenant ‘steeped in
deep notions of trust, respect, and
clarity of vision.” A shared vision
would embody several principles
held by both government and
industry: first, a deep concern
for the loss of life; second, a
deep respect for public trust and
confidence in our institutions,
economy, and way of life; third,
recognition that the public and
private sectors share common
risks, including threats and vul-

nerabilities, and thus share a com-
mon responsibility.

“Finally,” Foresman continued,
“this covenant would acknowledge
that the management of cata-
strophic events will not be easy,
but the risks of going it alone or
not doing anything are simply not
acceptable. The American public
expects more; the American public
deserves more.”

3.) If we are able to communicate
and come together with a
shared vision, what are the spe-
cific short and long term solu-
tions that merit prioritization?

The primary challenge Foresman
raised was integrating public and
private sector plans for catastrophic
events. He acknowledged that
many organizations have sophis-
ticated plans in place already, but
that industry and government must
socialize their plans into a collec-
tive framework. In order to do this,
both sides must be comfortable
with a number of concepts and pro-
tocols.

First, the private sector must

compete on market principles,
but collaborate on security needs.
Second, government at all levels
must bridge jurisdictional bound-
aries in order to harness the power
of collective skills and services.
Third, public and private sectors
must set clear expectations and
negotiate together, so that plans
and protocols are integrated into a
single national approach.

Foresman concluded his remarks,
saying “we have an opportunity
in the post-Katrina environment,
in the post-dustup environment
of a whole lot of things, to re-
commit ourselves to this public-
private sector collaboration and
to recommit ourselves to truly
working through these challeng-
ing issues, because I've got to tell
you, something is going to hap-
pen. It may be tomorrow. It may
be next week. It may be next
month. And if you're from gov-
ernment, your citizens will expect
performance. And if you're from
the private sector, your customers
and your shareholders will expect
performance. Our job is to make
sure that we deliver on those ex-
pectations.”
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give you an interesting example, in the
context of the London bombings last
year, there were a lot of the ISACs that
were wondering what in fact was going
on. Did we have a problem here in the
United States? What were we doing?

And a bridge was set up among many
of the ISACs very early in the morning
around 7:00 a.m. when news of the
London attack came out. It wasn’t until
several hours later that the Department
of Homeland Security was able to come
out with its statement on what in fact
was going on, but the private sector had
in fact shared information in advance.
They had started to develop the trusted
communications channels and the
lexicon in order to deal with each other
during a time of crisis.

What I think is interesting also about
the IT sector with regard to lexicon,
when we have an event, and we will
have an event, a large-scale event involv-
ing the IT sector, remember that geeks
will be fixing the problem. The other
99.99 percent of us will be standing

on the sidelines because the software
engineers, the enterprise architects — all
of those people will have to be delving
into the details, which means everybody
else won't have a clue as to what is going
on as people try to sort these out. And
when the Department did its Cyber
Storm back in February, one of the
issues that came out of the after-action
report was an issue of lexicon.

So you have senior people sitting
around and all of the geeks are do-
ing their geek talk, and they have to

translate this up into what it means to
the policy makers, what in fact is hap-
pening on the networks, what it means
as far as response, and recovery. That

is where I think exercises are incredibly
valuable, and the Department should
be commended for putting together the
exercise. We need more of those on a
more localized scale as well; they don’t
all have to be national in nature.

“We are not having those
very specific debates about
programs and critical
infrastructure protection.
And we need to get there
sooner rather than later. |
would argue we’ve largely
been running in place.
We've had some progress,
but we need to get more
specific about what we
want to do in the future.”

MS. MESERVE: Paul, there has been a lot
of criticism on the cyber front for the
government, that they just haven’t been
paying attention, they haven’t grappled
with it. Why do you think that is? Is
it because they don’t understand it? Is
it because it’s so large they don’t know
where to begin, or is there some other
answer?

MR.KURTZ T think those two reasons are
valid. I also think it’s fair to say that the
Department has had some significant
challenges since it started up. One, 22
or 23 agencies coming together is not
an insignificant problem - all of those
agencies with different cultures. Sec-
ondly, you can add Hurricane Katrina
on top of that, which was obviously a
very significant event for the Depart-
ment, the Federal government, and
state and local authorities.

Beyond that, we continue to have in-
telligence about attacks to the physical

infrastructure, attacks that would kill
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people. When it comes to the infor-
mation infrastructure, it’s kind of hard
to get your head around it. One, you
can’t really see it, you can't really smell
it, you can’t really feel it, but it runs
everything, and so it’s almost a feeling,
if you will, of “it’s too big to fail.” It
will always be there in some form or
capacity, and those who say it may go
black or something like that, or hype
up the problem, you know, that in fact
could happen. I think a more likely
problem is that we'll have a loss in
bandwidth issue.

But I think there has been a series of
things that the Department has had

to deal with, and this has consistently
been on the bottom of the list. Now
it’s starting to move up. But let me
put a marker down. I think today, this
week, we have another potential prob-
lem in front of us. As the Congress is
debating the reorganization of Fed-
eral Emergency Management Agency
(FEMA), there is discussion about
having the cyber and communica-
tions division over on one section and
FEMA over here, but having recovery
and reconstitution rest within FEMA,
which is essentially splitting out recov-
ery and reconstitution from situational
awareness and prevention efforts. It
doesn’t make a lot of sense.

When you look at an organization

like the National Communications
System, which has been around since
the mid-’'80s, they have had situational
awareness and recovery / reconstitu-
tion together for a long time. And
you could argue that is good. Now
we may have the Congress rip it apart.
That is not a good idea. It puts people
like Under Secretary Foresman in a
very bad position and puts the private
sector in a nasty position of who do
we call at the Department? Do we call
someone when it comes to prevention
and protection, and we call someone
over here for response and recovery?
It’s not clear. We hope it shakes out

properly. **
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any real or hypothetical event. And we
don't have all the answers. The govern-
ment has data that we probably can’t
even imagine if we could mine it or
know where to turn to be able to work
with them to mine it.

“Our industry has basical-
ly spent the last decade or
more reaching out, trying
to develop some pretty
sophisticated models to
be able to try to sort out
what our maximum fore-
seeable or probable maxi-
mum loss might be in any
real or hypothetical event.
And we don't have all the
answers.”

If we can do that, if we can build even
more sophisticated models that will
help to provide insurers and reinsurers
with additional confidence that they
can figure out what their loss could
be by entertaining certain exposures,
they’ll write more. Or maybe they’ll
write a lot of those exposures and
over time, we build out a much more
sustainable and long-term and robust
market that can also basically help to
harden infrastructure in and of itself
because what it does, it will basically
create best practices, if you will, that
an individual firm or an individual
would need to be able to have to be
able to either afford coverage or to be
able to procure coverage in the first
place. So we think that we can play a
fairly prominent role if we're able to
work even more closely with govern-
ment than we have in the past.

MS. MESERVE: Harry, I wanted to delve
into this insurance issue a little bit
more. You have explained how the
insurance industry is a little reluctant
to write this kind of coverage because
they can’t quantify the risks. Harry,
you mentioned that the government

may have data that could be help-
ful. What do they have? How do you
think you can get it?

MR. OELLRICH: Wrell, this is really the
$64,000 question. There are so many
different places within the bowels of
government, so to speak, that data that
could conceivably be directly useful,

it could be used as a proxy for some-
thing that we might be able to build in
conjunction with government, a model
particularly in the cyber area. I mean,
we have a tremendous second chance
here, and that, to Paul’s point, it hasn’t
happened. It’s likely that at some point
in time it could happen, and, you
know, it’s very difficult to get insurers
any exposure to cyber or bricks and
mortar tangible exposures if they cant
predict with some semblance of ratio-
nality what kind of a loss might result
from a particular event. They are not
going to be able to convince their
board that it makes sense to be able to
write very much of that exposure at all.

And because of that, if we can find a
way to access things that government
might have, individuals — the ISAC

is great — they are more tactical. I'm
thinking in a strategic sense, the ISACs
deal with threats. I'm thinking about
dealing with things that can physically
be used to embolden insurers, to do
more of these kinds of coverages, and
by doing that, create those best prac-
tices. Like the factory owner that basi-
cally uses insurance. He needs to have
insurance; he is told that he has to
have insurance to be able to remain in
business. He doesn’t necessarily sprin-
kler his factory because he is a nice guy
or out of some altruistic virtue; he does
it because he knows that he cant afford
coverage or he can’t get coverage at all
without it, and without it, he is not al-
lowed to do business. Well, very much
the same thing can happen with other
product lines that can, by definition,
pull the entire infrastructure of the
country up by its bootstraps by adopt-
ing those best practices.
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MS. MESERVE: In the meantime, Harry,

what is a business to do?

MR. OELLRICH: ‘Wrell, that is an interesting
question. I think one of the first things
that you need to do, because it’s very
likely that when push comes to shove,
you may not be able to have or you may
not be able to secure all of the coverages
that you would ultimately need. There-
fore I think it behooves every business
to really get out there straightaway and
assess what their exposures are, and to
basically mitigate those however they
can.

I mean, this will sound like an adver-
tisement to some degree, but you need
to be able to have an advocate on your
team. Large companies are able to
have either risk departments or a risk
manager on staff, and even those major
companies use the services of major
specialists, brokers, for instance, that
will basically come in, will assess your
exposures, they work in that space ev-
ery day; they basically can take a look
at what you have, look at your cover-
ages, hand tailor coverages, tell you
what you need, and then be able to
secure them at an efficient cost. That
provides belts and suspenders to some
degree in terms of knowing that you
have what is available at an effective
cost.

The smaller companies and the mid-
size companies may not have the lux-
ury of having those specialists on staff,
so it becomes even more important for
them to be able to bring a professional
in who does (Continued on Page 15)
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Paying for the Costs of Natural Disasters and
Catastrophic Destruction of Critical Infrastructure

Michael E. Ebert, Principal Research Associate, CIP Program
James B. Atkins, Ph.D., President, Requlatory Heuristics, LLC and Senior Consultant to the CIP Program

During 2004 and 2005, a series

of destructive hurricanes struck
much of the Gulf Coast region

of the United States resulting in
catastrophic damage to the regions’
electric infrastructure. The destruc-
tion from these storms resulted in
billions in damages and subsequent
repair costs to rebuild and restore
the reliability of the electric system
to pre-storm conditions. Histori-
cally, self-insurance mechanisms
such as storm reserve accounts

and monthly surcharges added to
electric customers’ bills have been
adequate to recover the uninsured
losses of investor-owned utilities
(IOUgs) resulting from storm repair
costs. However, the 2004 and 2005
hurricane season inflicted such
catastrophic energy infrastructure
destruction in the Gulf Coast states
that storm recovery costs far ex-
ceeded the available funds in indi-
vidual IOU storm reserve accounts,
resulting in very large deficits. To
exacerbate the financial recovery
process, many parts of the Gulf
Coast, such as New Orleans, remain
without fully reconstructed electric
infrastructure a year after Katrina,
resulting in significant shifts in
electricity usage and associated
customer revenues. Financing such
storm repair debt and paying for the
excessive recovery costs has pre-
sented immense financial burdens
and regulatory challenges to IOUs,
state public utility commissions and
customers.

As a result, state legislatures, Pub-
lic Service (Utility) Commissions
(PSCs) and IOUs have begun to
implement novel cost-recovery ap-
proaches based on “securitization”
to repay the IOUs’ recovery and re-
pair debt and to fund storm reserve
accounts. The use of storm cost
recovery bonds in the Gulf Coast
region represents a dramatic change
in state regulatory policy. Due to
the far-reaching policy, regulatory,
and critical infrastructure implica-
tions, the Critical Infrastructure
Protection Program (CIP Program)
at George Mason University School
of Law in May 2006 launched a
research project examining and
comparing recent changes to natural
disaster cost recovery approaches

in Florida, Louisiana, Mississippi,
and Texas under a grant from the
National Energy Technology Labo-
ratory. A preliminary report, “Criti-
cal Electric Power Infrastructure
Recovery and Reconstruction: New
Policy Initiatives in Four Gulf Coast
States After 2005’s Catastrophic
Hurricanes,” was recently provided
to the Department of Energy’s Of-
fice of Electricity Delivery & Energy
Reliability.

Securitization refers to the creation
and use of a new type of bond issue
that falls within the general cat-
egory of asset-backed securities and
its subset, utility tariff bonds. The
underlying securitization statutes
in Florida, Louisiana, and Texas are
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generally similar relying upon secu-
ritization through the private sector.
In contrast, Mississippi’s new law
authorized a different securitization
scheme by which the State, not a
private-sector entity, will issue storm
bonds and provide investors with
“full faith and credit” guarantees.
The transition to storm cost recov-
ery via securitization represents an
extraordinary relinquishment of
future PSC regulatory authority and
a shifting of all economic burdens
associated with storm-recovery
bonds from an IOU to its custom-
ers. Florida was the first of the four
states to pass storm securitization
legislation, and in July 2006, the
Florida PSC was the first in the
Nation to finalize a financing order
allowing securitization of Florida
Power & Light’s storm costs for
both the 2004 and 2005 seasons.

Researchers also discovered that fed-
eral grants have been appropriated
to privately-owned utilities to offset
energy infrastructure reconstruction
costs. The U.S. Congress passed two
FY 2006 emergency supplemental
appropriations bills that provided
$11.5 billion and $5.2 billion to the
Community Development Block
Grant (CDBG) program admin-
istered by the U.S. Department of
Housing and Urban Development
(HUD). Both statutes specifically
state that an undefined portion of
the total $16.7 billion appropriated
can be used (Continued on Page 13)
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Securitization (Continued from Page 12)
for “restoration of infrastructure.”

Researchers uncovered only two
instances prior to FY 2006 where
the Congress made emergency ap-
propriations for CDBGs providing
allocations to IOUs, both of which

became mired in controversy.

All four Gulf Coast states examined
by CIP Program researchers are
using securitization as an option to
pay for the costs of unprecedented
electric infrastructure destruction.
At least two of these states intend

to use what appears to be a small
percentage of their overall CDBG
allocations to pay some of the IOUS’
infrastructure recovery costs. Re-
searchers’ discussions with experts in
the region revealed some concerns
about over-reliance on securitization
and HUD block grants as future

storm recovery mechanisms.

The most frequently mentioned
benefits of storm bonds with 10 to
15+ year maturities are that utilities
receive a more immediate infusion
of cash to pay for storm costs and
that the “rate shock” to customers is
minimized when compared to con-
ventional methods such as 24- to
36-month “temporary” surcharges.
Securitization insulates the utility
from the issuance of debt because its
customers, not it, are the debtors.
This preserves the utility’s credit
position. AAA-rated bonds provide
investors with security and rate-
payers with “least cost” financing,.
Given the data and information
currently available, these claimed
benefits seem achievable. Yet inde-
pendent ratings agencies and other
experts caution that securitization
can be overdone — it is not a pana-

cea for each and every utility cost
recovery docket. Ellen Lapson of
Fitch Ratings, for example, sug-
gests that any given securitized
bond issue should be less than 20
percent of the total utility bill and
preferably much less. She and other
experts advise against using securiti-
zation to pay for fuel costs, retiring
profit-earning assets, or to finance

a “permanent layer of utility capital
structure.”

“Over the longer term, se-
curitization may fail if it

is repeatedly used for the
kinds of costs incurred today
that reasonably could and
should be paid for today; if
it mortgages ratepayers for
generations; or if the cumu-
lative total costs of securi-
tizations exceed what inde-
pendent ratings firms and
investors will endorse.”

Over the longer term, securitization
may fail if it is repeatedly used for
the kinds of costs incurred today
that reasonably could and should
be paid for today; if it mortgages
ratepayers for generations; or if the
cumulative total costs of securiti-
zations exceed what independent
ratings firms and investors will
endorse. CIP Program research-
ers often posed hypothetical “what
ifs” to experts interviewed for the
project, such as “the financing order
pays for the costs of year 2005
hurricanes over 12 years. What if
securitization continues to be used
for the next year’s storms, the next,

and the next?” The likelihood that
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the Gulf Coast states will escape one
if not several costly disasters over
the proposed life of today’s storm
recovery bonds seems remote.

Use of CDBGs for IOUs’ storm
recovery costs raises other ques-
tions for which there are no defini-
tive answers at this time. When a
regional catastrophe overwhelms
the abilities of state emergency
officials and IOUs to quickly and
comprehensibly restore electricity
without then sending ratepayers
into a tailspin and thus retarding
economic recovery and growth, a
limited reliance on CDBG money
may be acceptable public policy. If,
however, commissions, utilities, and
their customers develop a depen-
dency on federal grants to avoid
making tough but necessary choices
about continued development in
harm’s way, and to avoid planning
and paying for a hardened, more re-
silient electric power infrastructure,
then ad hoc use of CDBG funds
may come to be viewed as unwise.
Determining the answer will de-
pend on how fairly and effectively
federal money is delivered, used,
and accounted for. Implementa-
tion, accountability, and outcomes
will matter.

CIP Program research to date
suggests that a legal twilight zone
exists between Stafford Act emer-
gency authorities and a federal
response to long-term infrastruc-
ture reconstruction needs that lie
beyond Stafford. From the limited
record, it is not clear that CDBGs,
funded in the emotional and politi-
cal contexts of national disasters
and emergency supplementals, are
the appropriate instrument to fill
the void. +*
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CIP Law Team attends ABA event featuring keynote speech by
Assistant Secretary Paul McHale

Members of the CIP law team at-
tended a breakfast hosted by the
ABA’s Standing Committee on Law
and National Security on Friday,
September 29, 2006. The featured
speaker was Mr. Paul McHale,
Assistant Secretary of Defense for
Homeland Defense. Originally
from Bethlehem, Pennsylvania,

Secretary McHale served in the U.S.

Marines and was a member of both
the Pennsylvania House of Rep-
resentatives and the United States
House of Representatives. He was
nominated to his current post by
President George Bush on January
9, 2003 and was confirmed by the
United States Senate on February 4,
2003.

The theme of Secretary McHale’s
talk was the role of the Department
of Defense in homeland security,
including the protection of critical
infrastructure. He began with a
discussion of the difference between
the mandates of the Department

of Defense (DOD) and that of the

Department of Homeland Security

(DHS). An important difference
between the two involves the fact
that while DHS looks to protect the
United States through systems and
procedures rooted in law enforce-
ment, DOD’s mandate involves
systems and procedures rooted in
military war-fighting.

Secretary McHale spoke of the need
for the various agencies involved

in protecting the United States
homeland to effectively commu-
nicate amongst themselves. He
made reference to the 1986 Gold-
water-Nichols Act in which the
military’s operational authority was
centralized through the Chairman
of the Joint Chiefs as opposed to
the service chiefs. The Act led to
the coordination of policy amongst
the various military branches rather
than the development of individual
policies within each branch which
had contributed to an environment
of inter-service rivalry and inefhi-
ciency.

Secretary McHale also spoke to

the importance of the military
remaining subordinate to civilian
command, a cornerstone of the
American system. For example,
under the posse comitatus statute the
United States military is prohibited
from enforcing domestic law, except
in certain prescribed conditions.
Secretary McHale underlined the
need to retain this civilian-military
relationship, and made reference to
its historical beginnings in the Fed-
eralist Papers writings of Alexander
Hamilton.

For Hamilton, the main threat to be
avoided is the dependency that can
arise should a civilian government
look to the military to secure its in-
ternal order. Hamilton feared that
as soon as the government started
deferring to the military, it would
embark upon a path that would
finally lead to a total reliance at the
price of civil liberties.

Secretary McHale spoke for about
one hour, including fielding ques-
tions. **

October is National Cyber Security Awareness Month
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Download “Protect Your Workplace”

for and Acriyie,, | posters, a Cyber Security Toolkit,

14

and more information on promot-
ing cyber security at http://www.
dhs.gov/xprevprot/programs/gc_

1158611596104.shtm


http://www.dhs.gov/xprevprot/programs/gc_1158611596104.shtm
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The CIP Program is directed by John A. McCarthy, a member of the faculty at George Mason University School of Law. The CIP
Program works in conjunction with James Madison University and seeks to fully integrate the disciplines of law, policy, and
technology for enhancing the security of cyber-networks, physical systems and economic processes supporting the nation’s
critical infrastructure. The CIP Program is funded by a grant from The National Institute of Standards and Technology (NIST).
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assurance goals.

If you would like to be added to the distribution list for The CIP Report, please click on this link:
http://listserv.gmu.edu/cgi-bin/wa?SUBED1=cipp-report-1&A=1



http://listserv.gmu.edu/cgi-bin/wa?SUBED1=cipp-report-l&A=1
www.zra.com

