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This issue of The CIP Report focuses on the /
Agriculture and Food Sector, one of the most ‘/GEORGE
important critical infrastructure and key MSON
resource (CI/KR) sectors to our every day life.
Consisting of over two million farms, nearly one
million firms, and over one million facilities, it is

: . . School of Law
responsible for approximately one-fifth of U.S. = 0= e
economic activity, according to the Agriculture ProTECTION PROGRAM
and Food Sector-Specific Plan (SSP). The sector
is well known for its extensive, open nature and diversity. Notably,
the majority of infrastructure within the sector is owned and operated

by private industry, yet much is regulated by the Federal and State
governments.

UNIVERSITY

An overview of the sector and its many initiatives is offered, as well as
information on the two Sector-Specific Agencies (SSAs) responsible
for its oversight, the U.S. Department of Agriculture (USDA) and
the U.S. Food and Drug Administration (FDA), part of the U.S.
Department of Health and Human Services. A review of tabletop
exercises is provided by the leadership of the Agriculture and Food
Sector. FDA’s Food Protection Plan, which describes a strategy for
prevention, intervention, and response with respect to food safety
and food defense, is also offered.

The issue features contributions from two Homeland Security
Centers of Excellence, the National Center for Food Protection and
Defense (NCEFPD) and the National Center for Foreign Animal and
Zoonotic Disease Defense (FAZD Center). Additionally, it includes
a contribution from the Federal Bureau of Investigation (FBI) on its
sector-related activities, such as the Strategic Partnership Program
Agroterrorism (SPPA) Initiative, a joint activity with USDA, FDA,
and the U.S. Department of Homeland Security (DHS). An article
is also provided by the InfraGard National Members Alliance on the
InfraGard program, established by the FBI in 1996. Lastly, Legal
Insights reflects on the need for continued funding of research and
development to advance the Nation’s security.

We hope you enjoy this issue and find it informative. We thank you
for your support of the CIP Program and, as always, welcome your

feedback.


http://cipp.gmu.edu/
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Agriculture and Food Sector Overview

The Agriculture and Food Sector,
also referred to as the Food and
Agriculture Sector, is a diverse sec-
tor that includes systems and assets
“from farm to table.” The systems
and assets comprising the sector
have long been considered critical
infrastructure; they provide us with
essential goods and services on
which society depends. As noted in
The National Strategy for the Physical
Protection of Critical Infrastructures
and Key Assets, and reiterated in

the Agriculture and Food Sector-
Specific Plan (SSP), the sector
includes “supply chains for feed,
animals, and animal products;

crop production and the supply
chains of seed, fertilizer, and other
necessary related materials; and the
post-harvesting components of the
food supply chain, from processing,
production, and packaging through
storage and distribution to retail
sales, institutional food services,
and restaurant or home consump-
tion.”

Given the extensive, open nature
of the sector, particular attention
has been paid to threats of agroter-
rorism and bioterrorism as well as
to food security overall. Homeland
Security Presidential Directive
(HSPD)-9: Defense of United States
Agriculture and Food stated that

the Nation’s “agriculture and food
systems are vulnerable to disease,
pest, or poisonous agents that occur
naturally, are unintentionally intro-
duced, or are intentionally delivered
by acts of terrorism” and that the
“best protection possible” is needed
to ensure their security. Congress

has continually passed legislation
to amplify the security of the sector
and protect infrastructure owners
and operators through various food
and agricultural policy authoriza-
tions and reauthorizations, such as
the “Farm Bill.” Sector stakehold-
ers have established partnerships,
improved information sharing, and
continue to perform research in
critical areas to ensure that the Na-
tion’s agriculture and food systems
are protected.

Public-Private Partnership

Collaborative efforts between
public and private partners are
necessary to better protect the Na-
tion and its critical infrastructure.
Accordingly, the National Infra-
structure Protection Plan (NIPP)
outlined a sector partnership model
consisting of Government Coordi-
nating Councils (GCCs) and Sector
Coordinating Councils (SCCs)

for each sector, and both public
and private cross-sector councils.
Formed in 2004, the Food and
Agriculture GCC and Food and
Agriculture SCC (FASCC) have
taken numerous steps to improve
sector security.

According to the Agriculture and
Food SSP, the GCC'’s objective is
“to provide effective coordination
of Food and Agriculture Sector
defense strategies and activities,
policy, and communication across
government and between the gov-
ernment and the sector to support
the Nation’s homeland security mis-
sion.” Activities pursued in support
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of this objective include:

¢ Identification of items that need
public-private coordination and
communication of issues;

* Identification of needs/gaps in
plans, programs, policies,
procedures, and strategies;

* Acknowledgement and
recognition of successful
programs and practices; and

* Leveraging of complementary
resources within government
and between government and
industry.

The FASCC represents the interests
of private sector partners to the
government and encourages intra-
sector communication. Due to the
diversity of the sector, the FASCC
is comprised of representatives from
seven sub-councils:

* Agricultural Production Inputs
and Services;

¢ Animals-Producers;

¢ Plant-Producers;

¢ Processors-Manufacturers;

¢ Restaurant-Food Service;

e Retail; and

* Warehousing-Logistics.

This structure allows for greater
flexibility in carrying out targeted
objectives and sector activities,
and aids in more effective outreach
to larger numbers of owners and
operators, particularly through
trade associations.

The many initiatives of the GCC

(Continued on Page 3)
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Sector Overview (Cont. from 2)

and FASCC have raised awareness
of issues affecting the Nation’s

food supply and agricultural com-
munity. Recent examples of such
activities include: participation in
the Strategic Partnership Program
Agroterrorism (SPPA) Initiative, a
collaborative effort led by the U.S.
Food and Drug Administration
(FDA), U.S. Department of Agri-
culture (USDA), U.S. Department
of Homeland Security (DHS), and
Federal Bureau of Investigation
(FBI) to partner with States and
private entities to conduct vulner-
ability assessments at food and
agriculture facilities; discussions

on avian influenza and review of
pandemic planning activities; and
implementation of initiatives such
as ALERT (Assure, Look, Employ-
ees, Reports, and Threat), a food
defense awareness effort. In addi-
tion to these activities, the GCC
and FASCC hold joint exercises
each year and routinely take part in
other sector and cross-sector exercis-
es. Joint meetings are also regularly
held to discuss sector activities, both
current and proposed, and share
information, including accomplish-
ments, best practices, and lessons
learned.

Information Sharing and Analysis

While a significant amount of
information sharing takes place
through GCC and FASCC com-
munications, other information
sharing and analysis mechanisms
for the sector are in place. A few of
these mechanisms currently in use
are described below.

The sector utilizes a dedicated, se-
cure portal in the Homeland Secu-

rity Information Network (HSIN),
a network maintained by DHS to
facilitate information sharing, from
general information on sectors and
initiatives to situational awareness
on potential threats, incidents, and
incident response and recovery. In
addition to housing a wealth of
sector-specific information and links
to key topics and cross-sector issues,
the portal is able to disseminate
announcements and alerts to its
members; pertinent information is
also shared with members through a
monthly newsletter.

DHS established the Homeland
Infrastructure Threat and Risk
Analysis Center (HITRAC) to
gather, analyze, and provide threat
information to stakeholders within
the various critical infrastructure
and key resource (CI/KR) sectors.
In addition to periodically releasing
sector-specific threat analysis prod-
ucts and sharing analyses of current
threats as needs arise, HITRAC also
performs Strategic Sector Assess-
ments to assist sector stakeholders
in their management of risk and
strategic planning for overall pre-
paredness, protection, and response
efforts. These products are shared
with the sector through HSIN
portals as well as other forms of
communication.

Sector threat information may also
be shared through other sources,
such as local law enforcement and
the FBI. The FBI maintains Joint
Terrorism Task Forces to facilitate
the sharing of threat and investiga-
tive information between Federal,
State, and local law enforcement
and other sector security partners.
To further promote information
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sharing and build on public-private
partnerships, it created InfraGard
and Special Interest Groups for
certain sectors; individual FBI field
offices have also launched sector-
specific working groups. Informa-
tion on various FBI efforts in the
sector and on InfraGard can be
found on pages 11 and 13 of this
issue of 7he CIP Report, respectively.

FoodSHIELD is a web-based
platform sponsored by the National
Center for Food Protection and De-
fense (NCFPD) with the support of
the Association of Food and Drug
Officials and grant funding from
USDA. It seeks to support regula-
tory agencies and laboratories with
regard to food defense by providing
information and tools to enhance
preparedness, protection, and
response, risk management, com-
munication, and public education.
Its website features both public and
member-only information. The
latter is available through a secure
portal and includes directories for
agriculture, health, environment,
and emergency response agencies
and laboratories as well as their
associated resources.

Research and Development

The GCC and FASCC established a
Joint Committee on Research (JCR)
to review and assess sector research
needs and goals, identify potential
gaps in research and development
(R&D) efforts, and provide recom-
mendations for addressing such
gaps from a prioritized standpoint.
In addition to this and other initia-
tives pursued through the GCC and
FASCC, numerous State and local,

(Continued on Page 17)
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The Sector-Specific Agencies (SSAs)
assigned responsibility for the Ag-
riculture and Food Sector maintain
strong working relationships with
government entities as well as private
industry. The responsibility for this
sector is divided between USDA
and FDA, as outlined in HSPD-7:
Critical Infrastructure Identification,
Prioritization, and Protection and
National Strategies before it. USDA
is the lead agency for production
agriculture and shares its food
defense responsibilities with FDA.
Specifically, USDA oversees approxi-
mately 20 percent of food consumed
in the United States, including meat,
poultry, and frozen, dried, and liquid
eggs, and FDA is responsible for the
safety of the remaining 80 percent
of food consumed. These figures
include the United States’ domestic
and imported food supply. As stated
in the Agriculture and Food SSP,
neither USDA nor FDA has author-
ity over resources and budgets for the
entire sector. As SSAs, these agencies
execute numerous infrastructure
protection activities and closely
collaborate on their many undertak-
ings in order to efficiently manage
the Agriculture and Food Sector in
accordance with the NIPP.

USDA

USDA has several internal agen-
cies that contribute to the roles
and responsibilities of the SSA. Its
Homeland Security Office (HSO)
serves as the lead in coordinating
SSA activities with the different

agencies. These internal agencies are
listed in the following table:

FDA

FDA has delegated its SSA
responsibilities to the Office
of Food Safety, Defense, and
Outreach (OFSDO) within
the Center for Food Safety and
Applied Nutrition (CFSAN).
OFSDO oversees the activities
of the sector, and maintains

a partnership with USDA.
Other offices within CFSAN
are also involved in coordi-
nated efforts with OFSDO

to ensure safety within the
Agriculture and Food Sector.
These offices are listed in the

following table: o
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Over the course of the past two
years, tabletop exercises have become
a key activity in the Food and Ag-
riculture Sector’s efforts to improve
preparedness, response, recovery,
and communications. In January
2006, members of the Sector’s GCC
and SCC set the completion of a
tabletop exercise as one of their top
goals for the year. In response to this
widespread interest, the Sector’s two
SSAs — USDA and FDA — as well as
their private sector partners com-
mitted to using exercises as a means
to improve the Sector’s preparedness
and resiliency.

Approach

The exercise design process devel-
oped by the Sector is symbolic of the
collaborative relationship between
the government and private sector
within the Food and Agriculture
Sector. Planners have relied upon
the vast array of subject-matter
experts from USDA and FDA,

State and local representatives, and
the private sector in a collaborative
effort to design exercises within a
framework developed and financially
supported by DHS. This framework,
the Homeland Security Exercise
Evaluation Program (HSEEP),
provides funding and staffing for
planning, executing, and evaluating
exercises. The HSEEP guidelines
also provide for an exercise after ac-
tion report that describes the lessons
learned from the exercise. By early
20006, the Sector had established a

collaborative exercise production

process, and representatives soon
began planning on “Operation
Crystal Clear,” the first in a series of
exercises hosted by the Sector.

ercise, which occurred on September
25-26, 2007. The tabletop included
participants from numerous Federal

government organizations, represen-

“This exercise [in Harrisburg] presented a great opportunity
to have discussions that needed to take place and the partici-
pants capitalized on that opportunity. The interesting part
was that walking through a non-traditional scenario al-
lowed for identification of communication gaps that I dont
think were recognized before now.”

- Jessica Fantinato, Deputy Director, USDA Homeland Security Office

Operation Crystal Clear

The North Carolina Department

of Agriculture hosted Operation
Crystal Clear. The successful
exercise examined the decision-
making process, communication,
and coordination of a multi-agency
and private sector response and
recovery to a fictitious bottled water
contamination incident in the
southeastern United States. Exercise
coordinators focused participant
activities on interagency and private
sector communication, emergency
response coordination, resource
integration, and issue identification
and resolution.

Intentional Animal Feed
Contamination Exercise

Harrisburg, Pennsylvania was the
site of the Sector’s 2007 tabletop ex-
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tatives from four States (Maryland,
Ohio, Pennsylvania, and West Vir-
ginia), and private sector partners.
The scenario for this exercise focused
on the intentional contamination of
animal feed that eventually led to
contamination in the human food
chain.

Going Forward

The next Food and Agriculture Sector
exercise is being planned to take
place in the Midwest in fall 2008. In
addition to the continued effort to
leverage lessons learned from previous
exercises as planners design future
exercises, the Sector will focus more
heavily on incident recovery efforts
based on suggestions it received from
Sector members and exercise partici-
pants following the North Carolina
and Pennsylvania exercises.
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FDA published a Food Protection
Plan that focuses on food safety as
well as food defense from intention-
al and unintentional contamination
of domestic and imported products.
The Plan was released in November
2007 and is integrated with FDA’s
Import Safety Action Plan. lts inte-
grated strategy has three elements
of protection: prevention, interven-
tion, and response; below is an
outline of these elements along with
the principles of the Plan. The Plan
also includes a look at demographics
regarding food consumption, our
food supply and threats regarding it,
and the intent to enhance informa-
tion technology (IT). Through

its various activities, FDA hopes

to identify and counter potential
hazards and uses risk-based inter-
ventions to ensure the effectiveness

of food safety efforts.

Elements of Protection:

PREVENT Foodborne

Contamination

* Promote increased corporate
responsibility to prevent
foodborne illnesses

* Identify food vulnerabilities and
assess risks

* Expand the understanding and
use of effective mitigation
measures

INTERVENE at Ciritical Points in

the Food Supply Chain

* Focus inspections and sampling
based on risk

* Enhance risk-based surveillance

* Improve the detection of food
system “signals” that indicate
contamination

The Food Protection Plan

PREVENTION: Build safety in from the start
INTERVENTION: Risk-based inspections and testing
RESPONSE: Rapid reaction, effective communication

FOOD
SAFETY

RESPOND Rapidly to Minimize
Harm

* Improve immediate response

* Improve risk communications

to the public, industry, and other
stakeholders

Principles:

1. Focus on risks over a product’s
life cycle from production to
consumption.

2. Target resources to achieve
maximum risk reduction.

3. Address both unintentional and
deliberate contamination.

4. Use science and modern
technology systems.

The Plan identifies factors that
affect food safety and protection
and lead to foodborne illnesses.
Foodborne illnesses are caused by
foodborne pathogens and include
viruses, bacteria, parasites, toxins,
and a vast number of potential
chemical contaminants and metals.
One of the factors identified by the
Plan recognizes that shifting demo-
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A

FOOD
DEFENSE

graphics will leave more of the U.S.
population susceptible to foodborne
illness. Shifting demographics

include:

* In 2007, 20-25 percent of the
population was in a high-risk
category (young, old, pregnant,
immune-compromised). These
Americans face a risk of serious
illness or death from foodborne
illness.

* In 1980, 15 percent of the
population was 60 or older.

By 2025, the number will be 25
percent.

* Four percent of the population is
immune-compromised
(transplant patients, people who
are HIV positive, people
receiving chemotherapy or other
immunosuppressive treatments,
people with chronic diseases).

Food safety and protection are also

affected by convenience trends and
consumption patterns. The Plan

(Continued on Page 21)



MARCH 2008

THE CIP REPORT

The ever globalizing food system is
the most complicated supply chain
known, with over 2 million farms
and 30,000 food manufacturing
facilities in the United States alone,

NATIONAL CENTER FOR

FOOD PROTECTION AND DEFENSE

A HOMELAND SECURITY CENTER OF EXCELLENCE

and over 90,000 foreign manufac-
turing facilities and tens of millions
of farms outside of the United
States also engaged in food produc-
tion. The size, scope, and open
operating environment of the food
system contribute to its success and
increase its potential vulnerability
to terrorist actions. The public is
aware of this: in a 2005 survey by
The Food Industry Center (TFIC)
and NCFPD, consumers stated that
they felt food defense deserved the
greatest share of terrorism defense
spending.

To address this vulnerability,
NCEFPD was established in 2004
through a competitive grant process.
Led by the University of Minnesota,
NCEFPD is a research consortium
with the goal of defending the safety
of the food system through research

and education. The Center’s
investigators are leading projects
that focus on reducing the vulner-
ability of the nation’s food system
to terrorist attack by contamination
with biological, chemical, or radio-
logical agents at any point along the
food supply chain, from primary
production through transportation
and food processing to retail (super-
markets and restaurants) and food
service operations. The research
projects strengthen the food system’s
preparedness and resiliency to
threats, disruption, and attacks, and
mitigate the potentially catastrophic
public health and economic effects
of food system attacks with effec-
tive preparedness, response, and
recovery.

Figure 1: The complexity of the food system is demonstrated
through a supply chain for a hamburger.

To leverage expertise and resources
programmatically, NCFPD and

its investigators across more than
two dozen participating universi-
ties work in close partnership with
federal and state regulatory agencies,
state and local health and agricul-
ture departments, first responder
communities, professional organiza-
tions, other DHS Centers of Excel-
lence, the national laboratories,

and private sector stakeholders. A
cornerstone of the private sector
engagement is NCFPD’s Industry
Work Group with over 30 food in-
dustry experts who serve as advisors,
providing technical advice, critical
end-user feedback, and strategic
oversight.

NCFPD has more than 60 current
and completed projects that fall
under several themes:

Agent Behavior — Developing
innovative detection, decontamina-
tion, and inactivation technologies
using research on the fundamental
behaviors of chemical or biologi-
cal threat agents in food. Current
projects in this theme include the
development of biosensors for
detecting Botulinum Neurotoxin in
food (Principal Investigator: Eric
Johnson, University of Wisconsin-

(Continued on Page 8)
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NCEPD (Cont. from 7)

Madison); and developing methods
for decontaminating food process-
ing equipment and facilities that
have been deliberately contami-
nated with Bacillus anthracis spores
(Principal Investigator: Peter Slade,
National Center for Food Safety
and Technology, Illinois Institute of
Technology).

Event Modeling — Developing
dynamic, real-world models of
food contamination events, public
health responses, and private sector
systems. These models enable
investigation of different interven-
tion, mitigation, and response
strategies for food system events
from private sector, public health,
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models lacking private sector data
and detailed food system informa-
tion.

Risk Communication — Encom-
passing basic and translational re-
search, risk communicator training,
and rapid response deployment.
These activities are defined by best
practices in effective risk commu-
nication for active engagement of
multiple audiences prior to, during,
and after potentially catastrophic
food system events. An example of
one project in this theme is the de-
velopment of an online repository
of risk communication training
resources, such as those available at

(Continued on Page 19)
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The FAZD Center: Reducing the risk of exotic animal
diseases to America’s health and economy

The FAZD Center is the integrated,
full-spectrum center protecting
America from exotic animal diseases
that threaten public health and
economic stability. Its specific
mission is to create products that
will protect against the introduction
of high-consequence foreign animal
and zoonotic diseases (FAZDs) into
the United States, with an em-
phasis on prevention, surveillance,
intervention and recovery. These
products offer the dual benefit of
also reducing the risks from natural
or accidental outbreaks of these
diseases.

FAZD:s pose a clear threat to U.S.

interests in terms of:

¢ Public health — Nine of the 10
highest priority biological agents
that threaten human health are
zoonotic: diseases that may be
transmitted from animals to
humans.

* Economic stability — Food
and agriculture provide almost
13 percent of U.S. jobs with an
annual economic activity
approaching $1 trillion per year.

This was recognized at the federal
level in January 2004 with Home-
land Security Presidential Directive
9, which states in part: “America’s
agriculture and food system is an
extensive, open, interconnected,
diverse, and complex structure pro-
viding potential targets for terrorist
attacks. We should provide the best
protection possible against a suc-
cessful attack on the United States

agriculture and food system,
which could have catastrophic
health and economic effects.”

The FAZD Center was es-
tablished on Oct. 1, 2004 by
DHS as the result of a com-
petitive bidding process. DHS
has extended the center’s funding
through fiscal year (FY) 2008, and
has indicated an extension through
FY09, pending availability of funds.
The center operates on a core
budget of $5 million in FY08, with
an additional $5 million approved

for FY09, plus other competitive
bids from DHS.

Major partners for the center are
Texas A&M University, the Uni-
versity of California at Davis, the
University of Southern California,
The University of Texas Medical
Branch, Georgetown University,
Plum Island Animal Disease Center
and other National Laboratories,
plus nine Minority Serving Institu-
tions.

The FAZD Center develops its
products through projects divided
along three thematic categories:
Biological Systems, Information
Analysis Systems and Education &
Outreach Systems.

Biological Systems are designed to
satisfy DHS’s goals of detection,
diagnosis, prevention and recovery.
These products include:

* Vaccines for Rift Valley fever
and avian influenza: There is a

FAZD CENTER

NaTionaL CENTER FOR FOREIGN ANIMAL
anD Zoonotic Disease DerFense

critical need for improved
vaccines for zoonotic diseases of

economic and public health
applications, such as Rift Valley
fever (RVF) and avian influenza
(AI). In addition to safety,
efficacy and the ability to
manufacture sufficient quantities
of vaccine, FAZD Center
investigators are using modern
recombinant technologies to
incorporate genetic “markers”
into RVF and Al vaccines to
make it possible to distinguish
vaccinated livestock from
infected livestock. In an
outbreak, this property will
prevent unnecessary slaughter of
animals and avert further
damage to the economy through
trade restrictions. It will also
lessen challenges to the

capacity for carcass disposal.
Candidate vaccines are ready for
initial field testing.

* Anti-viral protection against
foot and mouth disease:
Standard vaccines for foot and
mouth disease (FMD) require
up to 10 days before becoming
effective, creating an immunity
gap during which livestock

remain vulnerable to one of the

(Continued on Page 10)
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most contagious of viral diseases.
A new antiviral from the FAZD
Center promotes “natural killer
cells” that attack the FMD virus,
providing protection within
three days. Research in this area
contributes to vaccine
development at Plum Island
Animal Disease Center.

* Rapid detection tests for use

at chute site: After an outbreak
of FMD has been confirmed,
the emergency response program
to eradicate the disease involves
sometimes massive culling of
infected or exposed herds. The
FAZD Center is developing
rapid, accurate, inexpensive field
tests that will distinguish
between infected and uninfected
animals at chute site within
minutes. This will eliminate
unnecessary loss of uninfected
animals, saving hundreds of
thousands of animals in large
outbreaks.

Information Analysis Systems im-
prove the ability of decision makers
to respond to outbreaks of animal
disease. These products include:

* Assessment of impact of FMD
outbreak in feedlots: The impact
of outbreaks of FMD into
randomly selected feedlots has
been assessed in a nine county
area of the High Plains of Texas
that contains a high concentration
of large concentrated animal
feeding operations (CAFOs).
The FAZD Center’s economic
researchers are evaluating the
economic impacts of the various
mitigation strategies that were
simulated. Early detection is a

very important facet in limiting
the spread of FMD after intro-
duction and the epidemiologic
and economic impact. Vaccina-
tion as a means of containing the
disease was effective only in
selected scenarios. The early
availability of vaccine was impor-
tant in its efficacy.

Risk assessment for exotic and
zoonotic disease: DHS has
provided special funding to the
NCEFPD and FAZD Center for
a study to compare and
evaluate the various models
now used for risk assessment and
to explore their utility for FAZD:.
This study, which is being
initiated now, involves
comparison of existing models
and identification of gaps in
both data and modeling

ability. This study will provide
an important next step in
organizing the existing array of
related models for estimating
the impact of either intentional
or unintentional introduction of
animal disease in the United
States.

Models and databases to

assess consequences: The ability
to examine the molecular
intricacies of infectious
agent-host processes is critical to
the development of new
protection, detection and
therapeutic strategies. The
FAZD Center has worked with
multiple partners including
several national laboratories to
develop a suite of molecular
analytical tools that has provided
valuable and often unanticipated
insight into select agent disease
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pathways, and is now being
employed for the study of other
important agents.

Education & Outreach Systems are
providing the next generation of sci-
ence power for homeland security.
These products include:

* Avian influenza training for
early responders: In the event
of an outbreak of Avian
Influenza H5N1, a lack of
training among early responders
will lead to delayed detection
and ineffective reactions. The
FAZD Center’s Avian
Influenza School trains the
trainers and provides
training modules for use by
extension agents, veterinarians,
researchers and farmers — for
prevention, intervention and
recovery from outbreaks.
Sessions have been held in Texas,
California and Minnesota, and
in Africa, and are in demand in

the developing world.

* Stakeholder workshops on mass
animal mortality: If a pandemic
or a catastrophe resulted in the
death of U.S. livestock in large
numbers, current environmental
policy and regulations would
severely hamper carcass disposal.
FAZD Center workshops in
California and Texas brought
together major stakeholders
from the livestock industry:
industry representatives,
policymakers, scientists and
regulators. The workshops
brought together players with
diverse and divergent involvement,

(Continued on Page 20)
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The FBI's Role in Safe-Guarding the Food and Agriculture Sector*
by Linda Lee and Peter de la Cuesta, FBI

Agriculture ranks among the most crucial of our nations industries; yet its reliability
and productivity are often taken for granted.”
- President George W. Bush

The Federal Bureau of Investigation
(FBI) is involved in the mitigation
of threats to national security within
an enormous variety of situations;
however the security of the agricul-
ture sector is especially challenging.
Agriculture is unlike any other
critical infrastructure. While all
other critical infrastructures may be
protected to some degree by guards,
gates, and guns, the agriculture
system extends from farm to fork,
across diverse commodities and in-
dustries, and has considerable sector
inter-dependencies such as with the
transportation and water sectors.

But you may wonder, “Why should
I be concerned?”

People expect their food to be safe.
Agriculture is a large system with
much vulnerability.

Food and agriculture industries
are considered soft targets.

In the US, the economic impact
of an attack against our food
supply is daunting. 12.3% of
the GDP is based on agriculture
and 1 in 6 jobs in the US are tied
to the food industry, including
agriculture, suppliers, wholesal-
ers, transportation, and food

service.

The threat of agroterrorism is a real
threat. Although there is no known

or articulated threat to US agricul-
ture or food, the FBI takes a proac-
tive stance in the protection of our
food supply. To this end, the FBI
has numerous programs in partner-
ship with the United States Depart-
ment of Agriculture (USDA), the
Food and Drug Administration
(FDA), the Department of Home-
land Security (DHS), state and local
agencies, and the private sector to
assist in preparedness efforts and to
prevent an agroterrorism attack.

Strategic Partnership Program
Agroterrorism

The Strategic Partnership Program
Agroterrorism (SPPA) Initiative is a
public-private cooperative effort es-
tablished by the FBI, DHS, USDA,
and FDA in partnership with state
and industry volunteers. The intent
of the initiative is to collect the nec-
essary data to identify sector-specific
vulnerabilities, develop mitigation
strategies, identify research gaps
and needs, and increase awareness
and coordination between the food
and agriculture government and
industry stakeholders. To accom-
plish this, the SPPA brings together
Federal, state, local, and industry
partners to collaboratively conduct
a series of assessments of food

and agriculture industries. Each
assessment is specific to a single
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commodity and provides in-depth
analysis of all aspects of that specific
process, providing detailed informa-
tion both to the government to
assist in preparedness planning and
to the industries involved to help
them minimize any vulnerabilities
revealed by the assessment.

SPPA assessments are conducted on
an entirely voluntary basis between
one or more industry representa-
tives for a particular product or
commodity, their trade associations,
and Federal and state government
agricultural, public health, and law
enforcement officials. Together,
they conduct a vulnerability assess-
ment of that industry’s production
process using the CARVER + Shock
tool. The acronym “CARVER”
stands for the factors assessed
throughout each commodity’s pro-
duction process: Critically, Accessi-
bility, Recuperability, Vulnerability,
Effect, Recognizability, and Shock.

This initiative started in November
2005 and will continue through
September 2008. Approximately 50
assessments of specific industries or
commodities within the food and
agriculture sector will be conducted
by that time. At the conclusion of
each assessment, a report is gener-

(Continued on Page 12)
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ated detailing the vulnerabilities of
the commodity, possible migration
strategies, and indicators and warn-
ings of a potential attack for use by
the participating industries and for
government planning purposes.

These assessments support the
requirements for a coordinated
food and agriculture infrastructure
protection program as stated in the
National Infrastructure Protection
Plan (NIPP), Sector Specific Plans
(SSP), and Homeland Security
Presidential Directive-9 (HSPD-9),
Defense of US Agriculture and Food.

Below is a sampling of the as-
sessments that have already been
conducted:

* Yogurt

* Grain-Export Elevators
¢ Bottled Water

* Baby Food

¢ School Kitchens

¢ Swine Production

¢ Frozen Food

¢ Ground Beef Production
* Dairy Cattle Farm

e Corn-Growers

rorism Comprehensive Integrated
Field Exercise on September 24-28,
2007 in Seattle, Washington. The
goal of this training was to increase
awareness of agroterrorism, test
response activities to a terrorist
attack on the agriculture sector, and
engage FBI field agents, veterinar-
ians, public/environmental health
officers, and local law enforcement
officers in responding to an actual
agroterrorism event.

The exercise was conducted in three
stages. First, two and a half days
of classroom training discussed

the various agencies’ roles and
responsibilities in a potential agro-
terrorism event as well as existing
agroterrorism response protocols

Juice Industry

Egg Production
Fresh-Cut Produce
Infant Formula
Poultry Processing
Fluid Dairy

Cattle Feedlot

Live Auction Markets
Soybean-Growers

Retain Fluid Dairy Milk

Any industry wishing to be involved
in future assessments by the SPPA
program or seeking further infor-
mation about assessments already
conducted in their sector is welcome
to contact the FBI or our partner
agencies for specific information.

Agroterrorism Full Scale Exercise

The FBI Headquarters and FBI
Seattle Division hosted an Agroter-

and programs. Next, a table top
exercise was conducted using a
mock scenario involving the in-
tentional introduction of a foreign
animal disease in a large dairy by a
group with ties to an international
terrorist organization. Finally, a full
scale field exercise was conducted at
three different sites to correspond
to various learning objectives for
potential responders to an agro-
terrorism response. The three sites
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focused on evidence collection,
clandestine laboratory assessment
and take-down, and prevention of
an incident at a major public event.
The participants who were not
actively involved in the field exercise
served as observers at the location
of their choice, which allowed for
broad cross training across the vari-
ous disciplines who were present.

Regional Agroterrorism Workshops

The FBI has hosted a series of
Regional Agroterrorism Workshops
this year. The purpose of these
workshops is to provide cross
training within specific geographical
regions of the United States to im-
prove interagency coordination and
private sector participation. The
trainings served to open dialogue
between the FBI, USDA, FDA,
public health, and our partners in
the private sector. The workshops
continue to foster a greater under-
standing of roles and responsibilities
each organization may carry in

the event of a criminal or terrorist
incident. The training is based
largely on the Agroterrorism Crimi-
nal Investigative Handbook which
was a joint FBI, FDA, and USDA
publication and as an extension of
the Agroterrorism Working Groups
which are in place in our field
offices through the FBI's WMD

Coordinators.

Six regional workshops were held

in 2007, and plans are in place to
conduct six more in 2008 across

the country. Information about
upcoming workshops in your region
can be found at www.agroterror-

ismworkshop.org/.

(Continued on Page 18)
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InfraGard: Building Trust Among Experts on CIP

by Dr. Phyllis A. Schneck, VP, Research Integration, Secure Computing Corporation, and
Chairman, Board of Directors, InfraGard National Members Alliance

In my personal experience as a
private sector executive and Infra-
Gard member, FBI agents whom I
met through InfraGard have asked
me to explain things that I see in
the cyber security and academic/re-
search world, potentially to educate
them on a specific topic that would
help them with a case or, better yet,
to catch one more “bad guy.” Those
conversations were based purely on
trust, where the FBI agents were
people I knew well, and they knew
I would provide as much knowledge
as | could in my area of expertise.
That type of information exchange
could never occur over a listserv,
portal, or other technology-driven
means. In another case, an FBI
agent had some information he
wanted to share with key leaders in
the financial sector, and, once again
based on trust, we connected that
agent to the correct people. At that
point, technology plays a key role
in disseminating the information

to appropriate parties, but the true
motivator for information sharing is
not a portal — it is a person.

The FBI’s InfraGard program is
designed to replicate this type of
interaction: it is designed to build
relationships and to foster trust
among critical infrastructure subject

INFi D

BAE BRI AT ALL AR
MATIONAL

—_

matter experts (SMEs) in the private
sector and between those SMEs

and their colleagues in all levels of
government and law enforcement
and across all CI/KR sectors. Many
of these relationships are formed

at meetings or events where people
get together in person, perhaps hear

between the FBI and local commu-
nities. InfraGard is an association
of government and business leaders
that meet regularly and freely share
their ideas and expertise to better
protect America’s infrastructures.
InfraGard has over 23,000 members
as of February 2008, comprising 86

The core of “public-private partnership” is trust.
We are all human, and humans work, socialize,
and share knowledge with those that they trust.

a prominent speaker, and have the
opportunity to engage and maintain
contact with those of like interests.

InfraGard is unique in its ability to
reach into local communities, and
engage local and State government
and law enforcement with business
leaders and local critical infrastruc-
ture SMEs focused on the interests
of hundreds of communities nation-
wide.

InfraGard is the only organization
that has a vetted CIP SME member-
ship, reaching local communities and
connecting all areas of our country to
local, State, and Federal law enforce-
ment and government through trusted
relationships.

InfraGard Structure

InfraGard, started by the FBI

in 1996, is a collaborative effort
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chapters nationwide. All members
are vetted by the FBI, but local
chapter affiliation (i.e., choosing
which particular chapter to join) is
the choice of the member once ac-
cepted by the FBI. The FBI estab-
lishes the criteria for membership.
In general, any U.S. citizen who is
committed to the protection of our
Nation’s critical infrastructure may
join.

The InfraGard program is governed
at the national level collaboratively
by the FBI and the InfraGard Na-
tional Members Alliance INMA).
The INMA is incorporated as a
not-for-profit corporation (501(c)
(3)), consisting of 12 Directors
and 8 Officers of the Corporation.
Each local InfraGard Members
Alliance (IMA) is also incorporated
as a not-for-profit 501(c)(3), and is
governed by a private sector Board

(Continued on Page 14)
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and Ofhicers. Each IMA has its own
set of Bylaws, as does the INMA.
This structure allows the private sec-
tor leadership in each community to
engage with other organizations and
even obtain funding/sponsorships
without representing the FBL.

An InfraGard “chapter” is made

up of the local IMA and FBI Field
Office, and a group of InfraGard
members. The chapter and the
IMA also may include other gov-
ernment affiliates such as DHS
Protective Security Advisors (PSAs).
Chapter membership ranges from
50 to 700, based most often on the
concentration of critical infrastruc-
ture in a community and the prox-
imity of the closest chapter. Some
states have more than one chapter

— distribution depends on several
factors including the geographic
location of people who want to
participate and the variety of
industries in the state. For example,
Florida has six chapters while Alaska
has only one. The current member-
ship is primarily made up of the
business leaders from industries that
represent critical infrastructures
(transportation, energy, water, etc.)
and government agencies.

All PSAs are InfraGard members
and serve as a DHS connection for
the local InfraGard membership in
the communities they serve. The
private sector is also developing
chapter liaisons from the U.S.
Marines, National Guard, and
Department of Justice. The INMA
has Memoranda of Understanding
(MOUgs) with several agencies such
as DHS, FEMA, and the Bureau
of Alcohol, Tobacco, Firearms, and
Explosives (BATFE).

Membership Benefits

Members benefit by meeting and
interacting with people from indus-
tries outside of their own as well as
with government representatives
(FBI, DHS, State Homeland Securi-
ty, etc.). In addition, members have
access to the FBI’s InfraGard secure
network. It is important to note
that InfraGard networks and meet-
ings do not involve any classified
information. The information on
the InfraGard network is unclassi-
fied critical infrastructure protection
information that the FBI has elected
to share with the vetted member-
ship based on the premise that the
trusted relationships formed in the
local chapters and communities will
enable that information to be used
or even augmented and modified to
better protect our country.

Membership Costs

InfraGard membership is free.
Some IMAs/chapters, however, may
choose to assess a local fee that goes
toward conducting meetings, paying
for speakers, etc. For example, the
Los Angeles IMA charges an annual
fee of $50. Some funds come from
the FBI through the local FBI Co-
ordinator. Other funds come from
grants or sponsorships to the IMA.
Most funds are represented by “in
kind” contributions of volunteer
time or services (meeting space,
speaking, etc.).

Our Meetings

Chapters generally host a guest
speaker who presents on topics that
are of interest to chapter members.

These topics include, for example,
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pandemic outbreaks, cyber vulner-
abilities, and continuity planning.
Additionally, time is allowed for

the members to interact with each
other for informal discussions.
Meeting attendance depends on the
chapter, the topic, etc. Generally,
about 25% to 50% of the total local
membership attends any one given
meeting. In addition, FBI agents
and local FBI management may
attend these meetings, as well as the
local DHS PSA and other State and

local government representatives.

In general, InfraGard meetings are
open. Some chapters, however, may
opt to have members-only meetings.
Local chapter leaders determine the
culture of their chapter and gather-
ings based on the community cul-
ture. Some chapters meet quarterly,
some meet bi-monthly, some meet
monthly. It depends on the activ-
ity level of the particular chapter.
Much of the value of the meetings
is joining the private sector SMEs
with government counterparts

and building the relationships that
eventually lead to working together
based on trust.

Our Vision

InfraGard is working closely within
the NIPP model as a resource for
cross-sector SMEs, and as a reach

to local communities for planning,
response, and national exercises.

In our recent past, we have created
lines of communication and extend-
ed the network of SME relation-
ships to a variety of organizations.
A good example is a meeting hosted
in August 2006 in Atlanta, bringing
together DHS/GFIRST, the U.S.

(Continued on Page 20)
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Protecting Food and Agriculture: DHS S&T Should Boost Basic
Research Support, and Leverage Capabilities of Other Science Agencies

by Timothy P. Clancy, JD, Principal Research Associate for Law

This month’s column should be
labeled science policy insights — for
when it comes to the food and
agriculture sector I'm far from an
expert. But I can speak with at least
some confidence about the state of
federal homeland security research.
And when it comes to food and
agriculture, sustained leading edge
research is vital for the United
States to counter the complex and
varied threats to our food supply
and system of agriculture.

This edition of 7he CIP Report
highlights the work of the two
university-based Homeland Secu-
rity Centers of Excellence focused
on agriculture and food security:
the FAZD Center and NCFPD.
Both of these centers are consortia
of universities and are funded
through DHS, Science and Tech-
nology (S&T) Directorate, Office

of University Programs. Each
center is competitively awarded
and new centers can receive up to
$2 million per year for four to six
years, according to DHS.

These centers provide integrated,
multi-disciplinary, long-term, basic
research needed in the fight against
complex animal diseases, food-
borne pathogens and other threats.
These centers have attracted numer-
ous private sector partners includ-
ing major food packaging and

production companies.

However, beginning in 20006,
DHS/S&T and the Office of
University Programs in particular
have suffered budget reductions due
to congressional displeasure with
DHS/S&T management practices.'
New DHS/S&T Under Secretary
Adm. Jay Cohen responded to these

concerns by significantly reorga-
nizing the Directorate’s budget,
improving staffing and instituting
strategic planning.? These moves
have mollified congressional critics
at least for now® but an unfortu-
nate side effect has been a severe
reduction in funding for university
centers to $44 million down from a
high of over $70 million in 2005.

In FY 2007, an analysis by the
American Association for the
Advancement of Science (AAAS)
found DHS/S&T funding for
university-based research — leading
performers of federal basic research
— was only $33 million, a mere
fraction of the total S&T budget
of $1.1 billion.> Under Secretary
Cohen recently testified before the
House Committee on Science and

(Continued on Page 16)

YU.S. Homeland Security: Congress Dials Back Research on Understanding Terrorism, Yudhijit Bhattacharjee, Science, August 4, 2006: Vol.
313. No. 5787, p. 610, DOI: 10.1126/science.313.5787.610.
2Statement of the Hon. Jay M. Cohen, Under Secretary for Science and Technology, Department of Homeland Security, before the

Subcommittee on Technology and Innovation, Committee on Science and Technology, U.S. House of Representatives, March 6, 2008,
http://democrats.science.house.gov/Media/File/ Commdocs/hearings/2008/Tech/06march/Cohen Ryan Testimony.pdf.

> “The Committee is pleased with the rapid progress S&T appears to be making toward resolving past deficiencies. The new Under Secretary

has restructured the directorate’s programs, worked to obligate resources in a timely fashion, and instituted a capable budget office able to

deliver timely, accurate, and comprehensible documents. Only time will tell if this new enterprise is on course to produce useful scientific

and technological solutions to threats to the homeland.” Senate Report 110-084 - Department of Homeland Security Appropriations Bill,

2008.

* AAAS Report XXXIII: Research and Development FY 2009, Preliminary Analysis of the Department of Homeland Security R&D Budget,

http://www.aaas.org/spp/rd/prel09p.htm.

S AAAS Report XXXII: Research and Development FY 2008, Chapter 11, Department of Homeland Security R&D Budget,

http://www.aaas.org/spp/rd/dhs08p.htm.
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Technology that in the FY 2009
request before Congress, the S&T
Directorate’s investments in basic
research will increase to roughly
20% of the total S&T portfolio. It
remains to be seen if Congress takes
up this budget request or delays
action until the next administration
takes office.

Also, regardless of its own basic
research efforts, DHS/S&T contin-
ues to struggle with how to orient
its research with efforts of other sci-
ence funding agencies. The House
Appropriations Committee recently
called for a review of homeland
security research across the federal
agencies, fearing that DHS is “du-
plicating [efforts of other agencies]
or failing to draw upon them.”®

In the food and agriculture sector,
USDA in particular is a major
source of basic research fund-

ing. Both USDA and DHS share

responsibility for activities at the

Plum Island Animal Disease Center
(PIADC), the location of research
on high-consequence biological
threats involving zoonotic and
foreign animal diseases such as foot
and mouth disease (FMD). This
joint arrangement was the result
of a peculiar twist found in the
Homeland Security Act of 2002.
The Act transferred ownership and
operation of Plum Island to DHS
from USDA but did not transfer
funded research programs — re-
search continues to be supported
mainly by the USDA’s Agricultural
Research Service (ARS).” This joint
responsibility created by statute has
forced DHS and USDA to cooper-
ate much more closely on research
goals and needs — whether the
agencies liked it or not.?

Clearly, there is a long way to go if
DHS/S&T is going to spur leading
edge basic research innovations on

par with fellow science agencies.’

Despite a rocky start, DHS/S&T

MARCH 2008

is taking steps to change course
and expand cooperation with other
more established agencies. A good
next step would be for DHS/S&T
to co-fund more merit-based,
peer-reviewed individual investiga-
tor grants with agencies like the
National Science Foundation and
USDA. Without such future
competitive funding opportunities,
DHS will not receive full return on
its initial investment in the Centers
of Excellence. <*

¢“INTERGOVERNMENTAL RESEARCH: Congress mandated that the Department of Homeland Security support U.S. leadership

in science and technology. To do so, S&T conducts and funds research in various areas to support the Department’s component agencies,

to develop countermeasures to potential threats, and to work on cross-cutting initiatives. The Committee is concerned that DHS, and in

particular S&T, may be insufficiently aware of research efforts by other Federal agencies in areas related to homeland security and, as a

result, may be duplicating those efforts or failing to draw upon them. In addition, the Committee is concerned that the research agendas of

other Federal agencies may be influenced by homeland security goals in a way that displaces important research not directly connected to

homeland security. The Committee believes that an independent review is necessary to determine whether Federal resources are being ad-

equately and efficiently used in DHS and other Federal agencies to address homeland security needs, as well as to identify opportunity costs

that may result from the increasing prominence of homeland security priorities in Federal research portfolios outside of the Department.
The Committee provides up to $1,300,000 for S&T to contract with the National Academy of Public Administration (NAPA) for such a
review and expects the contract to be awarded within two months of the enactment of this Act. This funding has been provided within the

transition program.” House Report 110-181 - Department of Homeland Security Appropriations Bill, 2008.

7 'This arrangement will continue at the future National Bio and Agro-Defense Facility (NBAF), successor to Plum Island. For more

information on NBAF, see 7he National Bio- and Agro-Defense Facility: Issues for Congress, Congressional Research Service, CRS Report

RL34160, Updated November 15, 2007.

8 Plum Island Animal Disease Center: DHS and USDA Are Successfully Coordinating Current Work, bur Long-1erm Plans Are Being Assessed,
United States Government Accountability Office, GAO-06-132, December 2005.
?See: Domestic Nuclear Detection Office/National Science Foundation Academic Research Initiative (ARI),
http://www.nsf.gov/pubs/2008/nsf08534/nsf08534.htm.
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private, and academic entities per-
form R&D to help improve the
security of the Nation’s food and
agriculture industries and supply
chains. The Federal government
also sponsors research facilities
throughout the Nation in addi-
tion to its own agency research
centers.

Information from two Homeland
Security Centers of Excellence,
NCFPD and the National Center
for Foreign Animal and Zoonotic
Disease Defense (FAZD Center),
is featured in this issue on pages 7
and 9, respectively. The National
Alliance for Food Safety and
Security (formerly the National
Alliance for Food Safety), es-
tablished in 1998, is a network

of 20 universities and contains
five national centers of excel-
lence. The National Center for
Food Safety and Technology is a
research consortium consisting of
representatives of the FDA Center
for Food Safety and Applied Nu-
trition (CFSAN), Illinois Institute
of Technology, and industry.

The University of Minnesota’s
Center for Animal Health and
Food Safety is yet another center
dedicated to the study of issues
affecting the Agriculture and
Food Sector. The aforementioned
centers are only a few examples of
the many organizations working
to better protect the Nation’s food

supply and agricultural com-
munity from all hazards and to
enhance sector resilience.

For additional information on the
sector, please see the Agriculture
and Food SSP, available at

http://www.dhs.gov/nipp

MARCH 2008



http://www.ncfpd.umn.edu/
http://fazd.tamu.edu/
http://www.dhs.gov/cipac

THE CIP REPORT

MARCH 2008

FBI Safe-Guarding (Conz. from 12)

Agroterrorism Working Groups

Agroterrorism Working Groups
were initiated in June 2005 to
enhance the FBI's ability to detect,
deter, assess, and respond to po-
tential terrorist threats or attacks
targeting the food and agriculture
sectors in a manner coordinated
regionally throughout the country.
These working groups are com-
prised of Federal, state, and local
government counterparts in food
and agriculture, appropriate local,
county, state and/or Federal law
enforcement personnel, and public
health personnel.

Along with regular meetings, the
FBI provides a secure means of
communication to members of the
Agroterrorism Working Groups
through the use of the Food and
Agriculture InfraGard portal within
the InfraGard system. This portal
is also available to other members
of the food and agriculture com-
munity.

Food-Agriculture InfraGard

The Food-Agriculture InfraGard
Special Interest Group (SIG) is a
resource dedicated to the safeguard-
ing of the food and agriculture
sectors of both private industry and
government through information-
sharing networks and a private
secure portal of communication.
The Food and Agriculture Infra-
Gard SIG is intended to enhance
the sharing of information among
private sector stakeholders who can
be called on to assist the FBI in
agriculture sectors of our nation’s
critical infrastructures. It aims to be
a consortium of agriculture security

professionals and law enforcement
officials with the common goal of
protecting America’s farmland, food
products, animals, and industry.

Assessments, news, relevant links,
and up-to-date information on
protection issues related to the
agriculture community are available
to Food and Agriculture InfraGard
SIG members. Members may sub-
mit articles for posting on the site,
and communicate on the message
board about food and agriculture
sector issues in a secure environ-
ment. The site is also broken into
areas specific to law enforcement,
industry, food/agriculture agencies,
animal/human health organiza-
tions, and academia. The Food and
Agriculture InfraGard SIG offers

a unique opportunity to belong

to the fastest growing network
dedicated to agriculture-specific
information sharing, driven to
protect the food and agriculture
infrastructure of the United States.

Participation in the Food and
Agriculture InfraGard SIG requires
membership in the national Infra-
Gard Program and affiliation with
the agriculture industry. Currently
there are over 18,500 members of
InfraGard and 900 members in the
Food and Agriculture InfraGard
SIG. To belong to the Food and
Agriculture InfraGard SIG, visit

www.infragard.net.

International Symposium on
Agroterrorism

The FBI's Weapons of Mass De-
struction Directorate supports the
FBI Kansas City Division’s Inter-
national Symposium on Agroter-
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rorism (ISA), to be held next on
April 22-24, 2008. 'The three-day
symposium attracts approximately
800 international and domestic
attendees including individuals
from Federal, state, and local law
enforcement, public health, indus-
try, and academia. The symposium
is designed to increase global
awareness and provide the global
perspective on agroterrorism issues,
to establish and strengthen liaison
relationships at the international,
Federal, state, and local levels, and
to better integrate industry regard-
ing the protection of the food and
agriculture sector.

For more information on the up-
coming 2008 ISA and to register to
attend, please visit www.fbi-isa.org.

The FBI is dedicated to its mission
and its role in the food and agricul-
ture sector and preparing against an
agroterrorist attack with our current
and future partners.

Linda Lee is an Intelligence Analyst
in the FBI's WMD Directorate,
WMD Operations Unit. Peter de la
Cuesta is a Supervisory Special Agent
with the FBI’s WMD Directorate,
WMD Countermeasures Unit. He is
also the program manager of the In-
frastructure Team. For more informa-
tion on the FBI's WMD Directorate
and its programs, please visit www.

[bi.govlhg/nsblwmd/wmd _home.htm.

* A version of this article previously

appeared in 7he Guardian, an InfraGard

. . 7
publication. **
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the International Food Information
Council website: http://www.ific.

org/riskcommunication/index.cfm.

System Strategies — Establishing
innovative prevention, response,
and recovery strategies to minimize
both the probability of a terrorist
attack on the food system and the
resulting health and economic con-
sequences. The Systems Strategies
theme continues to develop ap-
proaches to prioritize interventions
and countermeasures based on their
effectiveness and economic utility,
importantly including complemen-
tary benefits beyond food defense.
For instance, a benchmarking tool

designed by the team led by Jean

000

Kinsey at the University of Minne-
sota and TFIC allows companies at
different points in the supply chain
to compare their security practices
to industry averages and industry
leaders. (See Figure 3) The tool is
available online at http://foodin-

dustrycenter.umn.edu/Food De-
fense Diagnostic Tool.html.

Education — NCFPD’s educational
program is thematically overarching,
focusing on enhancing expertise in
food defense through the develop-
ment and expansion of specific
programs of study for graduate and
undergraduate students, postdoctor-
al students, and mid-career profes-
sionals in the public and private

The Food Industry Center Survey

sector. More than one hundred
graduate students and postdoctoral
research trainees have worked across
nearly all NCFPD research and
education projects. This notably
demonstrates the capability of the
academic research community to
respond flexibly and rapidly to the
need for professional expertise in

all aspects of food protection and
defense. By educating both current
and future leaders and developing
critical expertise in food defense,
NCEPD helps to ensure the protec-

tion of tomorrow’s food supply. **

<« @ /I‘ @ hrep: f/webapps.cfans.umn.edu/TFIC/survey,Surveyd asp v b (|G fe Q
Getting Started  Latest Headlines5 AppleY Amazon eBay Yahoo! News¥ NCFPD CM Login ker YWCA of polis Central Desktop UTTC Pandora Radio  DHS Daily Open Sour...
@ Disable v [ Cookies * || €55 » [£] Forms v & Images + (@ Information ~ Miscellaneous v ./ Outline v _ ] Resize * /* Tools v [&] View Source ~ Options X ® ©
= Google Calendar @ 5= Facultyand Staff: Uof... @ [P| Pandora Radio - Listen ... @ & NCFPD Web/Portal - Ta... @ @ meetingmaker % University of Minnesota ... @ @ TFIC Survey Home @ @ The Food Industry Cent... @ |+
. NATIONAL CENTER FOR
FOOD PROTECTION AND DEFENSE
A HOMELAND SECURITY CENTER OF EXCELLENCE
The Food Industry Center

UNIVERSITY OF MINNESOTA

TFIC Survey for Grocery Retailer

To fill out the response sheet, please read cach statlement carefully and respond with the number between 1 and 5 that most closely corresponds to your level of agreement with the statement. If you Strongly Disagree with the statiement, use 1; if you
Strongly Agree with the statement, respond with a value of 5. If the statement does not apply to your firm or you do not know the answer, please leave the response blank or click NA. The average will be calculated on the questions you actually

answer (not included NA answers). Please note that the term "firm" refers to your organization or business unit (plant, store, distribution center, headquarters, etc.).

Food Products

Question

Tracking/Monitoring

1. - the name of the immediate previous source and immediate subsequent recipient

2. - the origin and destination points

3. - the date the shipment was received and released

4. - number of packages in the shipment

5. - description of freight

6. - route of movement and transfer points through which the shipment moved

7. Our firm utilized the Hazard Analysis and Critical Control Point (HACCP) system

Answer (1=Strongly Disagree,
5=Strongly Agree)

Figure 3: TFIC and NCFPD’s benchmarking tool for food companies’ defense assessment.
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http://foodindustrycenter.umn.edu/Food_Defense_Diagnostic_Tool.html
http://www.ific.org/riskcommunication/index.cfm
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FAZD Center (Cont. from 10)

often for the first time. They
examined policy and suggested
changes to improve response and
recovery, and established
working relationships.

* Risk communications training
on FAZD issues: The FAZD
Center sponsored a two-day
“train the trainer” workshop
focused on how to handle
risk communications during an
outbreak of an animal disease
that threatens the public health
or the economy. Twenty-eight
communicators participated in
the workshop, representing Texas
A&M University, Texas Tech
University, Ohio State
University, lowa State University,
Purdue University, Kansas State
University, the University of
Arizona and the University of
Georgia. The program is
designed to give communicators
the tools and training they need
to provide instruction to
communicators in their regions.

This approach results in a stream
of products of high impact that are
useful and relevant to a wide range
of customers in government and
industry, including:

As a full-spectrum center, the FAZD Center conducts
research that leads to vaccines, diagnostics, epidemiologic

models, economic models, risk analysis, graduate education

curricula, stakeholder workshops and training programs,

all designed to contribute to the nation’s defense against

catastrophic animal diseases that threaten humans as well

as livestock.

e The DHS Office of Health
Affairs.

e The DHS Office of National
Protection & Programs.

* 'The National Biodefense Analysis
& Countermeasures Center.

* The U.S. Department of
Agriculture.

 The Centers for Disease Control
and Prevention.

* Emergency response agencies at
the state level.

e The U.S. agriculture industry. <

InfraGard (Cont. from 14)

Secret Service (USSS) Electronic
Crimes Task Force, and the INMA
in conjunction with the Atlanta
chapter of InfraGard. That local
meeting featured presentations from
USSS headquarters on the Real-

ID program, DHS on the NIPP,
and sufficient “social” time for the
combined audiences from all of the
organizations to meet.

Meetings such as this, anchored
with InfraGard and engaging the
expertise and members of comple-
mentary organizations, are happen-
ing all over the country, from LA

to NY Metro. As InfraGard grows,
we strive to engage our membership
to build alliances and relationships
with the parts of their community
that need to connect in order to
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protect critical infrastructure.

InfraGard will continue to comple-
ment and assist the efforts of other
organizations, both private sector
and government, securing infra-
structures, one trusted relationship
ata time. **
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FDA Protection Plan (Cont. from 6)

discusses the issue of cross-contam- While FDA has identified its
ination and contamination from approach and integrated plan to
food workers as a result of more food safety and protection, there is
convenience foods being consumed still progress to be made. This past
by Americans. There is also a January, the United States Govern-

greater variety of foods being eaten ment Accountability Office (GAO)
year-round, including consumption  reported on its assessment of the
of exotic foods whose safety hazards  pPlzu. The GAO report stated that,
are not well understood. while several positive first steps are
intended to enhance food safety,
The global food supply is another the lack of a clear description of

important factor to Consider in fOOd resources and Strategies ma_kes it

safety. According to the Plan, the difficult to assess the likelihood

United States trades with over 150 of its success. The report did
countries/territories and 15 percent acknowledge that the Plan indicated
of the overall U.S. food supply by an important shift in FDA’s focus
volume is imported. This puts a to prevention of foodborne illness
great deal of importance on the instead of intervention of after-con-
regulatory systems of other coun- tamination and resulting illnesses
tries. that occur.

The Plan discusses enhancing I'T For more information on the Food
systems related to both domestic Protection Plan, please visit http://
and imported foods. This will www.fda.gov/oc/initiatives/advance/

help the efficiency of more rapidly food.html. <
identifying food importers, and

maintaining, updating, and search-

ing records on food facilities and

shipments. IT systems are also

expected to more accurately identify

firms involved in the food import

supply chain during the import

screening and review processes.



http://www.fda.gov/oc/initiatives/advance/food.html



