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This issue of The CIP Report draws together a series of /
articles on topics germane to critical infrastructure. GEORGE
These topics, such as posse comitatus, identity theft, ms
CFIUS, and the issues surrounding the Padilla case, UNIVERS
represent areas of research currently underway at the

CIP Program by our legal team. While each of these School of Law
articles provide only an overview of the entire issue at CRITICAL INFRASTRUCTURE

hand, more information is and will be available online PROTECTION PROGRAM
as the research further matures.

In addition to articles by our own internal legal scholars, we have included
an article by a current George Mason Law student and a piece on Ed
Gibson, Microsoft's UK Chief Security Advisor.

Our legal team is also currently working to produce a monograph on CFIUS,
Committee on Foreign Investment in the United States, which will include
contributions by Rep. Donald Manzullo (R-IL); Mr. Todd Malan, Executive
Director of the Organization for International Investment; David Marchick,
Esq., Mark Plotkin, Esq. and David Fagan, Esq. of Covington and Burling;
Kristen Neller Verderame, Esq., Chief Counsel BT Americas Inc. and Chair of
the British - American Business Council; and Commissioner Patrick Mulloy of
the U.S. - China Economic and Security Review Commission, which is avail-
able on our website (http://cipp.gmu.edu/research/).
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John A. McCarthy

Director, Critical Infrastructure Protection Prggram
George Mason University, School of Law

The CIP Program legal team:
Maeve Dion, Randall
Jackson, and Colleen Hardy.
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Posse Comitatus and the Military's Role in Disaster Relief

Randall Jackson, J.D., CIP Program

Introduction

There are cur-
rently adequate
4 laws and struc-
tures in place
to facilitate the
use of the mili-
tary in relief
efforts in the event of a major
catastrophe of whatever kind.
Posse comitatus plays a key role
in delineating exactly under what
circumstances the military may
and may not be used for the
explicit purpose of enforcing
domestic law. It is of crucial
importance for key decision mak-
ers within the federal govern-
ment, state governments and the
military (including the National
Guard) to understand exactly
what is allowed and what is not
allowed under various conditions.
Steps should be taken to ensure
that rules for using the military
are clearly understood by all lev-
els of leadership.

Background

Under posse comitatus, the Army
and Air Force may not be used to
enforce domestic law.* This sta-
tus has been extended to include
the Marines and the Navy.? It has
also been interpreted to apply to
the National Guard when federal-
ized (chapter 10 status).
However, far from being simply
an absolute prohibition, posse
comitatus additionally delineates
under what circumstances the

armed forces may be used for
domestic law enforcement.
Therefore as a statute, it is just
as much empowering as pro-
hibitory. The rather broad condi-
tions under which it empowers
the armed forces to enforce
domestic law are "under circum-
stances expressly authorized by
the Constitution or Act of
Congress.™ A good example of
such authorization is the Coast
Guard. Although a member of
the US Armed Forces, the Coast
Guard does not fall under posse
comitatus because Congress
has, through statute, empowered
it to enforce domestic law.*

Through the years Congress has
enacted other legislation aimed
at allowing the military into
domestic law enforcement under
certain circumstances. Broadly
speaking, these statutes have
tended to involve insurrection or
threat to the US from external
enemies. The prime example is
the "Insurrection Act." Under the
Insurrection Act, in times of civil
disturbance or uprising in which
"the President considers that
unlawful obstructions, combina-
tions, or assemblages, or rebel-
lion against the authority of the
United States, make it impracti-
cable to enforce the laws of the
United States in any State or
Territory by the ordinary course of
judicial proceedings"® the military
is authorized to enforce domestic
law as long as the President has
first issued an order to disperse
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peaceably and return home.
Because law enforcement is
authorized, this is a true excep-
tion to posse comitatus.

Similarly Congress has enacted
statutes empowering the military
to play a role in interdicting drug
flows,” illegal immigration infor-
mation sharing® and the handling
of chemical, biological and
nuclear weapons/material.® It
must be clearly understood, how-
ever, that these latter "excep-
tions" are not really exceptions to
posse comitatus. While they cre-
ate a role for the military in
domestic law enforcement opera-
tions, that role is still circum-
scribed and limited to "passive,"
as opposed to "active" duties.

For example, law enforcement
authorities may cooperate with
military personnel in surveillance
operations (thereby making use
of the sophisticated training and
equipment held by the military),
but any actual arrest must be
made exclusively by non-military
law enforcement personnel.*® So
while the military is brought in to
assist domestic law enforcement,
it is still remaining passive and
therefore technically not enforc-
ing domestic law. Posse comita-
tus remains intact.

The Stafford Act* is often cited
as an exception to posse comita-
tus, however again it is not an
exception because it does not
empower the military to enforce
domestic law. (Continued, Page 3)



Posse Comitatus (Cont. from
Page 2) Rather, it outlines how
the military may be used for
short-term disaster relief.*
Additionally, there are provisions
in the Stafford Act allowing the
military to take steps to protect
life and property,™ but such steps
are not to be undertaken as
active law enforcement actions.

In regards to quarantine, general-
ly state health officials have pri-
mary quarantine authority, while
the federal government has
authority over inter-state and
international quarantine.
Although quarantine can affect
inter-state commerce, the court
has ruled that its health compo-
nent overrules and allocates
quarantine to the police power of
the state.*

Under 42 USC §264 ( §361 of
the Public Health Service Act),
the Secretary of Health and
Human Services (HHS) has pri-
mary responsibility for preventing
the introduction, transmission,
and spread of communicable dis-
eases from foreign countries into
the United States and within the
United States and its
territories/possessions. HHS then
delegates to the Centers for
Disease Control and Prevention
(CDC) the authority to detain,
medically examine, or condition-
ally release individuals reason-
ably believed to be carrying a
communicable disease which
have been delineated by the
President through an Executive
Order. If the Director of the CDC
determines that steps taken
towards quarantine by state
and/or local official are inade-

quate, "he/she may take such
measures to prevent such spread
of the diseases as he/she deems
reasonably necessary, including
inspection, fumigation, disinfec-
tion, sanitation, pest extermina-
tion, and destruction of animals
or articles believed to be sources
of infection."* No mention is
made of the use of military
resources for enforcement pur-
poses (CDC is outside of DoD).
However, should the pandemic
create a situation in which
domestic law cannot be enforced,
it is possible the Insurrection Act
could be used to authorize quar-
antine enforcement by the mili-
tary.™

The National Guard is sometimes
subject to posse comitatus,
sometimes not. While operating
under state jurisdiction (chapter
32 status), it is not subject to
posse comitatus. However once
federalized (chapter 10 status),
posse comitatus applies. As long
as a state's National Guard
remains under state control it
can act to enforce domestic law,
and often does so in times of
catastrophe. Retaining this
power can be part of the motiva-
tion behind a governor's refusal
to request federalization.

Analysis

The general thrust of posse comi-
tatus and its surrounding
statutes is that the military
should only be used as domestic
law enforcers in the event of
some sort of insurrection, upris-
ing or invasion (Insurrection Act).
One can argue that this is paral-
lel to the (Continued, Page 15)
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Issues for Further Study

I. Perhaps it is time to revisit the
Insurrection Act. Because it is the
most prominent true exception to
posse comitatus, perhaps it needs to
be broadened to reflect a richer menu
of instances in which it could be elicit-
ed. Three possibilities regarding such
a proposal include:

a. Rename the Insurrection Act, but
leave it unchanged. This possibility
assumes that the current language of
the Insurrection Act sufficiently
empowers the military to enforce
domestic law in a fairly broad set of
circumstances: whenever "the
President considers that unlawful
obstructions, combinations, or
assemblages, or rebellion against the
authority of the United States, make it
impracticable to enforce the laws of
the United States in any State or
Territory by the ordinary course of judi-
cial proceedings."* The potential prob-
lem here is any baggage associated
with the term "insurrection." Because
this word conjures up specific images
of attempts to overthrow the govern-
ment, it may drive leaders to be overly
cautious in invoking it, for fear of
being accused of overreaching. This
seems to have been the case with the
Administration and Katrina. Perhaps
the Insurrection Act could be renamed
as the Domestic Disaster Relief Act or
Major Disaster Assistance Act, for
example. Alternatively, perhaps the
proposals and the original should be
combined, rather than eliminating the
original (i.e. perhaps "insurrection"
should remain within the title): e.g.
the Domestic Disaster Relief and
Insurrection Act. The idea is to
remove any political stigma from the
name and thus empower leadership
to look solely to the circumstances of
the disaster (Continued, Page 15)
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A Call to Arms: Civil Disorder Following Hurricane Katrina
Warrants Attack on the Posse Comitatus Act

by Ashley J. Craw, Student, GMU School of Law

Overview

Hurricane Katrina provided poli-
cymakers a concrete example of
why current laws governing natu-
ral disaster response are simply
inadequate. The Posse Comitatus
Act (PCA) restricts the ability of
the armed forces to perform
domestic law enforcement func-
tions. While this limitation may
be appropriate as a general rule,
there are instances where the
military might be the best actor
to maintain law and order. Over
the years, Congress has realized
this fact and has enacted a num-
ber of statutory exceptions to the
PCA, allowing military personnel
to perform law enforcement func-
tions in specific situations.
Congress ought to pass further
legislation to provide another
exception to the PCA during and
immediately after a large-scale
natural disaster. The essay will
explore (1) why effective law
enforcement is vital to the
response effort, (2) why status
quo mechanisms are not effec-
tive, (3) why current laws do not
go far enough to allow military
intervention into a natural disas-
ter situation, and (4) why allowing
the military to enforce laws would
alleviate status quo problems.

A. Effective Law Enforcement is
Vital to the Response Effort

While there is no formula to pre-

dict the collective human reac-
tion to a natural disaster, one
recurring reaction adds a disturb-
ing and personal element to the
destructive force of nature.*
Crime, looting, and general civil
disorder can often arise in the
wake of a natural disaster,? cre-
ating unique strains on rescue?®
and evacuation* efforts. First,
worries of crime and looting
stalled evacuation efforts, as
people were fearful to leave their
property. Often able-bodied men
and women refused to evacuate
Katrina's disaster area due to
fears of further property destruc-
tion through crime and looting.®
A poll taken by Susan Howell, a
professor at the University of New
Orleans Survey Research Center,
revealed that perceptions of
crime and safety were the most
determinative factors influencing
the decisions of New Orleans res-
idents' willingness to evacuate.®

Second, civil unrest delayed aid
and assistance, as first respon-
ders had to restore order before
relief could be brought. This
process of quelling civil unrest,
crime, and mayhem in New
Orleans took approximately a
week,” and was the primary con-
cern of first responders.® Susan
Neely, former Assistant Secretary
for Public Affairs at the U.S.
Department of Homeland
Security, stated, "The big concern
is the huge diversion of first
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responder resources to contain
the civil unrest." Therefore, one
of the first priorities in respond-
ing to a natural disaster must be
to maintain law and civil order so
that assistance, aid, and evacua-
tion efforts can run more
smoothly and effectively.

B. Status Quo Mechanisms in
the Wake of a Natural Disasters
Are Inadequate

Status quo efforts are not ade-
quate to maintain law and order,
as evidenced by the fact that
authorities were unable to sub-
due looting and crime in the
immediate aftermath of
Hurricanes Hugo™ and Katrina.™
There are many logistical factors
that that hinder efforts to quell
civil disorder after natural disas-
ters. First, disaster areas are
often so large that there simply is
not enough manpower to control
the region.”> On September 3,
2005, President George W. Bush
stated, "The magnitude of
responding to a crisis over a dis-
aster area that is larger than the
size of Great Britain has created
tremendous problems that have
strained state and local capabili-
ties."® In fact, White House
reports indicate that Hurricane
Katrina was one of the largest
natural disasters in the history of
the United States, with damage
to over 90,000 square miles in
Louisiana, (Continued, Page 5)



Call to Arms (Cont. from Page 4)
Mississippi, and Alabama.*

Second, there are simply not
enough personnel to handle
immediate law enforcement con-
cerns, as state and local police
lack manpower. For instance,
New Orleans already had a
strained and undermanned
police force, consisting of only
1,500 officers.”® By September
5, 2005, only two-thirds of the
New Orleans Police Force report-
ed to work.*® This is not terribly
surprising, as over seventy per-
cent of the New Orleans Police
Force had homes that were dam-
aged or destroyed by Hurricane
Katrina.*” Further, many local
police officers had to evacuate
and safeguard their own families,
adding further stress to the
chaos following a disaster.*®

Third, National Guard response to
a disaster can be slow, as troops
must be called to duty, be noti-

fied that they must report to duty,
actually report to duty, and then
be organized and deployed to a
disaster site. This multi-tiered
process of calling and deploying
National Guard troops is cumber-
some, inefficient, and reliant on
infrastructure (telephone net-
works, transportation, etc.) that
may be damaged in the disaster.
Although Hurricane Katrina made
landfall on Monday, August 29,
2005, National Guard troops
did not arrive to the area until
Friday, September 2, 2005.>° As
mayhem and lawlessness ensued
immediately following the hurri-
cane, this delay of four days in
responding to the crisis meant
that National Guard troops
played a minimal role in main-
taining civil order.

C. Current Law Does Not Allow
the Armed Forces to Enforce Civil
Law

The Insurrection Act is often cited

New Orleans, LA., 10/17/2005 - National Guardsman, SGT
Shawn on patrol in the 9th Ward neighborhood following
Hurricane Katrina. FEMA photo/Andrea Booher
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as a mechanism by which
President Bush could have direct-
ed military troops to enforce
domestic law in Katrina's wake.
However, a closer look at the
Insurrection Act would reveal that
this power is strained at best.
The Insurrection Act allows the
President to use a military force
to control civil unrest in times of
insurrection against state and
local government.* Black's Law
Dictionary defines an insurrec-
tion as, "A violent revolt against
an oppressive authority, usulally]
a government."* Further, Corpus
Juris Secundum notes that:

"Insurrection is distinguished
from rout, riot, and offense con-
nected with mob violence by the
fact that in insurrection there is
an organized and armed uprising
against authority or operations of
government, while crimes grow-
ing out of mob violence, however
serious they may be and however
numerous the participants, are
simply unlawful acts in distur-
bance of the peace which do not
threaten the stability of the gov-
ernment or the existence of polit-
ical society."?

The Insurrection Act was used
most recently in 1992, when
California Governor Pete Wilson
asked President George H.W.
Bush for federal troops to help
quell the Los Angeles riots.** In
that instance, the riots that arose
from an unpopular court decision
were a challenge to the judiciary.
Therefore, the Los Angles riots
were not senseless acts of vio-
lence, but instead were organized
with the purpose of showing defi-
ance to (Continued, Page 18)
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Public to Private Transitions: A Case Study

Last year, a global software com-
pany chose a new chief security
officer for its UK division. In an
unusual move, the company did
not cull its new security chief
from the private sector IT ranks,
but rather chose an individual
with an extensive background in
public sector law enforcement.
This article is not meant as an
endorsement of a specific prod-
uct or company; the author pro-
vided this interview as an inter-
esting case study of a security
executive shifting from the public
to the private sector.

The lights go down. The audience
quiets. And the stage is taken by
a man sporting dark glasses.
Who - or what - is he? Hollywood
superstar? Bono of U27? You're
getting warmer with U2 as spy
planes, but still no. The mystery
man, it turns out, is no stranger
to the undercover worlds of the
CIA and FBI. He is Gibson. Ed
Gibson. Microsoft's UK Chief
Security Advisor. And you'd better
hope that this one-time FBI agent
manages to pull off the almost
superhuman task set for him by
Bill Gates & Co. If not, he warns,
the Internet could be taken over
by dark forces and rendered unfit
for most of us.

Just as security comes in many
different forms - military, eco-
nomic, social, psychological, envi-
ronmental - so does insecurity.
And who do we blame when our
computer is invaded by a virus,

by John Elkington

Trojan or worm? Well, that's sim-
ple. Not the hacker, but our soft-
ware supplier.

il
Ed Gibson is the UK Chief
Security Advisor for Microsoft

Visit Microsoft's website, for
example, and you are treated to
details of the latest threats,
including the Zotob-A worm when
| last looked. There will also be a
promise that the company can
help you keep security threats at
bay. Well, up to a point. Like the
dreadnought builders of the early
20th century or the H-bomb
builders of the latter part of the
century, software developers are
caught in a dizzying, arms race
with rogue software writers. And
sometimes these people break
through the IT world's equivalent
of levees, causing spectacular
economic damage in the process.

So what to do if you're a software
company? Traditionally, you found
a super-geek, maybe even a for-

mer hacker, and you turned them
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on your e-foes. This time, howev-
er, Microsoft took a different
tack, headhunting the man in
shades. And, in doing so, they
acknowledged the fact that cyber
attacks and scams have moved
from kids and hobbyists experi-
menting to criminals who are
both organised and increasingly
sophisticated in their scams and
crimes.

So, in the spirit of his G-man
past, | ask Gibson whether he
stepped into a dead man's shoes
at Microsoft? No, he replies. He
took over earlier this year from
Stuart Okin, who had moved to
Accenture. "l know Stuart very
well and have great respect for
his expertise," Gibson says. "But |
hail from a completely different
background - legal and law
enforcement." Prior to his five
year diplomatic assignment at
the US Embassy in London with
the FBI, Gibson was an FBI
expert in the investigation of
complex white-collar crime, intel-
lectual property rights theft, and
other forms of financial crime. As
far as the technical side goes,
"Microsoft UK is bringing on
board a technical advisor, so
when I'm working at the 30,000
foot level we also have someone
who is comfortable with bits and
bytes."

And the shades? He took to
wearing them when he moved to
the UK as the FBI's assistant
legal attaché, (Continued, Page 19)
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Identity Theft and the Information Security Breaches of 2005:

In this
Information
Age, liabili-
ties and reg-
ulations
regarding the
flow of infor-
mation affect
both critical
and non-critical industries.
Businesses and governments
should be establishing strategies
and gathering the data neces-
sary to assess risk, demonstrate
reasonable security, or justify
additional legislation / regulatory
controls.

Identity theft was one of the
hottest topics of 2005. Although
the level of attention was high,
there was little consensus on (1)
how to define the "identity theft /
security breach" problem (if there
even is one); (2) how to quantify
the problem; (3) how to measure
its costs; (4) who should correct
the problem (industry self-regula-
tion or legislation by states or
Congress or both); and (5) what
oversight mechanisms should be
established to monitor the prob-
lem.

Congress opened 2006 with a
Supreme Court confirmation
process, hearings on warrantless
government eavesdropping, dis-
cussions of lobbying and
Congressional ethics, and further
PATRIOT Act debates. These
issues might legitimately divert

What Have We Learned?

by Maeve Dion, CIP Program

attention from what some have
called an "identity theft crisis,"
but one more large-scale security
breach could bring this debate
back into the spotlight. Without
the immediate pressure of reac-
tive legislation, now is a good
time for business and policy ana-
lysts to reassess identity theft
concerns in order to provide bet-
ter guidance to both the private
sector and state and federal gov-
ernments.

Impediments to Risk Analysis
Definitions / Language

The phrase "identity theft" is often
used without the speaker first
defining its meaning. Definitions
are important because the speak-
er may be alluding to only one
aspect of identity theft (e.g., cred-
it card fraud). Most people think
of identity theft in terms of finan-
cial loss from identity fraud, yet
identity theft may lead to numer-
ous consequences, not all of
which appear on a credit card
statement or consumer report.

In very general terms, when
someone takes another person's
identity information with the
intent to commit a crime or trans-
fer the information to another
wrongdoer, the initial taking itself
is a crime. Thus identity theft can
occur without the victim* having
experienced monetary or reputa-
tional loss. The victim may addi-
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tionally suffer harm from (1)
financial fraud, (2) impersonation
by the wrongdoer during criminal
acts (the wrongdoer proffers the
stolen identity to a law enforce-
ment officer when detained for
committing a crime), and (3)
impersonation during other acts
(leasing an apartment, getting a
job, etc.).

Specific language is also impor-
tant when discussing security
breaches and identity theft statis-
tics. Media may report that "2005
saw the most computer security
breaches ever," but this phrase
may -- or may not - be true. In
fact, 2005 saw the most disclo-
sures of security breaches, due to
a California law. Also, claiming
that more than 55 million
Americans faced the possibility of
identity fraud from "130 major
intrusions™ is not conducive to
good consumer education when
(1) security breach disclosures
reference the number of accounts
potentially affected, not the num-
ber of individuals (one person
may suffer account compromises
in multiple security breaches); (2)
forty of the 55 million (more than
70% of the reported statistic)
occurred from one incident --
CardSystems; (3) more than nine
million account compromises
occurred from loss of storage
media or theft of hardware - nei-
ther of which are traditionally cat-
egorized as an "intrusion" into
(Continued, Page 8)
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2005 in Review

° Disclosures of security breaches by businesses, universities, and government departments,
potentially compromising more than 50 million accounts.

° Ten separate Congressional hearings on information security breaches and identity theft.

[ The introduction of more than a dozen different Congressional bills relating to consumer notifi-
cation and safeguards, and another half-dozen bills addressing other aspects of identity theft.

° The enactment of identity-theft-related legislation in twenty-seven states.

° A handful of new state security freeze laws regarding consumer reports (resulting in a total of
about twelve states with such laws).

Identity Theft (Cont. from Page 7)
a computer system, and both of
which require different solutions
for remediation and prevention;
and (4) a "major intrusion" is not
defined - a compromise of 1,000
university student identification
numbers is not the same as
10,000 credit card accounts or
100,000 social security numbers.

Part of the language problem the
media suffers is the same prob-
lem facing business, regulatory
bodies, and legislators - we can-
not reliably talk about identity
theft and its consequences when
we do not have the proper met-
rics for identifying the costs, diag-
nosing the causes, or suggesting
solutions.

Metrics

While the lack of consensus
regarding the identity theft "cri-
sis" may be merely a result of the
traditional give-and-take of busi-
ness and consumer interests, a
stronger rationale may be the
absence of the necessary data to

properly analyze the risks* of
identity theft. Data regarding an
identity theft may be collected
from three sources - the entity
who suffers the compromise, the
victim whose identity was stolen,
and law enforcement. However,
this data may be ascertained out
of sequence or may never be dis-
covered at all.

For example, law enforcement
officers may unearth a stash of
stolen identities while investigat-
ing a methamphetamine opera-
tion. There may be little evidence
as to how the wrongdoer
obtained the identities -- they
could have been purchased on
the black market, acquired by
hacking into a computer system,
or obtained via non-technological
methods like stealing mail. If the
wrongdoer pleads to the
methamphetamine charge, law
enforcement may drop the lesser
identity theft charge, and there-
fore investigation of the identity
theft is not a priority. It thus
remains a question as to (1)
whether the individuals whose
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identities were stolen will ever be
informed of law enforcement's
discovery, and (2) whether the
entity whose security was com-
promised will ever learn that
someone accessed its property
and stole the information.

On the other hand, a victim may
find fraudulently-opened
accounts listed in the victim's
consumer report. The victim will
then work with credit reporting
agencies, and maybe law
enforcement and financial servic-
es providers, to report the fraud.
However, skillfully concealed
behind false addresses and iden-
tities, the wrongdoer may never
be identified. Once again, the vic-
tim may not be able to determine
how the wrongdoer acquired the
victim's identity. Further, if the
identity information was not
stolen from the victim directly,
but was taken from another enti-
ty, that entity may never learn
about the information security
breach (unless the breach was
independently detected).
(Continued, Page 20)
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Jose Padilla

by Colleen Hardy, J.D., CIP Program

The horrific
terrorist
attacks on
September
11th 2001
generated
several
changes
within the
United
States. Primarily, it changed U.S.
citizens' perceptions and under-
standings that the U.S. is not
immune from terrorist attacks.
On an individual level, it changed
the way U.S. citizens travel, as
demonstrated by more stringent
security at airports and other
transportation venues, such as
subway screening. Additionally,
the terrorist acts affected U.S.
laws focusing on national securi-
ty. The United States Government
determined that changes to cur-
rent laws were needed to protect
the United States from another
tragedy like September 11. These
adaptations have caused con-
cern that the government may
have exceeded their breadth of
authority and led to a key ques-
tion - how far can and should the
government go to protect citizens
from another attack? The appre-
hension of an American citizen in
Chicago, declared an enemy
combatant by the government,
addresses the primary issue of
whether a U.S. citizen detained
on American soil can be held
without trial in the name of the
war on terrorism.

The United States Constitution

affords definitive and manifest
rights to United States citizens. An
imperative right is under the Sixth
Amendment, which grants a citizen
the right to counsel when charges
have been filed against him or her.
Another key right critical to this dis-
cussion is found under the
Fourteenth Amendment, which
grants a citizen the right to due
process of law. Customarily, U.S.
citizens may not be detained with-
out being charged for a crime.
However, this has not been the
case for Jose Padilla.

The government has asserted that
Padilla is an enemy combatant,
and as such, is not entitled to an
attorney and may be detained with-
out any charges filed against him.
An enemy combatant is defined in
the Joint Doctrine for Detainee
Operations as an additional classi-
fication of detainees who through,
their own conduct, are not entitled
to the privileges and protection of
the Geneva Conventions.

Jose Padilla was born in New York
City, and after his father died when
Padilla was four years old, his
mother moved the family to
Chicago. As a teenager, Padilla
joined a street gang, the Latin
Kings. Padilla's first run in with
the law was when he was 14.
Allegedly, he and six other juve-
niles robbed and viciously
attacked two members of a rival
gang, one who died from his
injuries. Padilla was convicted of
the juvenile equivalent to aggravat-
ed assault and armed robbery.
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After his release from the juvenile
detention center, Padilla moved to
Florida. In October 1991, he was
arrested for brandishing a gun out
of his car window during a road-
rage incident. In 1996, Padilla
married his girlfriend, Cherie
Stultz.

It is unclear when Padilla's curiosity
towards Islam matured. Some
speculate he became inquisitive
while in jail and others state that
one of his fellow Taco Bell employ-
ees, who was Muslim, influenced
him. Subsequently, Padilla
informed his coworkers at Taco Bell
that he and his wife had converted
to Islam and his name was now
Abdul al Muhajir. According to
Seamus McGraw, an author for
Court TV's Crime Lab, this name is
commonly associated with Muslim
warriors.

Padilla's wife filed for divorce in
2000 and informed the court that
she had not seen him since 1998
when he had moved to Cairo.
Although Padilla's whereabouts
and actions are indeterminate from
this point forward, the United
States government at this time
became interested in Padilla. The
government maintains that he
attended an al Qaeda training
camp in Afghanistan. They also
claim he spent time in Pakistan
where he was trained in radiologi-
cal weapons and wiring bombs.
The government's attention and
curiosity in Padilla grew in
February 2002 when he tried to
get another (Continued, Page 11)
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Jose Padilla Timeline

DATE EVENT

May 8, 2002

Jose Padilla is apprehended by FBI agents at Chicago O’Hare Airport

June 9, 2002

President Bush declares Padilla an “enemy combatant” and orders Padilla to be transferred to military
custody in South Carolina

June 11, 2002

Donna Newman, Padilla’s attorney, files Habeas Corpus* as next friend, in New York against George W.
Bush, Donald Rumsfeld, and Commander M.A. Marr

June 26, 2002

Government files motion to dismiss stating that Newman lacks standing to establish next friend status
and that the court lacks jurisdiction over respondents and finally that the case should be transferred to
South Carolina

The District Court for the Southern District of New York denies transferring the case to South Carolina and

2354, A0 rules that Newman may act as next friend to Padilla and finally dismisses case against all but Rumsfeld
July 2003 Both parties appeal to the United States Court of Appeals for the Second Circuit

The United States Court of Appeals for the Second Circuit ruled that Padilla cannot be held as an enemy
Dec 18, 2003 .

combatant and ordered his release
Jan 16, 2004 The government files a petition with the United States Supreme Court for a writ of certiorari*

The government files a motion with the Supreme Court to expedite consideration of the petition for writ of
Jan 16, 2004 : .

certiorari

The Supreme Court grants the government’s motion to expedite consideration of the petition for writ of
Jan 23, 2004 . .

certiorari
Feb 20, 2004 The Supreme Court grants the petition for writ of certiorari

June 28, 2004

The Supreme Court rules that the case has been improperly filed in New York and should have been filed
in the District Court for the District of South Carolina

Padilla files a petition for writ of Habeas Corpus in District Court of South Carolina and asserts that he has

July 2, 2004 not been allowed to meet with or communicate with his attorney from June 9, 2002 to March 2004.
Padilla also files a motion for summary judgment
The South Carolina District Court grants Habeas Corpus and orders Rumsfeld to release Padilla within 45
Feb 28, 2005 o ' .
days and also grants Padilla’s motion for summary judgment
Spring 2005 The government files an appeal to the Court of Appeals for the Fourth Circuit
Spring 2005 The government files with the United States Supreme Court a petition for a writ of certiorari before judg-

ment to the United States Court of Appeals for the Fourth Circuit

June 13, 2005

The United States Supreme Court denied petition for a writ of certiorari before judgment to the United
States Court of Appeals for the Fourth Circuit

Sep 9, 2005 The Court of Appeals for the Fourth Circuit reverses the District Court’s order to release Padilla
Oct 25, 2005 Padilla appealed to the United States Supreme Court
Padilla indicted by Miami federal grand jury for conspiracy to murder U.S. nationals, conspiracy to provide
Nov 17, 2005 : . . : .
material support to terrorists and providing material support to terrorists
Nov 22, 2005 The government filed a motion with Court of Appeals for the Fourth Circuit to authorize the immediate

transfer of Padilla from military custody to civilian law enforcement custody in the state of Florida
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(Padilla Timeline Continued)

DATE EVENT

February 2006 / Volume 4, No. 8

Dec 21, 2005 The Court of Appeals for the Fourth Circuit denied both of the government’s request
The government filed a request to the United States Supreme Court for Padilla’s immediate transfer from
Dec 28, 2005 . . .
military custody to law enforcement in Florida
Padilla’s attorney seeks to have Padilla remain in military custody until the Supreme Court decides his con-
Dec 30, 2005 L
stitutional challenges
Jan 4. 2006 The United States Supreme Court ordered Padilla to be transferred from military custody to stand trial in
’ Miami, Florida HOWEVER the Supreme Court is still considering his constitutional challenge
Jan 6, 2006 Padilla is transferred from military brig in South Carolina to Miami Florida
Jan 6. 2006 Padilla makes his first court appearance since May 2002 at a hearing where he was asked if he under-
’ stood his rights as a criminal defendant. Padilla replied that he did understand them
Jan 12, 2006 Padilla’s arraignment. Padilla pleaded not guilty and bail was denied because of the seriousness of the
charges
The United States Supreme Court met behind closed doors to determine whether the case is moot since
Jan 13. 2006 Padilla is no longer in military custody or they will define the president’s power over United States citizens
’ who are detained in the U.S. on suspicion of terrorist activity — Their decision has not been released as of
yet.
Fall 2006 Padilla’s trial is set to begin . . - .
The four other men charged with Padilla trial is set to begin

*Habeas Corpus: it is a writ (court order) which directs the law enforcement officials (prison administrators, police or sheriff)
who have custody of a prisoner to appear in court with the prisoner to help the judge determine whether the prisoner is lawful-

ly in prison or jail.

*Certiorari: a writ (order) of a higher court to a lower court to send all the documents in a case to it so the higher court can

review the lower court's decision.

Jose Padilla (Cont. from Page 9)
passport from a U.S. Consulate in
Pakistan, after claiming he had
lost his.

In June 2002, Abu Zabaydah,
the senior deputy to al Qaeda
leader Osama bin Laden, was
apprehended in Pakistan.
Zabaydah divulged information
about an American recruit to al
Qaeda. Zabaydah stated he
could not identify the
American's name but knew that
he had planned to manufacture
and detonate a radiological
bomb in the United States.
Zabaydah stated that he direct-
ed the American to operatives
in Pakistan to help him carry

out his attack. Based on this
information and Padilla's previ-
ous actions, Padilla was placed
on a watch list.

Jose Padilla, who maintained
his United States citizenship,
was apprehended by federal
agents on May 8, 2002 at
Chicago O'Hare Airport upon
returning from Pakistan. In New
York, U.S. District Court Judge
Michael Mukasey authorized the
material witness warrant.
Padilla was brought to New York
before Judge Mukasey, who
appointed Padilla an attorney.
On June 9, 2002 President
Bush declared Padilla an enemy
combatant and ordered him to
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be detained in a military brig in
South Carolina. The next day,
Attorney General John Ashcroft
stated, "We have captured a
known terrorist who was explor-
ing a plan to build and explode
a radiological device or 'dirty
bomb' in the United States."

Jose Padilla was detained in
South Carolina as an enemy com-
batant from June 2002 through
January 2006. During this time,
Padilla did not have any contact
with his family. According to
Padilla's petition for habeas cor-
pus, he was not allowed to meet
with, nor communicate with his
attorney from June 9, 2002 to
March 2004. (Continued, Page 23)
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CFIUS and Critical Infrastructure Protection
A New CIP Program Monograph

Randall Jackson and Maeve Dion

It is with great pleasure that the
George Mason University School
of Law's Critical Infrastructure
Protection (CIP) Program will be
publishing a monograph on the
Committee on Foreign
Investment in the United States
(CFIUS). With the recent
attempts by foreign interests to
acquire high-profile US energy
and technology assets fresh in
the nation's mind, a rich debate
is brewing over the CFIUS
process and the degree to which
it is or is not adequately address-
ing the needs of the United
States.

The monograph features articles
by leading thinkers representing
diverse points of view on CFIUS
and its role in protecting critical
infrastructure. Authors include
Rep. Donald Manzullo (R-IL); Mr.
Todd Malan, Executive Director
of the Organization for
International Investment; David
Marchick, Esq., Mark Plotkin,
Esq. and David Fagan, Esq. of
Covington and Burling (Mr.
Marchick has recently authored
a book on the subject); Kristen
Verderame, Esq., Chief Counsel
BT Americas Inc. and Chair of
the British-American Business
Council; and Commissioner
Patrick Mulloy of the US-China
Economic and Security Review
Commission. The monograph is
available through the CIP
Program website.

Traditionally, critical infrastruc-
ture protection and foreign direct
investment have intersected over
the issues of companies supply-
ing the Pentagon or companies
involved with "dual use" technolo-
gies. Policymakers were leery of
(1) putting Pentagon supplies in
the hands of non-US entities and
(2) providing foreign militaries
and third-party purchasers with
technology that could be putto a
dual use (e.g., in weapons used
against the US). These issues
were deemed too big of a threat
to allow to go unregulated.

The legislation behind the
Committee on Foreign
Investment in the US (CFIUS) is
Section 5021 of the Omnibus
Trade and Competitiveness Act of
1988. This Act amended Section
721 of the Defense Production
Act of 1950 to provide authority
to the President to suspend or
prohibit any foreign acquisition,
merger or takeover of a US corpo-
ration that is determined to
threaten the national security of
the United States. The President
can exercise this authority under
section 721 (also known as the
"Exon-Florio provision") to block
the potential private business
transaction. In 1993 the Exon-
Florio provision was further
amended under Section 837(a)
of the National Defense
Authorization Act for Fiscal Year
1993, called the "Byrd
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Amendment." The Byrd
Amendment required an investi-
gation anytime "the acquirer is
controlled by or acting on behalf
of a foreign government and the
acquisition 'could result in control
of a person engaged in interstate
commerce in the U.S. that could
affect the national security of the
u.s."

Recently, lawmakers have been
suggesting that "national securi-
ty" needs to be more broadly
defined in the context of CFIUS.
Senator Richard Shelby (R-AL)
and Congressman Donald
Manzullo (R-IL) have led the
charge to restructure the CFIUS
mechanism to include issues of
economic and energy security
along with the more traditional
military procurement and dual
use issues. Two recent cases
illustrate the new focus.

The first case is the Lenovo-IBM
case. IBM agreed to sell its PC
division to the Lenovo Group, Ltd.
for $1.7 billion. The Lenovo
Group is partially owned by the
Chinese government, and would
therefore allow the Chinese gov-
ernment access to important PC
technology and research and
development. Critics envisioned
a scenario in which the US gov-
ernment would find itself buying
important PC technology from the
Chinese government. While this
is similar to (Continued, Page 13)



CFIUS (Cont. from Page 12) the
traditional fears addressed by
CFIUS, in this case there was a
further concern of a loss of com-
petitiveness should Lenovo gain
not just the technology, but also
the distribution network and
recognition held by IBM. Such a
contingency was described as a
real threat to US national security
through its economic threat to
competitiveness and market
access. For some critics, the sit-
uation is exacerbated by the lack
of a "level playing field" as
regards US investment in China -
i.e., the absence of reciprocal
agreements.

Specifically, opponents point out
that if the US allows investment
opportunities to companies par-
tially owned by the Chinese gov-
ernment, the Chinese govern-
ment must be required to allow
US firms equal access to pur-
chases of Chinese companies,
including those publicly held.
Another minor concern voiced in
these debates was the historical
Chinese lack of respect and
enforcement of foreign intellectu-
al property ownership. In the
end, the Lenovo deal was accept-
ed by CFIUS and went through.

In the second case CNOOC, again
a company partially owned by the
Chinese government, bid to pur-
chase Unocal, a US oil company.
With tremendous growth rates
over the last decade, the Chinese
economy's need for oil has
expanded and will continue to
grow rapidly in the future. For
this reason, the Chinese govern-
ment has been urgently trying to
acquire new, secure sources of

oil. In addition to trying to buy
Unocal, other Chinese initiatives
have included entering into
extensive deals with Zimbabwe,
Venezuela and Sudan.
Opponents to the CNOOC deal,
and to the current CFIUS struc-
ture in general, argue that access
to oil (and other key energy
sources) is as much a critical
infrastructure to the US as any
other, and therefore must be
carefully protected. For this rea-
son, they wish CFIUS to explicitly
take into consideration energy
issues when evaluating a pro-
posed investment. Additionally,
because CNOOC is government-
owned, it receives access to vast
amounts of capital that would not
usually be attainable in normal
capital markets - another unfair
business advantage in the eyes
of critics. Such concerns have
not been traditionally a part of
the lexicon of issues thought
about when evaluating foreign
direct investment legislation, but
some would argue that now they
should. Due to the opposition
against the deal, CNOOC ulti-
mately withdrew its Unocal offer
before reaching the CFIUS review
stage.

Further important issues that
flow from CFIUS evaluations of
foreign direct investment are the
issues of offshoring and green-
field investments (e.g., foreign
companies establishing factories
in the US). Except in limited cir-
cumstances, neither of these
actions are covered by CFIUS or
any other standardized regulatory
scheme. Yet, by offshoring, US
firms are outsourcing or setting
up shop in foreign countries and
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hiring local people to carryout
various functions which could
have an impact on US security.
For example, many software com-
panies now outsource to India,
but with the recent string of fraud
accusations coming out of India,
one could question the security
of allowing companies to write
important code in Indian plants
(or any other low-wage country
where law enforcement regimes
may lack needed resources). As
regards greenfield investment, at
present there is nothing to stop a
foreign company from (1) estab-
lishing facilities that interact with
or supply US critical infrastruc-
ture businesses, or (2) setting up
shop in a technology-rich part of
the US and hiring leading
experts. To this point, trying to
regulate such actions were seen
as overly intrusive and as creat-
ing huge disincentives to invest-
ment and economic expansion.
But if the debate on CFIUS leads
to an expansion of the level of
rigor applied, and an expanding
of the areas in which national
security is protected, perhaps it is
time to think about a similar
regime for offshoring and green-
field investments - especially
since the rate of offshoring is
rapidly increasing. At least it may
be important to think about
these areas and make an
informed decision to not inter-
vene. We would then know that
actions or the lack thereof are
based on a considered decision
and not on neglect.

There is an additional issue
which has received a fair amount
of attention amongst legislators,
but is not (Continued, Page 14)



CFIUS (Cont. from Page 13) real-
ly a critical infrastructure protec-
tion issue. It is an issue that
emerged in the CNOOC case and
involves the impact upon key
allies of the purchase of a US
company. Unocal is a large pro-
ducer of natural gas in
Indonesia. CNOOC (prior to a
Unocal purchase) is also a large
natural gas producer in
Indonesia. Should CNOOC have
acquired Unocal, it would have
had control over a significant
percentage of that country's pro-
duction of natural gas. At the
same time, Indonesia is a key
supplier of natural gas to Taiwan
(60%), as well as Japan and
South Korea. Therefore an indi-
rect outcome of a sale of Unocal
to CNOOC would have been to
put a significant portion of
Taiwan's energy source under
Beijing's control. Similarly,
Unocal holds a significant inter-
est in Azerbaijan in the Caspian
region. China has put pressure
on the Azeris to do more busi-
ness with members of the
Shanghai Cooperation
Organization (Russia, China,
Kazakhstan, Kyrgyzstan,
Tajikistan and Uzbekistan).
Obtaining Unocal's interest in
Azerbaijan could have pushed
Baku to be more accommodating

to Beijing's and Moscow's wish-
es. Such concerns have not
been traditionally a part of the
lexicon of issues thought about
when evaluating foreign direct
investment legislation, but some
would argue that now they
should. Again, this is a bit dis-
tinct from critical infrastructure
per se, but may come up in dis-
cussions around the need to
strengthen CFIUS oversight.

In sum, US critical infrastructure
businesses could be impacted
by:

® |Insider threats at a foreign-
owned domestic company
because of lax security (the
CFIUS issue - this currently
does not apply to greenfield
investments).

® Third-party infiltration of a for-
eign-owned domestic compa-
ny because of lax security
(the CFIUS issue this currently
does not apply to greenfield
investments).

® Economic and security disad-
vantages of foreign exclusion-
ary control of necessary
resources for critical infra-
structure (CFIUS and expand-
ed CFIUS).

® FEconomic disadvantages from
lack of competitiveness (the
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argument for expanding
CFIUS).

® FEconomic disadvantages from
lack of access to natural
resources (the argument for
expanding CFIUS).

® |Insider threats at lesser
secured offshored facilities,
whether domestically-owned
or outsourced (application of
CFIUS concerns to off-
shoring).

® Third-party infiltration at less-
er secured offshored facili-
ties, whether domestically-
owned or outsourced (applica-
tion of CFIUS concerns to off
shoring).

® Technological threats to our
interconnected information
infrastructure by entities who
gain access to lesser secured
offshored facilities (applica-
tion of CFIUS concerns to off-
shoring).

® Third-parties acquiring knowl-
edge and technology after
gaining access to lesser
secured offshored facilities
(application of CFIUS con-
cerns to offshoring).

The CIP Program is very pleased
to undertake this project. We
look forward to the spirited
debate it will hopefully bring
forth. <



Posse Comitatus (Cont. from
Page 3) military's chief mission of
protecting the country from exter-
nal threat. Statutes such as the
Stafford Act wherein the military
is empowered to play a role, but
still prohibited from enforcing
domestic law, do not affect posse
comitatus standing. The question
is whether or not lawless activity
following a catastrophe such as
Katrina can be defined as rising
to the level of insurrection, even if
the activity is aimed not at insur-
rection per se, but rather general
looting and lawlessness.

It would seem that the federal
government did not see the activi-
ty surrounding Katrina as rising to
the level of insurrection because
it did not invoke the Insurrection
Act. However, upon closer look, it
appears that political considera-
tions more than technical legal
considerations may have carried
the day. In a September 9, 2005,
article in the New York Times, it
was reported that President
Bush's advisors had debated
whether or not to invoke the
Insurrection Act to speed federal
intervention and more quickly
stop lawless behavior. However
the Administration became wary
of the reaction to President Bush
overriding a southern Democratic
governor. A senior Administration
official was quoted in the article
as saying, "[c]an you imagine how
it would have been perceived if a
president of the United States of
one party had pre-emptively
taken from the female governor
of another party the command
and control of her forces, unless
the security situation made it
completely clear that she was

unable to effectively execute her
command authority and that law-
lessness was the inevitable
result?"” The clear message
here is that the necessary legal
authority existed through the
Insurrection Act (the italicized lan-
guage very strongly reflects the
language of the Act); the concern
was the politics of the specific sit-
uation.

Had the political situation been
perceived differently, the federal
government could have inter-
vened under the authority of the
Insurrection Act. Such an invoca-
tion would have suspended posse
comitatus and allowed the mili-
tary to act as law enforcement
officers to restrict the looting and
general lawlessness. No addi-
tional legislation or statutes
would have been needed - simply
an appropriate usage of the struc-
ture already in place.

Under the Stafford Act, and
appropriate to the federal struc-
ture of the US, disaster relief
remains under the purview of the
state governor. The President
may act directly if the event tran-
spires on federally controlled
land, such as the Oklahoma City
bombing, but otherwise requires
a request from the governor in
order to send federal support. In
the case of Katrina, a request
was sent by Governor Blanco on
August 27 to receive federal
assistance. That request did not
include a request that the
Louisiana National Guard change
to chapter 10 status. Other than
by request from the governor, fed-
eralization may only occur by
Congress if (Continued, Page 16)
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Issues for Further Study (Cont. from
Page 3) for guidance as to whether or
not to turn to the Act.

b. Change the language of the statute
and rename. Perhaps it is appropriate
to more explicitly state the circum-
stances which entail "unlawful
obstructions, combinations, or assem-
blages, or rebellion against the
authority of the United States, make it
impracticable to enforce the laws of
the United States in any State or
Territory by the ordinary course of judi-
cial proceedings." Instances of loot-
ing and other lawless behavior in the
aftermath of a major catastrophe per-
haps should be explicitly cited as
grounds for invoking this Act in

order to empower the military to tem-
porarily enforce domestic law until
civilian authorities can recover.
Perhaps a clause could be added
pointing to a situation in which an
extreme disaster may have eliminated
local and state authority. Adding
language regarding a possible role for
the military in enforcing a quarantine
might also help to clarify and appro-
priately empower the military to help.

There is precedence for this in the
Immediate Response Authority DoD
doctrine which allows commanders to
provide resources and assistance to
civil authorities without or prior to a
declaration under the Stafford Act
when a disaster overwhelms the capa-
bilities of local authorities and neces-
sitates immediate action. The imme-
diate response authority may also
include law enforcement activities
that would ordinarily be prohibited by
posse comitatus. The controlling direc-
tive does not require a request from
state or local officials, but states that

"DoD Components shall not perform
any function of civil government
unless absolutely (Continued, Page 16)



Posse Comitatus (Cont. from
Page 15) it determines "that
more units and organizations are
needed for the national securi-
ty"®; or by the President if need-
ed to repel invasion or put down
insurrection.”® Governor Blanco
came under a lot of pressure to
make the request, but ultimately
decided to retain state control,
informing the White House min-
utes before a news conference at
which the President had hoped
to announce the switch to chap-
ter 10 status.

Retaining the state National
Guard under state control is
important for maintaining critical
resources for the governor. By
keeping the National Guard
under state control, it can contin-
ue to play a role in domestic law
enforcement. By switching to
chapter 10, the National Guard
can no longer play this role, leav-
ing it to state and local police
officers. If they had been previ-
ously relying upon National
Guard units, this can create a
serious vacuum.

When the National Guard
remains in chapter 32 status and
federal troops also aid in disaster
relief, a shared command struc-
ture is created. In the case of
Katrina, Louisiana's Adjutant
General, Maj. Gen. Bennett
Landreneau and the commander
of Joint Task Force Katrina, Lt.
Gen. Russel Honore, shared com-
mand. This essentially means
that they kept control of their
respective forces and coordinat-
ed their efforts. The White
House had proposed creating a
dual-reporting structure. In this

unusual scenario the Louisiana
National Guard would have been
federalized (thus putting all oper-
ations under Lt. Gen. Honore's
control) but Lt. Gen. Honore
would have reported to both Gov.
Blanco and the President. The
Governor rejected this proposal
for fear of losing control of the
Guard and undermining the
efforts of Maj. Gen. Bennett
Landreneau.®

In a major disaster, the military
can play an important role by
bringing to bear equipment, train-
ing and expertise vital to rapid
and efficient relief efforts. But
these skills are not law enforce-
ment. They include providing
shelter, clearing debris, providing
rescue operations and other
physical operations requiring
sophisticated logistical coordina-
tion and execution. Regardless
of posse comitatus, the military
can and should perform this role.
Posse comitatus is simply not rel-
evant to these functions. Where
it does become critical is law
enforcement. The military can
not, and should not be asked to
function as a domestic law
enforcement entity. The
Department of Defense (DoD) is
amongst the most vocal support-
ers of this position. To begin
with, DoD sees its mission as war
fighting. Redirecting resources to
domestic operations can serve to
weaken the military's war fighting
capability. Therefore relief under-
takings should be quick and lim-
ited to the immediate needs that
the equipment and training of
the military can fulfill.
Furthermore, training appropriate
to war zones, (Continued, Page 17)
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Issues for Further Study (Cont. from
Page 15) necessary on a temporary
basis under conditions of Immediate
Response. Any commander who is
directed, or undertakes, to perform
such functions shall facilitate the
reestablishment of civil responsibility
at the earliest time possible."

The immediate response authority is
not provided for in any statute, but is
said to have deep historical roots. The
1906 San Francisco earthquake and
fire are noted examples. There, the
commanding general of the Pacific
Division, on his own initiative,
deployed all troops at his disposal to
assist civil authorities to stop looting,
protect federal buildings, and to assist
firefighters.*

c. Leave the Insurrection Act as is.
There is adequate language in the
statute as is and only needs to be bet-
ter understood and utilized when
needed.

Il. How can local authorities, first
responders and local/state police
best communicate with the military on
the ground? That is to say, if the mili-
tary is to play a supporting role as out-
lined in the Stafford Act, what kinds of
communication structures are needed
to assure that the resources are
applied as needed?

lll. This paper has looked to the
National Guard to play a key role in
disaster relief by remaining in chapter
32 status. In the context of the Total
Force Structure of the US military, are
National Guard units less able to
undertake the kind of disaster relief
activities required (such as law
enforcement)? The fear is that
through integration within the Total
Force Structure, National Guard units
will be less able to address state-spe-
cific needs; or (Continued, Page 25)



Posse Comitatus (Cont. from Page 16)
e.g. rules of engagement, are not
going to be appropriate in a disaster
situation. Mixed training or training
some units in non-war fighting sce-
narios can again take away from
the overall preparedness of the mili-
tary for its primary mission.

In the event of a direct terrorist
attack on the United States, the
military would most likely be called
upon to play a role, particularly if
chemical, biological, radiologjcal or
nuclear weapons were used. In
regards to posse comitatus, this is
a situation in which the govern-
ment would likely waive the statute.
Whether it would fall under the
Insurrection Act specifically, or per-
haps fall under the inherent power
of the government to repel attack
or invasion, it would constitute a
situation in which the government
would suspend posse comitatus.

In 2002 Congress reiterated its
support of posse comitatus.* It
is an important part of the civilian
controlled military central to the
form of government and govern-
ment-military relations of a func-
tioning democracy. Posse comita-
tus does not impede the military
from performing important func-
tions in the assistance of state
and local officials in the event of
a major catastrophe. The only
function prohibited is that of
domestic law enforcement. Yet
this function can be carried out
by state National Guard units if
state and local police are over-
whelmed. It is therefore impor-
tant for the governor to retain the
National Guard in its chapter 32
status. It is also important for
local and state police, as well as

first responders, to communicate
well with invited military units so
that the muscle and might of the
military can be efficiently and
helpfully applied. This is the best
role for the military and one which
requires no new legislation. It
does require that all relevant
leaders understand the roles they
are to play, what they may and
may not do, and with whom they
need to be communicating,.

Conclusion

The really big question remaining is
whether all of this is believed to be
adequate. Posse comitatus does
not in any way hinder the military
from applying the kind of special-
ized expertise and equipment it
has to catastrophic events. All it
does is prohibit military personnel
from enforcing domestic law, a
function which can be carried out
by local and state police as well as
the National Guard as long as it
remains under state control.
Should the situation further deteri-
orate into lawlessness, the
Insurrection Act is available to
empower a vibrant military role in
re-establishing order, including
through domestic law enforcement.

It would seem that rather than
enacting new structures or elimi-
nating something like posse comi-
tatus, it would make more sense
to more fully and efficiently make
use of the structures already in
place. Establishing clear lines of
communication and confirming
that leadership understands the
roles and limitations of key players
can ensure that resources are
best applied in disaster situations.
An important concept in the
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American democratic system is
that of the ultimate control of mili-
tary power resting in civilian
hands. With the Stafford Act, sub-
ject to posse comitatus, that struc-
ture is retained without sacrificing
the capabilities held by the military
that can be of great assistance in
a catastrophe. It is appropriate for
those skills, funded by US taxpay-
ers, to be used in a time of great
need by US taxpayers. %*

* "Posse Comitatus Act" 18 USC §1385.
210 USC §375.

3 "Posse Comitatus Act" 18 USC §1385.
* See 14 USC §89.

5 10 USC §§331-334.

10 USC §332.

" e.g. 10USC §381.

8 e.g. 10USC §371.

9 10USC §382 and 18USC §831,
respectively.

10 See Trebilcock, Maj. Craig T., USAR,
"The Myth of Posse Comitatus," Journal
of Homeland Security, October, 2000.
42 USC §5121 et seq.

210 days - 42 USC §5170(c)(1).

1342 USC §5170(c)(6)(B).

4 Gibbons v. Ogden, 1824; Compagnie
Francaise de Navigation a Vapeur v.
Louisiana State Board of Health, 1902.
42 CFR § 70.2.

% Elsea, Jennifer and Kathleen
Swendiman, CRS Report for Congress,
Federal and State Quarantine and
Isolation Authority, pp. 22-23,
December 12, 2005.

T Lipton, Eric, Eric Schmitt and Thom
Shanker, "Storm and Crisis: Military
response; Political Issues Snarled Plans
For Troop Aid," New York Times,
September 9, 2005, section A, page 1,
column 5, italics added.

8 10 USC 1003, §10103.

9 10 USC 1211 §12406.

2% Moller, Jan and Robert Travis Scott,
Governor, White House detail response,
Times-Picayune, September 8, 2005.

21 See 6 USC §466.
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the judicial branch of govern-
ment. By contrast, looters in New
Orleans were making no political
statement and had no intention
to overthrow the government. The
chaos that ensued after Katrina
was just that - chaos. This ration-
ale explains why a senior
Administrative official was quoted
as saying President Bush would
not have sent in troops to enforce
law "unless the security situation
made it completely clear that [the
Louisiana governor] was unable
to effectively execute her com-
mand authority."* Thus, the
Bush administration could not
act until the state government
had been overthrown. While the
disorder and lawlessness of an
insurrection and a natural disas-
ter may look similar, the
Insurrection Act would not apply
to a natural disaster scenario.
This necessitates the need for a
natural disaster exception to the
PCA.

D. The Armed Forces would be
the Best Actor

The lack of manpower in state
and local police forces, combined
with the vast disaster area in
need of policing and the slow
response of National Guard
troops, creates a situation where
first responders are set up to fail.
Amending the PCA to allow mili-
tary personnel to enforce domes-
tic laws in the wake of a natural
disaster would be a much more
efficient method to react to crime
and looting after a natural disas-
ter. First, the U.S. military current-
ly performs a wide range of
duties in disaster relief, and

therefore is already deeply
engrained in the disaster relief
process. It was noted after
Katrina that "the military ended
up playing a central role in the
federal government's relief
work."® This was due to the
sheer number of troops deployed
to the disaster site.”” At its peak,
military forces reached nearly
72,000, with almost 50,000
National Guardsmen and 22,000
active duty personnel in the Gulf
Coast.® Under the current sys-
tem, military personnel are able
to perform a wide range of func-
tions in disaster relief efforts,
such as coordinating evacuation
efforts, providing aid and medical
care, and assisting in search and
rescue operations. Therefore, cre-
ating a natural disaster exception
to the PCA would only result in a
minimal expansion of the mili-
tary's role in natural disaster
response to include law enforce-
ment efforts.

Second, military forces are
already trained and organized.
Unlike a National Guard unit,
which must be called up and
organized before it can be
deployed, the U.S. military is
organized into standing battal-
ions. United States Senator John
Warner, chairman of the Senate
Armed Services Committee stat-
ed, "The only entity in the United
States that has the personnel,
the equipment, the training, and
the logistical capacity to lend
support to the National Guard
and other state entities in an
emergency of this scale, is the
Department of Defense."®
Opponents to a change in the
PCA argue that the role of the
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military is to fight wars against
international powers. Moreover,
opponents argue that the military
is trained to defeat the enemy
and shoot to kill, not to conduct
basic law enforcement and polic-
ing functions. However, the
nature and role of the military
has been evolving over the past
few decades. U.S. military troops
already perform law enforcement
and policing functions.*® For
instance, in Iraq, U.S military
forces currently perform a variety
of law enforcement functions
while they train Iraqis for these
policing responsibilities.*

Third, the U.S. military is highly
mobile and can be deployed
expeditiously to restore order.
The United States always keeps a
force ready to be deployed any-
where in the world at a moment's
notice at the direction of the
President.*?> As President George
W. Bush stated, the U.S. military
was "the institution of our govern-
ment most capable of massive
logistical operations on a
moment's notice."** Regrettably,
due to the PCA, the President is
generally unable to utilize the
expediency and skills of the U.S.
military for domestic law enforce-
ment.

Conclusion

Status quo law enforcement
mechanisms in the wake of large-
scale natural disasters are inade-
guate. State and local police and
National Guard troops cannot
effectively quell lawlessness fol-
lowing a major disaster.
Maintaining law and order in the
wake of a (Continued, Page 25)
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Ed Gibson (Cont. from Page

6) building intelligence alliances
between police agencies, securi-
ty services and private sector
companies. It was done in fun.
He had decided to play to the FBI
stereotype, before opening out
his audience to his real mes-
sage.

Even so, | muse, turning to the
FBI for talent still seems a
strange step for Microsoft to
take. "Yes, it does," he agrees.
"Five years ago, Microsoft would-
n't have thought of hiring some-
one like me. But as the threats
online have changed, the com-
pany has realised the value of
people with diverse expertise
that goes beyond understanding
how to develop software. We
now have 23 chief security advi-
sors, including persons with
experience in the intelligence
world."

But isn't this running the risk of
overkill? "Not at all," he shoots
back. "Computer crime is moving
into a different realm, with virtual
gangs, often organised on a cel-
lular basis. The members don't
know each other. But increasingly
they have the power - and some
have the ambition - to take down
a company."

When | ask whether much of this
isn't still done by teenage social
misfits in their back bedrooms,
with no understanding of the con-
sequences, he disagrees. "No,
most of these people know what

they are doing. Even in countries
like Bulgaria and Romania, where
they have a less developed tech-
nology infrastructure, they get it.
They know what they're doing,
and if we don't get on top of the
problem they are going to take
the Net to the point where people
may fear to venture into it."

OK, so where is Microsoft head-
ed in this area? "Because of our
market share, we have a huge
responsibility to address this
issue, and we are," he says.
"We've made a lot of fundamen-
tal changes to improve our devel-
opment process so our products
are more secure and resilient to
attack. But the scale and sophis-
tication of cybercrime are growing
all the time, so we also have a
world-class response process to
help our customers manage their
networks and home computers,
both over time and in the event a
worm or virus hits. Beyond our
technology efforts, we are mak-
ing investment in helping law
enforcement agencies around
the world identify and prosecute
these criminals. That's where
people like me come in."

Gibson notes that Scott Charney,
the company's Vice President of
Trustworthy Computing, is driving
the company's changes in these
areas. And Charney himself had
served as chief of the Computer
Crime and Intellectual Property
Section of the US Department of
Justice. As the leading federal
prosecutor for cybercrime, he
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helped prosecute nearly every
major hacker case in the US from
1991 to 1999.

Microsoft, Gibson insists, "has
the size and weight to make a
difference" in these areas. When
| ask what he thinks about the
controversial area of encryption,
he replies that Microsoft is all for
it. Indeed, it has just acquired
FrontBridge Technologies, Inc,
which specialises in areas like e-
mail and instant message archiv-
ing for compliance, content and
policy enforcement, spam and
virus protection, disaster recov-
ery, e-mail encryption, and e-mail
continuity.

But, in the end, Gibson stresses,
the ultimate challenge in comput-
er security lies with individuals,
with each of us. Computer users,
he says, have responsibility too,
to make sure they understand
the risks and to keep their com-
puter updated with the latest pro-
tections. "In the internet age, we
can no longer just plug in the
computer and forget about it.
There are people looking to take
advantage of unprotected com-
puters to cause a lot of damage.
But if consumers take a few sim-
ple safety steps - like turning on a
firewall, using anti-virus software
and making sure their computer
has the latest security updates -
they can help make the Internet
safer for everyone." <

SustainAbility and Radar online:
www.sustainability.com/radar
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Identity Theft (Cont. from Page 8)
Finally, an entity may discover a
compromise in its security -- the
computer system detects unau-
thorized access, or a shipping
vendor reports data tapes were
lost in transit, or an audit reveals
insider wrongdoing. Depending
on the quality of the entity's infor-
mation systems, the entity may or
may not be able to provide
details regarding how the infor-
mation was accessed, what
pieces of information were com-
promised, or whether the infor-
mation was compromised in a
usable format.

These scenarios show that
although evidence of a security
breach, theft, or fraud may be
separately discovered, none of
this evidence may ever be linked.
An entity suffering a breach can-
not measure the actual loss to
the victims. Without the connec-
tions necessary to show causa-
tion, it is impossible to determine
the relative responsibility of each
piece of stolen identity informa-
tion to the accomplished (or
attempted) crime and resulting
harms. Thus, the reported "statis-
tics" of identity theft and security
breaches suffer various flaws:

® Reliance on self-reporting by
victims and credit reporting
agencies. According to almost
all evidence, most identity
thefts are not reported. For
example, at all the
Congressional hearings on
identity theft, at least one wit-
ness mentioned the FTC sur-
vey result that almost 10 mil-
lion people in the U.S.
became victims of identity

theft in 2004; however, the
number of identity thefts
reported to the FTC
Clearinghouse in 2004 was
fewer than 250,000 (less
than 2.5% of the survey
results). Further, the reports
which are compiled may lack
a causal connection to dis-
closed security breaches
because many victims do not
know how their information
was stolen.

® Reliance on law enforcement
/ conviction rates. Since iden-
tity thieves are often appre-
hended after committing
more grievous crimes and
may not be charged with the
lesser identity theft, identity
theft convictions may not reli-
ably indicate the frequency of
identity thefts or any connec-
tions to security breaches.

® Focus on ultimate crimes
rather than methods of identi-
ty theft. Most statistics focus
on how the stolen information
was used to commit crimes,
not how the information was
originally stolen.

Therefore, while (1) the aggre-
gate number of individual
accounts potentially compro-
mised by security breaches, and
(2) the number of identity thefts
determined by survey, are both
daunting, we still lack reliable
statistics correlating security
breaches to identity theft.
Remedying the absence of correl-
ative data may be merely a mat-
ter of reorganization (defining
who should be collecting this
information, and how it should be
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managed), but it may also be
that this kind of data (a) is not
susceptible to identification and
collection, or (b) is too costly to
identify and collect. However, this
absence of data is not fatal to
providing "solutions" to the identi-
ty theft and security breach prob-
lems because, although a court
would not allow recovery without
a causal connection, policy-mak-
ers operate under different
imperatives.

Given the current knowledge of
identity theft and security breach-
es, some might argue that gov-
ernments and the private sector
would not be offering their
panoply of solutions if the "identi-
ty theft crisis" did not relate
directly to the increasing com-
mercial market in personal infor-
mation. Thus, both private sector
and public sector decision-mak-
ers must look to the harms
threatened by identity theft and
security breaches, as well as the
incentives provided by market
and regulatory solutions.

Harms

Both identity theft and informa-
tion systems security breaches
can result in a wide spectrum of
harms. The "victims" of identity
information theft may include (a)
the entity suffering the breach;
(b) the individual whose informa-
tion was stolen; (c) the retailer
bearing the cost of the fraudulent
purchase; (d) individuals victim-
ized by crimes accomplished with
the stolen identity; and, from a
broader point of view, (e) taxpay-
ers, consumers, and the general
society, who (Continued, Page 21)
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Identity Theft (Cont. from Page
20) ultimately shoulder the costs
of fraud, as well as the harms
from terrorist acts perpetrated
under stolen identities. A brief
review of the various kinds of
harms includes:

Harms to the Individual whose
Identity was Stolen

savings accounts. Since credit
card issuers generally will
relieve consumers of fraudu-
lent charges, consumer vic-
tims will likely suffer only the
additional costs related to the
time needed to challenge
fraudulent charges, as well as
the inconvenience of a new
credit card number. Financial

® Harms from compromised
social security numbers.
These costs may not be easily
quantified because a social
security number is a key iden-
tifier that allows a wrongdoer
to access more information

Harms to Entities Suffering a
Security Breach

® Financial costs of (1) investi-

gating the security breach, (2)
communicating disclosures of
the breach, (3) offering fraud
prevention measures to
affected consumers (credit
monitoring, identity theft
insurance, etc.), (4) paying
contractual liabilities to ven-
dors or partners, (5) losing
competitiveness in the mar-
ket, and (6) withstanding a
drop in stock prices.

Regulatory actions.
Businesses may (a) face mon-
etary sanctions, and (b) be
forced to implement addition-
al security measures mandat-
ed by regulators under vari-
ous authorities, including the
FTC Act, the safeguards and
privacy provisions of the
Gramme-Leach-Bliley Act and
section 404 of the Sarbanes-
Oxley Act.

Liability to victims who suffer
actual losses. Courts have
traditionally limited recovery
only to plaintiffs who (a) have
either a contract or other spe-
cial relationship that estab-
lishes a duty to reasonably
secure the information, and
(b) can prove actual losses
caused by the breach.

about the victim (e.g., pretex-
ting to get a consumer report)
and to create more identifica-
tion documents and accounts
under the victim's name.
Getting a new social security
number is not really a viable
option because (a) the old
and new numbers will be
linked together in many sys-
tems, (b) many agencies and
organizations maintain
records under the old num-
ber, and (c) the lack of credit
history under the new number
may cause future insurance
and credit problems for the
consumer. If a social security
number was disseminated,
these harms could be perpe-
trated repeatedly, even if the
initial identity thief was
caught. Since a fraud or
impersonation could be com-
mitted at any time by any per-
son, the victim suffers the
financial and emotional costs
of monitoring and remedying
financial and criminal records
that wrongdoers could be
establishing.

Financial costs from compro-
mised (1) brokerage accounts
(which may not have the
fraud protections of credit
accounts); (2) credit card
accounts; and (3) checking or
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services providers often
require additional information
(e.g., PIN numbers) to access
checking and savings
accounts, so the chance of
loss is less, and again, the
victim will likely suffer only
the additional costs related to
changing account numbers.

Harms to Consumers / Society

® Passed-through costs of fraud

and identity theft. Under cred-
it card agreements, retailers
must refund to victims the
costs of fraudulently-pur-
chased items. Businesses cal-
culate the costs of fraud as a
price of doing business; these
costs thus affect prices for
goods and services.
Compromised credit card
numbers may cause the card
issuer to incur costs for can-
celling the stolen numbers
and reissuing new cards -
costs for which the entity suf-
fering the breach may be con-
tractually liable, and which
will ultimately be passed-
through to consumers.
Similarly, compromised stu-
dent identification numbers
may cause the school to incur
costs to institute new num-
bers and audit and improve
security (Continued, Page 22)
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21)
-- costs which will be
passed-through to students
and taxpayers. Further,
healthcare fraud directly
impacts the costs of health-
care to consumers in general.

Solutions

As already discussed, various
forces offer incentives to busi-
nesses to provide information
security (market forces, contrac-
tual and tort liability, regulatory
sanctions, etc.). As governments
offer additional legislative solu-
tions to the problems of identity
theft and information security
breaches, these solutions should
(1) recognize the panoply of
threatened harms to all victims,
(2) take into account the various
ways that information security
may be breached, and (3) be tar-
geted toward providing incentives
to mitigate the identified harm.

In addition to the spectrum of
harms from information security
breaches, there is also a wide
range of methods by which infor-
mation may be compromised
(hacking, storage tapes lost in
transit, dishonest insider with
permission to access the infor-
mation, pretexting, other frauds,
etc.). Remedial measures to pre-
vent one kind of threat will not
necessarily work against other
threats. Also, information man-
aged in digital form faces dynam-
ic predators - the wrongdoers
are constantly learning how to
circumvent new technologies.
Therefore, currently-existing secu-
rity mandates emphasize the rea-

sonableness of the security plan
rather than specific technological
requirements.

Following in California's footsteps,
more and more states are requir-
ing businesses to disclose securi-
ty breaches. Some businesses
favor a preemptive federal securi-
ty breach disclosure law that pro-
vides a common regulatory
approach so that businesses do
not have to comply with numer-
ous different state laws. Some
consumer advocates argue that
states have the right to mandate
stricter security for their citizens'
information.

Wherever you stand on this
issue, the proper policy analysis
should begin with identifying the
threat: (1) identity theft or (2) the
problem of lax security in critical
or interdependent information
systems or (3) something else.
The analysis should proceed by
determining: (a) whether disclo-
sure lessens the threat; and (b)
whether the proposed law
encourages efficient disclosure
(the varied costs of disclosure,
including potential consumer
apathy, do not outweigh the
degree to which the threat was
lessened).

Yet again, the importance of defi-
nitions arises. Disclosure laws
may not be an optimal solution if
the threat is defined as either
credit card fraud or the prolifera-
tion of social security numbers as
the sole unique commercial and
governmental identifier.
Lawmakers should prioritize the
identified threats and address
each threat individually, under-
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standing (1) that solutions may
not apply to all harms arising
from identity theft and informa-
tion security breaches, and (2)
that the costs of compliance are
ultimately borne by consumers
(who should therefore be receiv-
ing a security benefit worth more
than this cost).

Conclusion

Today there is no comprehensive
mechanism to directly correlate
information security breaches to
resulting damages from identity
theft crimes. The lack of reliable
correlative data renders tradition-
al risk management analyses
impossible. If legislators attempt
to frame solutions to a generic
"identity theft" threat based upon
equally generic, non-correlative
"statistics," the proposed new law
may be more a guessing game
than a viable and cost-effective
solution. As governments
address these issues, they
should not only tailor the solution
to the specifically-identified
threat, they should also investi-
gate our ability to gather the data
needed to perform better risk
analyses. Similarly, as business-
es begin to comply with rule-mak-
ing promulgated under existing
laws like Gramm-Leach-Bliley and
state disclosure laws, the private
sector should incorporate stan-
dards and data-gathering tech-
niques necessary to assess risk —-
to both demonstrate the required
"reasonable" security and to
defend against the charge that
information security breaches
have caused our "identity theft
crisis." <+

(Endnotes on Page 25)
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Jose Padilla (Cont. from Page 11)
Padilla's procedural history is very
extensive and demonstrative of
the importance of the issue.
Please see the Padilla timeline for
a comprehensive review of the
procedural history of this case
(see pages 10-11).

In June 2002, Donna Newman,
Padilla's appointed attorney, filed
a writ of habeas corpus on his
behalf. She filed the petition in
New York against President Bush,
Defense Secretary Donald
Rumsfeld, Attorney General John
Ashcroft and Commander M.A.
Marr, the warden of the military
brig at Charleston. The govern-
ment responded arguing, among
other things, that the court in
New York no longer had jurisdic-
tion because Padilla had been
moved to South Carolina. The
jurisdictional challenge was final-
ly resolved in 2004, after numer-
ous appeals, when the United
States Supreme Court ruled that
the case was improperly filed in
New York and should be refiled in
South Carolina.

Newman filed another writ for
habeas corpus in South Carolina
District Court. This time she
named Commander C.T. Hanft, a
Naval Officer and Padilla's custo-
dian at the brig, as respondent.
The district court ordered
Commander Hanft to release
Padilla from his custody within
45 days. The government
appealed to the Fourth Circuit
Court of Appeals who reversed
the district court's ruling. The
Court of Appeals stated that,
"The Congress of the United
States, in the Authorization for

Use of Military Force Joint
Resolution, provided the
President all powers necessary
and appropriate to protect
American citizens from terrorist
acts by those who attacked the
United States on September 11,
2001." Padilla v. Hanft, 423 F.3d
386 (2005). They went on to hold
that "Those powers include the
power to detain identified and
committed enemies such as
Padilla, who associated with al
Qaeda and the Taliban
regime...entered the United
States for the avowed purpose of
further prosecuting that way by
attacking American citizens and
targets on our own soil..." Id.
Therefore, the Court of Appeals
refused to transfer Padilla.

On November 23, 2005 Padilla
was indicted by a Miami federal
grand jury on criminal charges
that he conspired to "murder, Kid-
nap and maim" people overseas.
The three charges included: con-
spiracy to murder U.S. nationals,
conspiracy to provide material
support to terrorists, and provid-
ing material support to terrorists.
The charges did not include the
earlier allegations that he
planned to build and detonate a
dirty bomb in the United States.
Attorney General Alberto
Gonzales stated, "Padilla's previ-
ous status as an 'enemy combat-
ant' has no legal ramifications for
the criminal charges."

On January 4, 2006, the
Supreme Court ordered, at the
request of the government,
Padilla transferred from military
custody to stand trial in Miami,
Florida. Padilla's attorney argued
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that the Court should wait to
transfer Padilla until they had
ruled on the issue concerning the
President's authority to detain
enemy combatants. On January
13, 2006, the Supreme Court
met to determine if the case is
moot or to define the extent of
presidential power over U.S. citi-
zens who are detained within the
United States on suspicion of ter-
rorist activity. They have not yet
released their decision.

Padilla was arraigned on January
12, 2006. He pleaded not guilty
to all charges against him. The
judge denied his bail because of
the seriousness of the charges.
Padilla's trial is set to begin in the
fall of 2006. Four other men were
charged with Padilla: Adham Amin
Hassoun, Kifah Wael Jayyousi,
Mohamed Hesham Youssef, and
Kassem Daher.

Padilla's case is not unique. There
have been two other enemy com-
batants, Yaser Hamdi and Ali
Saleh Kahla-al-Marri. Hamdi, a U.S.
citizen born in Louisiana, spent
most of his life overseas. He was
captured in December 2001 in
Afghanistan. The government con-
tended that he was armed and
was traveling with a military unit of
the Taliban. He was held at
Guantanamo Bay. However, he
was later transferred to a military
brig in Norfolk, Virginia and then
subsequently to South Carolina.
Hamdi raised the same issues as
Padilla. The Supreme Court of the
United States affirmed the right of
the President to detain citizens as
"enemy combatants" during a mil-
itary conflict, but held that such
detainees (Continued, Page 25)
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Call to Arms (Cont. from Page 18)
disaster is vital to evacuation and
rescue efforts. Currently, the fed-
eral armed forces and federalized
state militia may not enforce
domestic laws, unless there is an
uprising against the government.
Simple chaos and lawlessness do
not trigger Insurrection Act pow-
ers. Therefore, Congress should
enact an exception to the Posse
Comitatus Act to allow for federal
military assistance in civil law
enforcement in the wake of a
large-scale natural disaster. <*
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3 See CNN Security Watch
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Jose Padilla (Cont. from Page 23)
could contest the merits of their
captivity before a neutral fact-
finder.* Hamdi was released in
the fall of 2004. The terms of his
release mandated that he had to
renounce his United States citi-
zenship. Additionally, he is not
permitted to travel to
Afghanistan, Iraq, Israel,
Pakistan, Syria, the West Bank or
Gaza. And finally, for the next fif-
teen years, he has to report any
intention to travel outside Saudi
Arabia.

The second enemy combatant, al-
Marri, was arrested in December
2001. Contrary to the other
enemy combatants, he is not a
U.S. citizen (he is from Qatar and
arrived in the U.S. the day before
the terrorist attacks on
September 11, 2001) and he was
indicted at that time for credit
card fraud and lying to the FBI. He
was declared an enemy combat-
ant on June 23, 2003. al-Marri is
currently still being detained at
the South Carolina military brig.
He was prohibited for sixteen
months to meet with his attorney,
but has since met with an attor-
ney and has two cases pending.
One case is challenging his treat-
ment and the second concerns
the legality of his detention.

There has been much public outcry
over the Padilla case and the
issues concerning enemy combat-
ants. There have been several
harsh critics concerning the govern-
ment's actions towards enemy
combatants. Several organizations
have filed briefs on behalf of
Padilla. For example, the American
Bar Association filed a brief as
Amici Curiae in support of Padilla.
They argued, "Padilla must have
the opportunity to challenge the
basis for detention; he must have
access to counsel to assist him in
making that challenge; and the
government must substantiate the
basis for its detention under a
meaningful standard of review."
The American Bar Association fur-
ther asserted, "Anything less would
be inconsistent with this nation's
core principles." However, there
have been some arguments
defending the government's
actions. Paul Rosenzweig from the
Heritage Foundation stated, "The
information regarding [Padilla and
Hamdi's] intention was based on
intelligence and military sources
and not suitable to be aired in a
conventional criminal-court set-
ting." He went on to assert, "History
has taught us that during wartime,
executive flexibility is not merely
desirable, but essential." «*

1 Hamdi vs. Rumsfeld, 542 U.S. 507
(2004)
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Issues for Further Study (Cont. from
Page 16) those with specific needs
may be located in another state,
requiring the governor to reach an
agreement with that state's governor
to obtain the resources. Should state
National Guard units prepare more
thoroughly for potential state-specific
scenarios? Will that undermine the
larger US military capability and the
Total Force Structure? «*

1 10 USC §332.

2 10 USC §332.

3 U.S. Dep't of Defense, Military Support to
Civil Authorities, DoD Dir. 3025.1 § 4.4.10
[1993].

* Elsea, Jennifer, CRS Report for Congress,
The Use of Federal Troops for Disaster
Assistance: Legal Issues, PP. 5-6, September
16, 2005.

Identity Theft (Cont. from Page
22)

* There may be many "victims" of the
wrongdoer's actions (see infra), but for
the purposes of this article, the phrase
"victim" refers to the person whose
identity was stolen.

2 CNNMoney.com, citing USA Today.

3 1d.

4 Knowledge of the extent of exposure
to identity theft through security
breaches (i.e., how much personal
information is in the marketplace and
who owns and controls the informa-
tion) is factor valuable to assessing
risk. A discussion of consumer aware-
ness and access to such knowledge is
beyond this article, but is included in
the CIP Program's ongoing ldentity
Theft research project.

The CIP Program is directed by John A. McCarthy, a member of the faculty at George Mason University School of Law. The CIP
Program works in conjunction with James Madison University and seeks to fully integrate the disciplines of law, policy, and tech-
nology for enhancing the security of cyber-networks, physical systems and economic processes supporting the nation's critical
infrastructure. The CIP Program is funded by a grant from The National Institute of Standards and Technology (NIST).

The CIP Report is published by Zeichner Risk Analytics, LLC on behalf of the CIP Program. ZRA is the leading provider of risk
and security governance knowledge for senior business and government professionals. ZRA's vision is to be a consistent and
reliable source of strategic and operational intelligence to support core business processes, functions, and assurance goals.

If you would like to be added to the distribution list for The CIP Report, please click on this link:
http://techcenter.gmu.edu/programs/cipp/cip_report.html.
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