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This month’s edition of The CIP Report focuses on the /
enormous changes ongoing in the homeland security D1 GEORG
and critical infrastructure protection arenas and the

major initiatives outlined by the new Secretary of
Homeland Security, Michael Chertoff, following the
Department of Homeland Security's (DHS) Second
Stage Review. These changes, which stem from a six
point agenda covering such topics as preparedness for
catastrophic events, transportation security systems,
border security, and even internal DHS financial and human resource man-
agement processes, represent the Department's recognition that its work
must be based upon priorities driven by risk. These announced changes,
and the forthcoming policy initiatives, reveal Secretary Chertoff's vision and
direction for DHS under his leadership. This topic will be further explored not
only in the pages of this issue, but in the upcoming CIP Program event
"Making America Safer Four Years after 9/11; A Conversation with
Secretary Michael Chertoff", to be held on September 9, 2005 at the
National Press Club. This event is the fifth in a series of Critical
Conversations moderated by Frank Sesno, a Senior Fellow of the CIP
Program, and will provide ample opportunity for Chertoff to further discuss
this agenda and his vision for the Department.

UNIVERSITY

School of Law

CRITICAL INFRASTRUCTURE
PROTECTION PROGRAM

In addition to the six point agenda, we have also included the new organiza-
tion chart released by DHS last month as the proposed end state for the
reorganized Department. We are also pleased to include an interview with
Dr. John H. Marburger, Director of the Office of Science and Technology
Policy. We would also like to welcome Assistant Secretary for Infrastructure
Protection Bob Stephan, who we have highlighted in his new position within
DHS leadership. We are also pleased to include contributions from the
National Biometric Security Project, which focuses on applications of biomet-
ric technology in support of homeland security objectives, and a Legal
Insights column by Rod Nydam, which describes some of the legal chal-
lenges that DHS has faced during the past few years. Finally, we have includ-
ed project summaries of the work undertaken by CIP Program interns this
summer and invitation information on the upcoming Critical Conversation

event.
} (‘
s
hn A. McCarthy

Director, Critical Infrastructure Protection Program
George Mason University, School of Law
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Homeland Security Secretary Michael Chertoff Announces
Six-Point Agenda for Department of Homeland Security

Secretary Michael Chertoff today
announced a six-point agenda for
the Department of Homeland
Security (DHS) designed to
ensure that the Department's
policies, operations, and struc-
tures are aligned in the best way
to address the potential threats -
both present and future - that
face our nation.

"Our Department must drive
improvement with a sense of
urgency. Our enemy constantly
changes and adapts, so we as a
Department must be nimble and
decisive," said Secretary Michael
Chertoff.

The July 13" announcement
reflects conclusions drawn as a
result of the Second Stage
Review, a careful study of the
Department's programs, policies,
operations and structure. The
Review examined nearly every
element of the Department of
Homeland Security in order to
recommend ways that DHS could
better manage risk in terms of
threat, vulnerability and conse-
quence; prioritize policies and
operational missions according to
this risk-based approach; and
establish a series of preventive
and protective steps that would
increase security at multiple lev-
els.

"DHS must base its work on prior-
ities driven by risk," said
Secretary Chertoff. "Our goal is to
maximize our security, but not

security at any price. Our security
regime must promote Americans'

Secretary Michael Chertoff

freedom, prosperity, mobility, and
individual privacy."

The Secretary's six-point agen-
da will guide DHS in the near
term and result in changes that
will:

® |Increase overall prepared-
ness, particularly for catastrophic
events;

® Create better transportation
security systems to move people
and cargo more securely and effi-
ciently;

® Strengthen border security
and interior enforcement and
reform immigration processes;

® Enhance information sharing
with our partners;

® |mprove DHS financial man-
agement, human resource devel-
opment, procurement and infor-
mation technology; and
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® Realign the DHS organization
to maximize mission perform-
ance.

Secretary Chertoff said that
details of new policy initiatives in
these six areas will be
announced in the coming weeks
and months, including;:

® A new approach to securing
our borders through additional
personnel, new technologies,
infrastructure investments, and
interior enforcement - coupled
with efforts to reduce the
demand for illegal border migra-
tion by channeling migrants seek-
ing work into regulated legal
channels;

® Restructuring the current
immigration process to enhance
security and improve customer
service;

® Reaching out to state home-
land security officials to improve
information exchange protocols,
refine the Homeland Security
Advisory System, support state
and regional data fusion centers,
and address other topics of
mutual concern; and

® Investing in the Department's
most important asset - its people
- with top-notch professional
career training and development
efforts.

Secretary Chertoff also
announced two common sense
changes to improve the way the
Department does business.
(Continued, Page 3)
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Six Point Agenda (Cont. from
Page 2)

® Require 10-Fingerscan
Standard for Foreign Visitors. DHS
will strengthen the US-VISIT pro-
gram to require a one-time 10-fin-
gerscan capture upon enroliment,
with continued use of two-print
verification during later entries, to
ensure the highest levels of accu-
racy in identifying people entering
and exiting our country.

e Eliminate 30-minute Rule for
DCA Flights. As a result of numer-
0uUs security measures estab-
lished to protect passengers and
air travel, DHS will eliminate the
30-minute rule preventing pas-
sengers from standing up within
thirty minutes of takeoff or land-
ing for flights to or from Ronald
Reagan National Airport.

Organizational Initiatives:
Structural Adjustments to DHS

The Secretary also announced
details of his proposal for realign-
ing the Department of Homeland
Security to increase its ability to

prepare, prevent, and respond to
terrorist attacks and other emer-
gencies. These changes will bet-
ter integrate the Department, giv-
ing DHS employees better tools
to help them accomplish their
mission. These management
tools will:

® Centralize and Improve Policy
Development and Coordination. A
new Directorate of Policy, ulti-
mately led by an Under Secretary
upon enactment of legislation,
will serve as the primary
Department-wide coordinator for
policies, regulations, and other
initiatives. This Directorate will
ensure the consistency of policy
and regulatory development
across various parts of the
Department as well as perform
long-range strategic policy plan-
ning. It will assume the policy
coordination functions previously
performed by the Border and
Transportation Security (BTS)
Directorate. It will also create a
single point of contact for inter-
nal and external stakeholders by
consolidating or co-locating simi-
lar activities from across the
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department. This new Directorate

will include:

- Office of International Affairs;

- Office of Private Sector
Liaison;

- Homeland Security Advisory
Council;

- Office of Immigration
Statistics;

- Senior Asylum Officer.

® Strengthen Intelligence
Functions and Information
Sharing. A new Office of
Intelligence and Analysis will
ensure that information is gath-
ered from all relevant field opera-
tions and other parts of the intel-
ligence community; analyzed with
a mission-oriented focus; inform-
ative to senior decision-makers;
and disseminated to the appro-
priate federal, state, local, and
private sector partners. Led by a
Chief Intelligence Officer who
reports directly to the Secretary,
this office will be comprised of
analysts within the former
Information Analysis directorate
and draw on expertise of other
DHS components with intelli-
gence (Continued, Page 5)

“[Almong the imperatives in setting our agenda in the next six
months were the need to increase our focus on preparedness at all
levels of government and private life; the obligation that we have to
finally gain control of our borders and to do so in a way that is con-
sistent with our traditional value of welcoming visitors and also fos-
tering immigration that strengthens our country; protecting our
transportation, which is what binds us together; further promoting

information and intelligence sharing; building upon the manage-
ment of the individual components to finally create a unified man-
agement that covers such important considerations as procurement
policy that is efficient and has integrity; properly managed finances;
and, of course, a fully integrated state-of-the-art information technology system.”
Secretary Michael Chertoff, addressing the Council of Excellence in Government
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(proposed end state)
EXECUTIVE
CHIEF OF STAFF
DEPUTY SECRETARY
MILITARY LIAISON
UNDER SECRETARY UNDER SECRETARY A/S CONGRESSIONAL
FOR FOR GENERAL COUNSEL AND INTERGOVERN-
MANAGEMENT POLICY MENTAL AFFAIRS
UNDER SECRETARY UNDER SECRETARY ASST SECRETARY
FOR SCIENCE AND FOR BUBLIC AFFAIRS INSPECTOR GENERAL
TECHNOLOGY PREPAREDNESS
NTELLGENCE AND | | OPERATIONS DIRECTOR OF CHIEF
ANALYS'S COORDINATION COUNTER NARCOTICS PRIVACY OFFICER
OMBUDSMAN DIRECTOR
CITIZENSHIP & CIVIL RIGHT /
IMMIGRATION SVCS CIVIL LIBERTIES
FEDERAL LAW DOMESTIC NUCLEAR
ENFORCEMENT DETECTION OFFICE
TRAINING CENTER
SCREENING
COORDINATION LABOF;SAEFEQT'ONS
OFFICE
COMMISSIONER DIRECTOR
CUSTOMS AND CITIZENSHIP & D'EEEATAOR
BORDER PROTECTION IMMIGRATION SVCS
DIRECTOR TRANS- DIRECTOR LS. COMMISSIONER COMMANDANT
PORTATION SECURITY SECRET SERVIGE IMMIGRATION & CUS- U.S. COAST GUARD
ADMINISTRATION TOMS ENFORCEMENT -S.
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Six Point Agenda (Cont. from
Page 3) collection and analysis
operations.

® |mprove Coordination and
Efficiency of Operations. A new
Director of Operations
Coordination will enable DHS to
more effectively conduct joint
operations across all organiza-
tional elements; coordinate inci-
dent management activities; and
utilize all resources within the
Department to translate intelli-
gence and policy into immediate
action. The Homeland Security
Operations Center, which serves
as the nation's nerve center for
information sharing and domestic
incident management on a
24/7/365 basis, will be a critical
part of this new office.

® [Enhance Coordination and
Deployment of Preparedness
Assets. The Information Analysis
and Infrastructure Protection
Directorate will be renamed the
Directorate for Preparedness and
consolidate preparedness assets
from across the Department. The
Directorate for Preparedness will
facilitate grants and oversee
nationwide preparedness efforts
supporting first responder train-
ing, citizen awareness, public
health, infrastructure and cyber
security and ensure proper steps
are taken to protect high-risk tar-
gets. The directorate will be man-
aged by an Under Secretary and
include:

¢ A new Assistant Secretary for
Cyber Security and
Telecommunications, responsible
for identifying and assessing the
vulnerability of critical telecom-
munications infrastructure and

assets; providing timely, action-
able and valuable threat infor-
mation; and leading the national
response to cyber and telecom-
munications attacks;

¢ A new Chief Medical Officer,
responsible for carrying out the
Department's responsibilities to
coordinate the response to bio-
logical attacks - and to serve as
a principal liaison between DHS
and the Department of Health
and Human Services, the
Centers for Disease Control, the
National Institutes of Health,
and other key parts of the bio-
medical and public health com-
munities;

¢ Assistant Secretary for
Infrastructure Protection;

¢ Assets of the Office of State
and Local Government
Coordination and Preparedness
responsible for grants, training
and exercises;

¢ U.S. Fire Administration; and
¢ Office of National Capitol
Region Coordination.

Other Department Realighments

® |mprove National Response
and Recovery Efforts by Focusing
FEMA on Its Core Functions.
FEMA will report directly to the
Secretary of Homeland Security.
In order to strengthen and
enhance our Nation's ability to
respond to and recover from
manmade or natural disasters,
FEMA will now focus on its his-
toric and vital mission of
response and recovery.

® [ntegrate Federal Air
Marshal Service (FAMS) into
Broader Aviation Security
Efforts. The Federal Air Marshal
Service will be moved from the
Immigration (Continued, Page 6)
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Secretary of Homeland Security
Michael Chertoff

On February 15, 2005, Judge Michael
Chertoff was sworn in as the second
Secretary of Homeland Security. Chosen
by President George W. Bush, Senator
Charles Schumer (D-NY) praised that
"Judge [Michael] Chertoff has the résumé
to be an excellent homeland security sec-
retary, given his law enforcement back-
ground and understanding of New York
and America's neglected homeland secu-
rity needs." Chertoff's bipartisan support
extends back to 1993 when then
President Bill Clinton replaced all except
one U.S. attorney across the country with
his own nominees - the exception was
New Jersey U.S. Attorney Michael Chertoff
who was ask to remain and to continue
serving the American people.

In addition to his service as the New
Jersey U.S. Attorney, Secretary Chertoff
served as a clerk to Supreme Court
Justice William Brennan, Jr., was a
Partner in the law firm of Latham &
Watkins, served as Special Counsel for
the U.S. Senate Whitewater Committee,
and was previously confirmed by the
Senate to serve in the Bush
Administration as Assistant Attorney
General for the Criminal Division at the
Department of Justice. Chertoff graduat-
ed magnha cum laude from Harvard
College in 1975 and (Continued, Page 14)



THE CIP REPORT

August 2005 / Volume 4, No. 2

Robert B. Stephan

Acting Under Secretary for Information Analysis and Infrastructure Protection
Assistant Secretary for Infrastructure Protection

The CIP Program would like to
express its gratitude for being
invited into a series of conversa-
tions between the public and pri-
vate sectors and academe
regarding feedback of where we
have been vis-a-vis Robert
Stephan's priorities within his
portfolio. This was an open and
welcome exchange that was
extremely informative and will
help shape the role that the CIP
Program plays in this ongoing
discussion.

Colonel Bob Stephan was
appointed to serve as the
Assistant Secretary of Homeland
Security for Infrastructure
Protection in April 2005. In this
capacity, he is responsible for the
Department's efforts to catalog
our critical infrastructures and key
resources and coordinate risk-
based strategies and protective
measures to secure them from
terrorist attack.

His prior experience as Senior
Director for Critical Infrastructure
Protection in the Executive Office
of the President (EOP) makes him
a well qualified choice for the

Six Point Agenda (Cont. from Page
5) and Customs Enforcement
(ICE) bureau to the
Transportation Security
Administration to increase opera-
tional coordination and strength-
en efforts to meet this common

Assistant Secretary position.
During his tenure with EOP, his
duties included developing and
coordinating interagency policy
and strategic initiatives to protect
the United States against terrorist
attack across 13 critical infra-
structure sectors.

Previous to his position within IAIP,
Colonel Stephan served as Special
Assistant to the Secretary and
Director of the Secretary's
Headquarters Operational
Integration Staff. In this capacity,
he was responsible for a wide
range of activities that included
headquarters-level planning in the
areas of strategic and operational
planning, core mission integration,
domestic incident management,
training and exercises. He also
directed the Interagency Incident
Management Group, integrating
Department and interagency capa-
bilities in response to domestic
threats and incidents.

Colonel Stephan held a variety of
key operational and command
positions in the joint special oper-
ations community during a 24-
year Air Force career. During

goal of aviation security.

® Merge Legislative and
Intergovernmental Affairs. This
new Office of Legislative and
Intergovernmental Affairs will
merge certain functions among
the Office of Legislative Affairs
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Operation
Desert
Storm, he
deployed to
Saudi
Arabia as a
joint battle
staff plan-
ner and
mission
command-
er support-
ing Joint
Special
Operations Task Force strategic
interdiction operations in Iraq. As
a commander of two Air Force
Special Tactics Squadrons,
Colonel Stephan organized,
trained, and equipped forces for
contingency operations in
Somalia, Haiti, Bosnia, Croatia,
Liberia, Colombia, and Kosovo.

Robert Stephan

Colonel Stephan is a distinguished
graduate of the USAF Academy,
and holds a bachelor’s degree in
Political Science. He is an Olmsted
Scholar, and has earned master’s
degrees in International Relations
from the University of Belgrano,
Buenos Aires, Argentina, and The
Johns Hopkins University. <

and the Office of State and Local
Government Coordination in
order to streamline intergovern-
mental relations efforts and bet-
ter share homeland security
information with members of
Congress as (Continued, Page 8)
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DHS and the Private Sector: Addressing Hurdles to Information Sharing

Rod Nydam

Associate Director, Private Sector Programs

Relations with the private sector
have always been a key factor in
DHS's evolution. The
Department has recognized that
the private sector plays a key role
in efforts to protect the country's
critical infrastructure and has
begun many programs to inte-
grate private sector information
into their programs. From the
beginning, the private sector
identified many legal issues
which complicate the relationship
with the government and present
hurdles to sharing the type of
information needed to develop
effective programs. This article
highlights just two of the current
legal research projects underway
at the CIP Program related to
some of the most important legal
hurdles to public-private informa-
tion sharing.

l. Protected Critical
Infrastructure Information (PCII)

In order to develop plans to pro-
tect the nation's infrastructure,
DHS and other government agen-
cies have been requesting large
amounts of data from the private
sector. Obviously, many private
companies are concerned that
these disclosures might become
subject to the Freedom of
Information Act (FOIA) and be dis-
closed to the public and their
competitors. In addition, there is
a concern that the information

CIP Program

might fall into the wrong hands
and defeat the purpose for gath-
ering the information.

In order to address these con-
cerns, the Homeland Security Act
contained a provision which
allowed private entities to submit
information to DHS and have
that information be exempted
from FOIA. While there were
already national security exemp-
tions for voluntarily submitted
information, PCII allowed private
entities to receive confirmation
before a FOIA request that the
information would be protected
from disclosure. This article will
not go into the detailed workings
of PCIl and readers can find a
good summary of the program at
http://www.dhs.gov/dhspublic/di
splay?theme=52&con-
tent=3455.

While the private sector sees
PCIl as a first step in encourag-
ing information submissions,
many private companies still are
concerned that the Act needs to
offer more protections for the
information submitted before it
will produce the desired level of
information sharing. In upcom-
ing white papers and research
papers, we will be discussing
ways that the Act may be modi-
fied to address private sector
concerns including the following
topics:
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® COriginator Control. Under the
current PCIl act, once a private
entity submits information, that
entity loses control over how the
information is disseminated or
used within the government.
While building trusting relations
is important, many private enti-
ties are not comfortable knowing
that sensitive information submit-
ted to one agency for a limited
purpose may find its way to sev-
eral other agencies. This results
in a great deal of hesitancy to
submit the information.
Originator control is one way to
address this concern. For exam-
ple, assume a pipeline company
has information about critical
nodes in its pipeline and wants to
share that information with the
government in order to make the
government aware of a particular
vulnerability. That company
would be more comfortable sub-
mitting the information under
conditions it establishes knowing
that information will only be used
and disseminated in the manner
it directs. Originator control
would allow the company to sub-
mit the information to DHS with
explicit instructions on how the
information can be used. While
PCIl has some provisions
addressing dissemination of sub-
mitted information, those deci-
sions currently lie with the gov-
ernment, not the submitter.
(Continued, Page 8)
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Legal Insights (Cont. from Page
7)

® Time Limitation. Another pri-
vate sector concern is the fact
that submitted information may
become out of date or that, if the
information stays within the gov-
ernment for extended periods of
time, the risk of inadvertent dis-
closure or improper use of the
information increases. One pos-
sible solution for this problem is
putting a limit on the amount of
time the government holds the
information. This limit could be
established two ways. The sub-
mitting entity could be allowed to
submit the information but place
a limit on its use requiring, for
example, that all information
must be destroyed or returned
within a year after submitting.
Second, the Act could set a statu-
tory time limit for information
retention stating that all informa-
tion (except for the end products
produced from the information)
must be destroyed or returned
within a given amount of time.

® [imitations of Liability. PCII
does provide some protection
with respect to the use of submit-
ted information in litigation. The
information is not discoverable
from the government. However,
many private sector participants

raise concerns about whether
information produced could be
discovered by private litigants in
a lawsuit. For example, in an
industrial accident, could a pri-
vate litigant obtain information
prepared by a company for the
government during the discovery
process? Furthermore, could a
company be held liable for not
acting on a vulnerability discov-
ered during the process of col-
lecting data that it intended to
submit voluntarily to the govern-
ment for critical infrastructure
protection purposes?

Il. FACA and Sunshine Laws

The Federal Advisory Committee
Act presents another challenge to
DHS's efforts to integrate the pri-
vate sector into homeland security
processes. The government needs
to interact with the private sector.
However, current FACA regulations
often put undue burdens and
bureaucracy in the dealings
between the public and private sec-
tor. CIP Program research is
addressing various ways to have an
effective public-private partnership
within the requirements of FACA.

In addition, this research is evaluat-
ing the power of the Secretary to
exempt certain organizations from
FACA requirements when national
security issues are at stake.
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In addition to FACA, states and
localities often have Sunshine
Laws that require open meetings
when the private sector meets
with government officials. These
laws complicate the private sec-
tor's ability to share sensitive
information with state and local
officials. This is particularly com-
plicated with state and municipal
utilities, as well as with private
companies trying to work with
state and local agencies and first
responders. As part of the FACA
research, the CIP Program will be
evaluating methods to address
CIP within the framework of state
Sunshine Laws.

FOIA and FACA are just two
examples of some of the legal
hurdles facing DHS and the
private sector. Those laws
were passed long before the
extensive post 9-11 efforts to
protect critical infrastructure.
In order to ensure an effective
public-private partnership, the
participants will need to estab-
lish creative solutions to work
within current law. In addition,
current law is probably not
adequate to produce a com-
pletely effective relationship
and we should expect that
these laws will change and
evolve to meet the new chal-
lenges facing us. +

Six Point Agenda (Cont. from
Page 6) well as state and local
officials.

® Assign Office of Security to
Management Directorate. The
Office of Security will be moved
to return oversight of that office
to the Under Secretary for
Management in order to better

manage information systems,
contractual activities, security
accreditation, training and
resources.

The Homeland Security Act of
2002 (HSA) provides certain flexi-
bility for the Secretary of Homeland
Security to establish, consolidate,
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alter or discontinue organizational
units within the Department. The
mechanism for implementing these
changes is a notification to
Congress, required under section
872 of the HSA, allowing for the
changes to take effect after 60
days. Other proposed changes
(Continued, Page 14)
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An Interview with
Dr. John H. Marburger, 1l
Science Advisor to the President
Director, Office of Science and Technology Policy

After 9/11, the United States became more aware of possible outside threats and
had to examine its critical infrastructure vulnerabilities. What impact do you feel
the 2004 National Plan for Research and Development (R&D) in Support of Critical
Infrastructure Protection will have on improving national security?

The 2004 plan outlines a vision for future CIP-related research and develop-

ment (R&D) and provides a baseline so that we can better understand what our current status, capabili-
ties and resources are. This thorough assessment will enable the U.S. to leverage existing assets and
operations and "jump start" R&D in this area. It also forms the basis for a broader plan that incorpo-
rates R&D efforts conducted by industry and academia.

What impact will the Plan have on CIP R&D initiatives?

The Plan is a clear statement of how the collective resources of government can be brought to bear on the
complex, multi-faceted set of issues related to infrastructure protection. It will enable us to build a cohe-
sive set of activities that will contribute to the achievement of the Plan's strategic goals. Its first impact is
to facilitate discussion with industry and academia and inform agencies as they plan their future efforts.

Who were the key players involved in the development of the 2004 Plan that involves the protection of
all the critical infrastructures and key assets?

In coordination with OSTP, DHS led the effort through the agency's CIP R&D portfolio manager, Dr. John
Cummings. A number of Federal agencies, working together, developed and reviewed the plan, seeking
guidance from other user and stakeholder communities in order to ensure broad coverage and an inte-
grated picture.

The 2004 Plan identifies R&D gaps and needs based on known threats. What is the most effective way
to address future-identified and unknown threats in a timely fashion?

The plan addresses the development of new technology and processes that are designed to perform
environmental scans, mine information, perform alternative scenario analysis and use other means to
help discover emerging threats or those conditions that could ferment them. These efforts will be
instrumental in identifying and addressing future threats in a timely manner.

The 2004 Plan provides a baseline of R&D gaps and will be updated annually. Will the R&D priorities
change as the Plan is modified? If so, how will this constant change impact R&D efforts and the ability
of researchers to follow through on their work?

Future research and development achievements will offer new opportunities and new research direc-
tions, which future versions of the Plan can encompass. However, the three (Continued, Page 14)
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Each summer the CIP Program chooses highly qualified students to work on a variety of proj-
ects. CIP Program internships attempt to match students with internal projects related to their
academic interests or place students in agencies and offices of partner organizations. In the

section below, our interns describe their summer projects and future plans.

Timothy
Goobic is in
his final year
as a gradu-
ate student

| at the

| University of
Kentucky's
Martin
School for
Public
Administration. In 2004 he grad-
uated from Brown University with
degrees in History and Political
Science and desires to one day
become involved with national
security policy. Over a 10-week
period at the CIP Program, Tim
has been involved in a number of
areas of the program which have
exposed him to a wide range of
issues. His first project involved
gathering data from previously
completed CIPP research projects
and cataloguing them by genres
for use in an internal database.
Throughout this process he also
produced four written works
which were published in The CIP
Report and assisted in various
event preparations. However, the
most fascinating aspect of the
internship came through assist-
ing Rebecca Luria with the CIP
Oral History Project where he
conducted background research
on various terrorism commissions
and was given the opportunity to
sit in on multiple interviews with
high ranking federal officials.

had the
oppor-
tunity to
exam-
ine in detail the implications
of the Protection of Critical
Infrastructure Information
Act of 2002 (PCIl). He inves-
tigated its impacts on the
application of Exemption 4 of
the Freedom of Information
Act (FOIA), as well as PCll's
ability to achieve its stated
goals. Exhaustive searches
of law reviews, case law, and
media outlets were used to
develop the premises of the
research, and then those
same sources, along with
economic intuition and theo-
ry, were used to evaluate
proposed changes to PCII.
The application of economic
principles to the law is partic-
ularly of interest to Jeremy
because he completed a
bachelor's degree in eco-
nomics and political science
and a Ph.D. in economics at
Utah State University, and is
a rising second year student
in law at George Mason
University School of Law.

Kristen DiGirolamo is working
in Governor Warner's Office of
Commonwealth Preparedness.
In relation to CIP, Kristen has
gone on Site Assist Visits
(SAVs) in order to write Buffer
Zone Protection Plans. During
the SAVs, Kristen assisted a
team from VDOT and local law
enforcement in assessing site
vulnerabilities. She also
helped to do the preliminary
infrastructure prioritization list.
Also relating to CIP, Kristen
attended the NCR CIP Working
Group meetings, as well as
Virginia's CIP Working Group
meetings. In addition, she is
assisting her office in coming
up with ways to shift the focus
from protection to resiliency of
critical infrastructure. Kristen
is a junior at the University of
Richmond and is majoring in
Political Science with a minor
in Leadership Studies.
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Brett A. Callahan is currently working toward her J.D. from George Mason
University School of Law in the Intellectual Property Law Track. She

M expects to graduate in May of 2007. She received a B.S. in Nutrition,

| Food, and Agriculture from Cornell University. This summer she interned

| for the CIP Program's Private Sector Programs group where she conduct-
ed legal research on several topics. Brett researched the legislative his-
tory of a provision of the Homeland Security Act of 2002. She also exam-
ined theories of potential civil liability and defenses. Additionally, Brett
studied an issue relating to the open government laws.

Sachin Kandhari started his JD program at the George Mason University
School of Law in Fall 2004, and expects to graduate in 2007. Being a gradu-
ate of the University of Virginia with a BS degree in Physics and having a
strong interest in cyberspace and technology, Sachin is focusing his legal ‘
education on Intellectual Property Law. He spent the summer of 2005 work-
ing for the National Capital Region project, which focuses on developing
methods to inform public and private decision-makers on the benefits and
costs of initiatives to enhance the security of the region. Sachin was —
involved in the more technical aspects of the NCR. His duties included help- Y.
ing to design regional public/private governance and resource allocation sys- L_.————"'\\
tems for risk management, and coordinating and editing risk management reports for the Phase One
project. Sachin also designed a document and report catalog website for the NCR, and helped compile
an analytic database of regional public-private partnerships to improve infrastructure resiliency.

Greg Clinton spent this summer working with the Department of Energy on a cross-border mutual aid
program for the electricity and natural gas industries. During emergencies, electric companies in the
United States often request aid from their Canadian counterparts. In the past, these Canadian workers
have encountered difficulty crossing the border. Greg's project seeks to find ways to facilitate this
process. This fall Greg will be starting his third year at George Mason Law School. Prior to this he grad-
uated with a degree in computer science from Cornell University.

Nancy Morrison is an incoming PhD student at George Mason University's
Institute for Conflict Analysis and Resolution program, where she is currently
completing her master's thesis. She received her M.A. in English Literature from
Virginia Tech in 1994. She received a B.S. in Clinical Psychology in 1988.
Nancy's work at the CIP Program involves the development of the Homeland
Security Capabilities Database (HSCD). This project originated during a meeting
of the Terrorist Working Group, and the goal is to develop a database by which
industry, private individuals, and government can investigate the university's
homeland security capabilities (individual research projects, programs/centers,
researchers, and course offerings). The HSCD will not duplicate current univer-
sity "expert databases" through which GMU researchers could look for grant opportunities. The initial
prototype will include a select sampling of GMU's homeland security capabilities from each school.
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Identity Assurance and the Protection of the Civil Infrastructure
National Biometric Security Project

Unlike other personal identifica-
tion techniques that rely on
something you own, such as a
photo ID, driver's license, etc., or
something you know, such as a
pin or password, biometrics is an
automated method of identifying
or verifying the identity of a living
human being based on a physio-
logical or behavioral characteris-
tic unique to that individual. The
most common biometrics in use
today include:

Fingerprint verification

Iris recognition

Hand geometry

Voice verification

Signature verification

Facial recognition

Next generation or "bleeding
edge biometrics" such as gait,
odor, ear, hand vein and ther-
mography are currently under
development or have been avail-
able for some time with various
capabilities for deployment.

Biometrics are most often utilized
in four general classes of security
applications including: access
[logical and physical]; transaction
authentication and logging; sur-
veillance; and forensics.

Formed as a not-for-profit private
organization after the attacks of
September 11, 2001, the mis-
sion of the National Biometric
Security Project is to assist gov-
ernment and private sector
organizations in deterring terror-
ist attacks on the civil infrastruc-
ture by enhancing effective, auto-

mated human identification
through the application of proven
biometric technologies. Threats
to the civil infrastructure span
both the civil and private sectors
and include:

The Transportation System With
the recent broadening of the US-
VISIT program, aviation trans-
portation has embraced the
application of biometric technolo-
gies to verify and authenticate
the identities of both passengers
and personnel.

Maritime transportation has
received a great deal of attention
from a security perspective in
large part due to the realization
that only 3% - 10% of all contain-
er traffic entering the United
States through its ports and
waterways is ever inspected. The
opportunity for exploitation of our
maritime system led to the
Maritime Transportation Security
Act (MTSA) mandate for imple-
mentation of strict security plans
by all operators and owners of
US-based maritime facilities and
ports and all vessel operators
who seek to unload cargo in the
US. Since the average container
entering the U.S. is handled on
17 different occasions before it
reaches its final destination, bio-
metrics can be an effective iden-
tity authentication method, help-
ing to assure the identity of per-
sonnel involved in the transfer of
container cargo.

The Economic System One of the

—12—

most organized sectors in terms
of addressing its security con-
cerns is banking and finance,
due not only to the extensive
human and financial losses suf-
fered by the industry on 9/11 but
also to earlier preparations in
anticipation of Y2K. Banking and
finance is actively applying bio-
metrics in the conduct of its busi-
ness, due in part to the profound
and growing concern with identity
theft shared by both corporate
and consumer clients. ID theft is
at the heart of significantly
broader economic vulnerabilities
and national security concerns.
Using biometrics to develop ID
theft countermeasures has direct
impact on civil infrastructure pro-
tection.

The Energy System represents
the one commodity on which all
productive economic activity is
dependent, the sector most vul-
nerable to outages, and the one
most likely to initiate cascading
disruptions. The fragility of critical
infrastructure associated with the
production of electric power is
particularly acute in light of its
highly complex delivery systems.
It appears that the application of
biometrics technology could have
significant impact in a limited
ingress/egress basis, for control-
ling access by authorized person-
nel to sensitive locations.

As in the case of electric power,

the opportunity for application of
biometrics technologies in the oil
and natural (Continued, Page 13)
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Biometrics (Cont. from Page 12)
gas sector appears to be more
narrowly defined in terms of veri-
fying/authenticating the access
of key personnel to sensitive
facilities, both in the US and
abroad. Biometrics might also be
applied in a cyber-security sce-
nario, for authorizing access to
key energy management systems
whose functioning is crucial to
the industry's data collection
processes.

The Communications System The
application of biometrics technol-
ogy in the complex world of IT
and telecom requires a focus on
points within the sector's critical
physical infrastructure whose
destruction and/or damage
would seriously impair data and
voice transmissions. This means
key network servers, routers, and
switches. (Circuit integrity is also
of extreme importance, as the
9/11 tragedy revealed, but cir-
cuits are not physically housed in
any one specific location; howev-
er, the Network Operations
Centers that manage them are.)
Controlling access to these criti-
cal network components in both
physical and virtual form can be
achieved through a layered com-
bination of biometric technolo-
gies that validate, on an incre-
mental basis, a user's right to
proceed through increasingly sen-
sitive levels of information.

Each sector has a particular set
of unique characteristics and vul-
nerabilities, yet also has much in
common due to their interdepen-
dencies. All are struggling to
answer complex questions: What
impact will outage duration, fre-
quency and other factors have on
my ability to operate? How can
back-up systems and mecha-
nisms mitigate or reduce the
impact of key asset loss? All
are concerned with establishing
business continuity practices. All
worry about the escalating cost
of security measures to protect
critical infrastructure assets and
are concerned with funding and
operational interruptions in light
of competitive pressures to con-
tain costs and improve efficiency.
All worry about public outcry
should the measures implement-
ed be perceived as excessive,
overly invasive or causing undue
inconvenience.

In order for biometrics to address
these questions certain prerequi-
sites must be resolved. These
include: (1) articulation of appli-
cation requirements and faster
adoption of standards for per-
formance and integration; (2)
objective testing and validation;
(3) training and education that is
pertinent to the end-users and
kept current on both technology
and sources, and (4) improved
tools for use and operation
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About the National Biometric
Security Project

Supported by Congress, the first
Biometrics for National Security
(BINS) contract was awarded to
NBSP in August 2003, under
administration by the NSA. The
Congress supported two addi-
tional earmarks for the NBSP in
FY 04 and FY 05, also through
the intelligence community.
NBSP currently supports govern-
ment and private sector efforts
to evaluate, acquire and deploy
biometric technology. Key NBSP
initiatives include: require-
ments and standards develop-
ment; testing and evaluation;
applied research and engineer-
ing; training; and minimizing the
societal impact of deployment.

based on focused applied
research programs. Additionally,
cultural and societal issues such
as impact on privacy must be
resolved.

Ambitious goals such as these
cannot be achieved overnight.
Work in key areas such as stan-
dards, testing, applied research
and training has languished for
nearly a decade, and it will take
an integrated industry effort to
make quick, significant and con-
tinuously expanding progress in
all of the important sectors
described above.
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Marburger (Cont. from Page 9) strategic goals identified in the Plan represent enormously challenging
research objectives that will most likely require a long term research effort.

What mechanisms are being used to disseminate the 2004 Plan to the relevant communities so as to
engage additional researchers in improving national security and decreasing critical infrastructure
recovery time in the event of an attack?

Originally released at the first annual Industry Workshop on CIP R&D in April 2005, the Plan is available
on the web at http://www.dhs.gov/interweb/assetlibrary/ST_2004_NCIP_RD_PlanFINALAprO5.pdf .
Also, a website is being developed to gather feedback and promote discussion. Additional workshops
engaging a wide variety of researchers from all sectors are planned through the year. We are also
working with the Private Sector Programs group at George Mason University’s CIP Program that acts as
convener for the ISACs as well as the government coordinating councils. <*

Six Point Agenda (Cont. from
Page 8) will require
Congressional action. The
Department will work with
Congress to accomplish these
shared goals.

Background: The Second Stage
Review (2SR) Process

The Second Stage Review
included 18 action teams com-
posed of 10-12 members with
appropriate expertise dealing
with certain subject matter.
More than 250 participants

Chertoff (Cont. from Page 5)
magna cum laude from Harvard
Law School in 1978.

Chertoff has maintained a low
profile since taking over the
helm of DHS. After six-months as
DHS's top man, in a speech

delivered on July 13, 2005 at
the Ronald Reagan Building, he
stepped forth to share with the
Congress and the American peo-
ple his plan to reorganize the
department. Chertoff's "Second

within the Department of
Homeland Security, representing
a comprehensive cross-section,
contributed to the Second Stage
Review process.

Final issue papers from the
action teams were completed
and given to the Secretary by
May 31, 2005. The Secretary met
with all 18 action teams to dis-
cuss their findings in detail, and
their work served as an impor-
tant basis for the July 13"
announcement - as well as a
number of new initiatives yet to

Stage Review", or 2SR as he
refers to it, started immediately.
This systematic evaluation of the
Department's operations, poli-
cies, and structures was sup-
ported by the Homeland Security
Act of 2002 (HSA), the law which
created the massive department
and provides flexibility for the
Secretary "to establish, consoli-
date, alter or discontinue organi-
zational units within the depart-
ment." The CIP Program is
pleased to host the fifth in a

be announced.

Action teams examined a wide
range of issues, including:

® Risk/Readiness

® [nformation and Intelligence
Sharing

Performance Metrics

Law Enforcement Activities
Listening to External Partners
Supply Chain Security
Internal Communications and
DHS Culture

Research, Technology &
Detection <«

series of Critical Conversations
on September 9th, 2005 at the
National Press Club. This event
will feature Secretary Chertoff
and moderator Frank Sesno,
Senior CIP Program Fellow and
a Special Correspondent for
CNN. During the morning dis-
cussion, Secretary Chertoff will
discuss in greater detail his
plans following the completion
of the 2SR and the challenges
that lie ahead for his Depart-
ment and our nation. «¢
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CRITICAL INFRASTRUCTURE PROTECTION PROGRAM

SAVE THE DATE...

For the Fifth in a Series of Critical Conversations on Infrastructure Protection

Sponsored by the Critical Infrastructure Protection Program at
George Mason University School of Law

A Conversation with Secretary Michael Chertoff
Department of Homeland Security

Making America Safer Four Years after 9/11

Friday, September 9, 2005
Breakfast: 9 a.m.
Newsmaker Discussion: 9:30 - 10:30 a.m.

The National Press Club
The Ballroom
529 14th Street, N.W.
Washington, D.C.

R.S.V.P. (703) 993-4722
Please note that seating is limited.

Moderated by
Frank Sesno
Senior Fellow, Critical Infrastructure Protection Program

The CIP Program, a joint effort between George Mason University School of Law
and James Madison University seeks to fully integrate the disciplines of law, policy, and technology
for enhancing the security of cyber-networks, physical systems and economic processes supporting the nation's critical infra-
structures. The CIP Program is funded by a grant from The National Institute of Standards and Technology (NIST).

More information on the CIP Program can be found at http://cipp.gmu.edu.
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Rebecca Luria has been level industry leaders and government policy mak-
with the CIP Program since ers who have been influential in shaping our cur-
Day One, when it was just  rent CIP policy. The data collected has been used
the Executive Director, for a publication on the evolution of CIP policy as
John McCarthy, and her- well as a digital archive. Rebecca holds a M.A. in
4 self. She assisted John in International Policy from George Mason University
{ growing the CIP Program and a B.A. in Anthropology from Guilford College.
into a $20 million Rebecca served in the U.S. Peace Corps in rural
research center before she Honduras and speaks Spanish fluently.
was assigned to her posi-
tion as Research Associate Rebecca is leaving the CIP Program this month to

for the Critical prepare for her upcoming wedding and will be
Infrastructure Protection Oral History Project. In relocating to Colorado. We wish her luck in all of
this capacity she conducts interviews with high- her future endeavors and will miss her greatly!

The CIP Program is directed by John A. McCarthy, a member of the faculty at George Mason University School of Law. The CIP
Program works in conjunction with James Madison University and seeks to fully integrate the disciplines of law, policy, and tech-
nology for enhancing the security of cyber-networks, physical systems and economic processes supporting the nation's critical
infrastructure. The CIP Program is funded by a grant from The National Institute of Standards and Technology (NIST).

The CIP Report is published by Zeichner Risk Analytics, LLC on behalf of the CIP Program. ZRA is the leading provider of risk
and security governance knowledge for senior business and government professionals. ZRA's vision is to be a consistent and
reliable source of strategic and operational intelligence to support core business processes, functions, and assurance goals.

If you would like to be added to the distribution list for The CIP Report, please click on this link:
http://techcenter.gmu.edu/programs/cipp/cip_report.html.
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