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This issue of The CIP Report focuses on the /
Agriculture and Food Sector, one of the most ‘/GEORGE
important critical infrastructure and key MSON
resource (CI/KR) sectors to our every day life.
Consisting of over two million farms, nearly one
million firms, and over one million facilities, it is

: . . School of Law
responsible for approximately one-fifth of U.S. = 0= e
economic activity, according to the Agriculture ProTECTION PROGRAM
and Food Sector-Specific Plan (SSP). The sector
is well known for its extensive, open nature and diversity. Notably,
the majority of infrastructure within the sector is owned and operated

by private industry, yet much is regulated by the Federal and State
governments.

UNIVERSITY

An overview of the sector and its many initiatives is offered, as well as
information on the two Sector-Specific Agencies (SSAs) responsible
for its oversight, the U.S. Department of Agriculture (USDA) and
the U.S. Food and Drug Administration (FDA), part of the U.S.
Department of Health and Human Services. A review of tabletop
exercises is provided by the leadership of the Agriculture and Food
Sector. FDA’s Food Protection Plan, which describes a strategy for
prevention, intervention, and response with respect to food safety
and food defense, is also offered.

The issue features contributions from two Homeland Security
Centers of Excellence, the National Center for Food Protection and
Defense (NCEFPD) and the National Center for Foreign Animal and
Zoonotic Disease Defense (FAZD Center). Additionally, it includes
a contribution from the Federal Bureau of Investigation (FBI) on its
sector-related activities, such as the Strategic Partnership Program
Agroterrorism (SPPA) Initiative, a joint activity with USDA, FDA,
and the U.S. Department of Homeland Security (DHS). An article
is also provided by the InfraGard National Members Alliance on the
InfraGard program, established by the FBI in 1996. Lastly, Legal
Insights reflects on the need for continued funding of research and
development to advance the Nation’s security.

We hope you enjoy this issue and find it informative. We thank you
for your support of the CIP Program and, as always, welcome your

feedback.


http://cipp.gmu.edu/
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Agriculture and Food Sector Overview

The Agriculture and Food Sector,
also referred to as the Food and
Agriculture Sector, is a diverse sec-
tor that includes systems and assets
“from farm to table.” The systems
and assets comprising the sector
have long been considered critical
infrastructure; they provide us with
essential goods and services on
which society depends. As noted in
The National Strategy for the Physical
Protection of Critical Infrastructures
and Key Assets, and reiterated in

the Agriculture and Food Sector-
Specific Plan (SSP), the sector
includes “supply chains for feed,
animals, and animal products;

crop production and the supply
chains of seed, fertilizer, and other
necessary related materials; and the
post-harvesting components of the
food supply chain, from processing,
production, and packaging through
storage and distribution to retail
sales, institutional food services,
and restaurant or home consump-
tion.”

Given the extensive, open nature
of the sector, particular attention
has been paid to threats of agroter-
rorism and bioterrorism as well as
to food security overall. Homeland
Security Presidential Directive
(HSPD)-9: Defense of United States
Agriculture and Food stated that

the Nation’s “agriculture and food
systems are vulnerable to disease,
pest, or poisonous agents that occur
naturally, are unintentionally intro-
duced, or are intentionally delivered
by acts of terrorism” and that the
“best protection possible” is needed
to ensure their security. Congress

has continually passed legislation
to amplify the security of the sector
and protect infrastructure owners
and operators through various food
and agricultural policy authoriza-
tions and reauthorizations, such as
the “Farm Bill.” Sector stakehold-
ers have established partnerships,
improved information sharing, and
continue to perform research in
critical areas to ensure that the Na-
tion’s agriculture and food systems
are protected.

Public-Private Partnership

Collaborative efforts between
public and private partners are
necessary to better protect the Na-
tion and its critical infrastructure.
Accordingly, the National Infra-
structure Protection Plan (NIPP)
outlined a sector partnership model
consisting of Government Coordi-
nating Councils (GCCs) and Sector
Coordinating Councils (SCCs)

for each sector, and both public
and private cross-sector councils.
Formed in 2004, the Food and
Agriculture GCC and Food and
Agriculture SCC (FASCC) have
taken numerous steps to improve
sector security.

According to the Agriculture and
Food SSP, the GCC'’s objective is
“to provide effective coordination
of Food and Agriculture Sector
defense strategies and activities,
policy, and communication across
government and between the gov-
ernment and the sector to support
the Nation’s homeland security mis-
sion.” Activities pursued in support
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of this objective include:

¢ Identification of items that need
public-private coordination and
communication of issues;

* Identification of needs/gaps in
plans, programs, policies,
procedures, and strategies;

* Acknowledgement and
recognition of successful
programs and practices; and

* Leveraging of complementary
resources within government
and between government and
industry.

The FASCC represents the interests
of private sector partners to the
government and encourages intra-
sector communication. Due to the
diversity of the sector, the FASCC
is comprised of representatives from
seven sub-councils:

* Agricultural Production Inputs
and Services;

¢ Animals-Producers;

¢ Plant-Producers;

¢ Processors-Manufacturers;

¢ Restaurant-Food Service;

e Retail; and

* Warehousing-Logistics.

This structure allows for greater
flexibility in carrying out targeted
objectives and sector activities,
and aids in more effective outreach
to larger numbers of owners and
operators, particularly through
trade associations.

The many initiatives of the GCC

(Continued on Page 3)
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Sector Overview (Cont. from 2)

and FASCC have raised awareness
of issues affecting the Nation’s

food supply and agricultural com-
munity. Recent examples of such
activities include: participation in
the Strategic Partnership Program
Agroterrorism (SPPA) Initiative, a
collaborative effort led by the U.S.
Food and Drug Administration
(FDA), U.S. Department of Agri-
culture (USDA), U.S. Department
of Homeland Security (DHS), and
Federal Bureau of Investigation
(FBI) to partner with States and
private entities to conduct vulner-
ability assessments at food and
agriculture facilities; discussions

on avian influenza and review of
pandemic planning activities; and
implementation of initiatives such
as ALERT (Assure, Look, Employ-
ees, Reports, and Threat), a food
defense awareness effort. In addi-
tion to these activities, the GCC
and FASCC hold joint exercises
each year and routinely take part in
other sector and cross-sector exercis-
es. Joint meetings are also regularly
held to discuss sector activities, both
current and proposed, and share
information, including accomplish-
ments, best practices, and lessons
learned.

Information Sharing and Analysis

While a significant amount of
information sharing takes place
through GCC and FASCC com-
munications, other information
sharing and analysis mechanisms
for the sector are in place. A few of
these mechanisms currently in use
are described below.

The sector utilizes a dedicated, se-
cure portal in the Homeland Secu-

rity Information Network (HSIN),
a network maintained by DHS to
facilitate information sharing, from
general information on sectors and
initiatives to situational awareness
on potential threats, incidents, and
incident response and recovery. In
addition to housing a wealth of
sector-specific information and links
to key topics and cross-sector issues,
the portal is able to disseminate
announcements and alerts to its
members; pertinent information is
also shared with members through a
monthly newsletter.

DHS established the Homeland
Infrastructure Threat and Risk
Analysis Center (HITRAC) to
gather, analyze, and provide threat
information to stakeholders within
the various critical infrastructure
and key resource (CI/KR) sectors.
In addition to periodically releasing
sector-specific threat analysis prod-
ucts and sharing analyses of current
threats as needs arise, HITRAC also
performs Strategic Sector Assess-
ments to assist sector stakeholders
in their management of risk and
strategic planning for overall pre-
paredness, protection, and response
efforts. These products are shared
with the sector through HSIN
portals as well as other forms of
communication.

Sector threat information may also
be shared through other sources,
such as local law enforcement and
the FBI. The FBI maintains Joint
Terrorism Task Forces to facilitate
the sharing of threat and investiga-
tive information between Federal,
State, and local law enforcement
and other sector security partners.
To further promote information
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sharing and build on public-private
partnerships, it created InfraGard
and Special Interest Groups for
certain sectors; individual FBI field
offices have also launched sector-
specific working groups. Informa-
tion on various FBI efforts in the
sector and on InfraGard can be
found on pages 11 and 13 of this
issue of 7he CIP Report, respectively.

FoodSHIELD is a web-based
platform sponsored by the National
Center for Food Protection and De-
fense (NCFPD) with the support of
the Association of Food and Drug
Officials and grant funding from
USDA. It seeks to support regula-
tory agencies and laboratories with
regard to food defense by providing
information and tools to enhance
preparedness, protection, and
response, risk management, com-
munication, and public education.
Its website features both public and
member-only information. The
latter is available through a secure
portal and includes directories for
agriculture, health, environment,
and emergency response agencies
and laboratories as well as their
associated resources.

Research and Development

The GCC and FASCC established a
Joint Committee on Research (JCR)
to review and assess sector research
needs and goals, identify potential
gaps in research and development
(R&D) efforts, and provide recom-
mendations for addressing such
gaps from a prioritized standpoint.
In addition to this and other initia-
tives pursued through the GCC and
FASCC, numerous State and local,

(Continued on Page 17)
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The Sector-Specific Agencies (SSAs)
assigned responsibility for the Ag-
riculture and Food Sector maintain
strong working relationships with
government entities as well as private
industry. The responsibility for this
sector is divided between USDA
and FDA, as outlined in HSPD-7:
Critical Infrastructure Identification,
Prioritization, and Protection and
National Strategies before it. USDA
is the lead agency for production
agriculture and shares its food
defense responsibilities with FDA.
Specifically, USDA oversees approxi-
mately 20 percent of food consumed
in the United States, including meat,
poultry, and frozen, dried, and liquid
eggs, and FDA is responsible for the
safety of the remaining 80 percent
of food consumed. These figures
include the United States’ domestic
and imported food supply. As stated
in the Agriculture and Food SSP,
neither USDA nor FDA has author-
ity over resources and budgets for the
entire sector. As SSAs, these agencies
execute numerous infrastructure
protection activities and closely
collaborate on their many undertak-
ings in order to efficiently manage
the Agriculture and Food Sector in
accordance with the NIPP.

USDA

USDA has several internal agen-
cies that contribute to the roles
and responsibilities of the SSA. Its
Homeland Security Office (HSO)
serves as the lead in coordinating
SSA activities with the different

agencies. These internal agencies are
listed in the following table:

FDA

FDA has delegated its SSA
responsibilities to the Office
of Food Safety, Defense, and
Outreach (OFSDO) within
the Center for Food Safety and
Applied Nutrition (CFSAN).
OFSDO oversees the activities
of the sector, and maintains

a partnership with USDA.
Other offices within CFSAN
are also involved in coordi-
nated efforts with OFSDO

to ensure safety within the
Agriculture and Food Sector.
These offices are listed in the

following table: o
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Over the course of the past two
years, tabletop exercises have become
a key activity in the Food and Ag-
riculture Sector’s efforts to improve
preparedness, response, recovery,
and communications. In January
2006, members of the Sector’s GCC
and SCC set the completion of a
tabletop exercise as one of their top
goals for the year. In response to this
widespread interest, the Sector’s two
SSAs — USDA and FDA — as well as
their private sector partners com-
mitted to using exercises as a means
to improve the Sector’s preparedness
and resiliency.

Approach

The exercise design process devel-
oped by the Sector is symbolic of the
collaborative relationship between
the government and private sector
within the Food and Agriculture
Sector. Planners have relied upon
the vast array of subject-matter
experts from USDA and FDA,

State and local representatives, and
the private sector in a collaborative
effort to design exercises within a
framework developed and financially
supported by DHS. This framework,
the Homeland Security Exercise
Evaluation Program (HSEEP),
provides funding and staffing for
planning, executing, and evaluating
exercises. The HSEEP guidelines
also provide for an exercise after ac-
tion report that describes the lessons
learned from the exercise. By early
20006, the Sector had established a

collaborative exercise production

process, and representatives soon
began planning on “Operation
Crystal Clear,” the first in a series of
exercises hosted by the Sector.

ercise, which occurred on September
25-26, 2007. The tabletop included
participants from numerous Federal

government organizations, represen-

“This exercise [in Harrisburg] presented a great opportunity
to have discussions that needed to take place and the partici-
pants capitalized on that opportunity. The interesting part
was that walking through a non-traditional scenario al-
lowed for identification of communication gaps that I dont
think were recognized before now.”

- Jessica Fantinato, Deputy Director, USDA Homeland Security Office

Operation Crystal Clear

The North Carolina Department

of Agriculture hosted Operation
Crystal Clear. The successful
exercise examined the decision-
making process, communication,
and coordination of a multi-agency
and private sector response and
recovery to a fictitious bottled water
contamination incident in the
southeastern United States. Exercise
coordinators focused participant
activities on interagency and private
sector communication, emergency
response coordination, resource
integration, and issue identification
and resolution.

Intentional Animal Feed
Contamination Exercise

Harrisburg, Pennsylvania was the
site of the Sector’s 2007 tabletop ex-
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tatives from four States (Maryland,
Ohio, Pennsylvania, and West Vir-
ginia), and private sector partners.
The scenario for this exercise focused
on the intentional contamination of
animal feed that eventually led to
contamination in the human food
chain.

Going Forward

The next Food and Agriculture Sector
exercise is being planned to take
place in the Midwest in fall 2008. In
addition to the continued effort to
leverage lessons learned from previous
exercises as planners design future
exercises, the Sector will focus more
heavily on incident recovery efforts
based on suggestions it received from
Sector members and exercise partici-
pants following the North Carolina
and Pennsylvania exercises.
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FDA published a Food Protection
Plan that focuses on food safety as
well as food defense from intention-
al and unintentional contamination
of domestic and imported products.
The Plan was released in November
2007 and is integrated with FDA’s
Import Safety Action Plan. lts inte-
grated strategy has three elements
of protection: prevention, interven-
tion, and response; below is an
outline of these elements along with
the principles of the Plan. The Plan
also includes a look at demographics
regarding food consumption, our
food supply and threats regarding it,
and the intent to enhance informa-
tion technology (IT). Through

its various activities, FDA hopes

to identify and counter potential
hazards and uses risk-based inter-
ventions to ensure the effectiveness

of food safety efforts.

Elements of Protection:

PREVENT Foodborne

Contamination

* Promote increased corporate
responsibility to prevent
foodborne illnesses

* Identify food vulnerabilities and
assess risks

* Expand the understanding and
use of effective mitigation
measures

INTERVENE at Ciritical Points in

the Food Supply Chain

* Focus inspections and sampling
based on risk

* Enhance risk-based surveillance

* Improve the detection of food
system “signals” that indicate
contamination

The Food Protection Plan

PREVENTION: Build safety in from the start
INTERVENTION: Risk-based inspections and testing
RESPONSE: Rapid reaction, effective communication

FOOD
SAFETY

RESPOND Rapidly to Minimize
Harm

* Improve immediate response

* Improve risk communications

to the public, industry, and other
stakeholders

Principles:

1. Focus on risks over a product’s
life cycle from production to
consumption.

2. Target resources to achieve
maximum risk reduction.

3. Address both unintentional and
deliberate contamination.

4. Use science and modern
technology systems.

The Plan identifies factors that
affect food safety and protection
and lead to foodborne illnesses.
Foodborne illnesses are caused by
foodborne pathogens and include
viruses, bacteria, parasites, toxins,
and a vast number of potential
chemical contaminants and metals.
One of the factors identified by the
Plan recognizes that shifting demo-
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A

FOOD
DEFENSE

graphics will leave more of the U.S.
population susceptible to foodborne
illness. Shifting demographics

include:

* In 2007, 20-25 percent of the
population was in a high-risk
category (young, old, pregnant,
immune-compromised). These
Americans face a risk of serious
illness or death from foodborne
illness.

* In 1980, 15 percent of the
population was 60 or older.

By 2025, the number will be 25
percent.

* Four percent of the population is
immune-compromised
(transplant patients, people who
are HIV positive, people
receiving chemotherapy or other
immunosuppressive treatments,
people with chronic diseases).

Food safety and protection are also

affected by convenience trends and
consumption patterns. The Plan

(Continued on Page 21)
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The ever globalizing food system is
the most complicated supply chain
known, with over 2 million farms
and 30,000 food manufacturing
facilities in the United States alone,

NATIONAL CENTER FOR

FOOD PROTECTION AND DEFENSE

A HOMELAND SECURITY CENTER OF EXCELLENCE

and over 90,000 foreign manufac-
turing facilities and tens of millions
of farms outside of the United
States also engaged in food produc-
tion. The size, scope, and open
operating environment of the food
system contribute to its success and
increase its potential vulnerability
to terrorist actions. The public is
aware of this: in a 2005 survey by
The Food Industry Center (TFIC)
and NCFPD, consumers stated that
they felt food defense deserved the
greatest share of terrorism defense
spending.

To address this vulnerability,
NCEFPD was established in 2004
through a competitive grant process.
Led by the University of Minnesota,
NCEFPD is a research consortium
with the goal of defending the safety
of the food system through research

and education. The Center’s
investigators are leading projects
that focus on reducing the vulner-
ability of the nation’s food system
to terrorist attack by contamination
with biological, chemical, or radio-
logical agents at any point along the
food supply chain, from primary
production through transportation
and food processing to retail (super-
markets and restaurants) and food
service operations. The research
projects strengthen the food system’s
preparedness and resiliency to
threats, disruption, and attacks, and
mitigate the potentially catastrophic
public health and economic effects
of food system attacks with effec-
tive preparedness, response, and
recovery.

Figure 1: The complexity of the food system is demonstrated
through a supply chain for a hamburger.

To leverage expertise and resources
programmatically, NCFPD and

its investigators across more than
two dozen participating universi-
ties work in close partnership with
federal and state regulatory agencies,
state and local health and agricul-
ture departments, first responder
communities, professional organiza-
tions, other DHS Centers of Excel-
lence, the national laboratories,

and private sector stakeholders. A
cornerstone of the private sector
engagement is NCFPD’s Industry
Work Group with over 30 food in-
dustry experts who serve as advisors,
providing technical advice, critical
end-user feedback, and strategic
oversight.

NCFPD has more than 60 current
and completed projects that fall
under several themes:

Agent Behavior — Developing
innovative detection, decontamina-
tion, and inactivation technologies
using research on the fundamental
behaviors of chemical or biologi-
cal threat agents in food. Current
projects in this theme include the
development of biosensors for
detecting Botulinum Neurotoxin in
food (Principal Investigator: Eric
Johnson, University of Wisconsin-

(Continued on Page 8)
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NCEPD (Cont. from 7)

Madison); and developing methods
for decontaminating food process-
ing equipment and facilities that
have been deliberately contami-
nated with Bacillus anthracis spores
(Principal Investigator: Peter Slade,
National Center for Food Safety
and Technology, Illinois Institute of
Technology).

Event Modeling — Developing
dynamic, real-world models of
food contamination events, public
health responses, and private sector
systems. These models enable
investigation of different interven-
tion, mitigation, and response
strategies for food system events
from private sector, public health,
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models lacking private sector data
and detailed food system informa-
tion.

Risk Communication — Encom-
passing basic and translational re-
search, risk communicator training,
and rapid response deployment.
These activities are defined by best
practices in effective risk commu-
nication for active engagement of
multiple audiences prior to, during,
and after potentially catastrophic
food system events. An example of
one project in this theme is the de-
velopment of an online repository
of risk communication training
resources, such as those available at

(Continued on Page 19)
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The FAZD Center: Reducing the risk of exotic animal
diseases to America’s health and economy

The FAZD Center is the integrated,
full-spectrum center protecting
America from exotic animal diseases
that threaten public health and
economic stability. Its specific
mission is to create products that
will protect against the introduction
of high-consequence foreign animal
and zoonotic diseases (FAZDs) into
the United States, with an em-
phasis on prevention, surveillance,
intervention and recovery. These
products offer the dual benefit of
also reducing the risks from natural
or accidental outbreaks of these
diseases.

FAZD:s pose a clear threat to U.S.

interests in terms of:

¢ Public health — Nine of the 10
highest priority biological agents
that threaten human health are
zoonotic: diseases that may be
transmitted from animals to
humans.

* Economic stability — Food
and agriculture provide almost
13 percent of U.S. jobs with an
annual economic activity
approaching $1 trillion per year.

This was recognized at the federal
level in January 2004 with Home-
land Security Presidential Directive
9, which states in part: “America’s
agriculture and food system is an
extensive, open, interconnected,
diverse, and complex structure pro-
viding potential targets for terrorist
attacks. We should provide the best
protection possible against a suc-
cessful attack on the United States

agriculture and food system,
which could have catastrophic
health and economic effects.”

The FAZD Center was es-
tablished on Oct. 1, 2004 by
DHS as the result of a com-
petitive bidding process. DHS
has extended the center’s funding
through fiscal year (FY) 2008, and
has indicated an extension through
FY09, pending availability of funds.
The center operates on a core
budget of $5 million in FY08, with
an additional $5 million approved

for FY09, plus other competitive
bids from DHS.

Major partners for the center are
Texas A&M University, the Uni-
versity of California at Davis, the
University of Southern California,
The University of Texas Medical
Branch, Georgetown University,
Plum Island Animal Disease Center
and other National Laboratories,
plus nine Minority Serving Institu-
tions.

The FAZD Center develops its
products through projects divided
along three thematic categories:
Biological Systems, Information
Analysis Systems and Education &
Outreach Systems.

Biological Systems are designed to
satisfy DHS’s goals of detection,
diagnosis, prevention and recovery.
These products include:

* Vaccines for Rift Valley fever
and avian influenza: There is a

FAZD CENTER

NaTionaL CENTER FOR FOREIGN ANIMAL
anD Zoonotic Disease DerFense

critical need for improved
vaccines for zoonotic diseases of

economic and public health
applications, such as Rift Valley
fever (RVF) and avian influenza
(AI). In addition to safety,
efficacy and the ability to
manufacture sufficient quantities
of vaccine, FAZD Center
investigators are using modern
recombinant technologies to
incorporate genetic “markers”
into RVF and Al vaccines to
make it possible to distinguish
vaccinated livestock from
infected livestock. In an
outbreak, this property will
prevent unnecessary slaughter of
animals and avert further
damage to the economy through
trade restrictions. It will also
lessen challenges to the

capacity for carcass disposal.
Candidate vaccines are ready for
initial field testing.

* Anti-viral protection against
foot and mouth disease:
Standard vaccines for foot and
mouth disease (FMD) require
up to 10 days before becoming
effective, creating an immunity
gap during which livestock

remain vulnerable to one of the

(Continued on Page 10)
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most contagious of viral diseases.
A new antiviral from the FAZD
Center promotes “natural killer
cells” that attack the FMD virus,
providing protection within
three days. Research in this area
contributes to vaccine
development at Plum Island
Animal Disease Center.

* Rapid detection tests for use

at chute site: After an outbreak
of FMD has been confirmed,
the emergency response program
to eradicate the disease involves
sometimes massive culling of
infected or exposed herds. The
FAZD Center is developing
rapid, accurate, inexpensive field
tests that will distinguish
between infected and uninfected
animals at chute site within
minutes. This will eliminate
unnecessary loss of uninfected
animals, saving hundreds of
thousands of animals in large
outbreaks.

Information Analysis Systems im-
prove the ability of decision makers
to respond to outbreaks of animal
disease. These products include:

* Assessment of impact of FMD
outbreak in feedlots: The impact
of outbreaks of FMD into
randomly selected feedlots has
been assessed in a nine county
area of the High Plains of Texas
that contains a high concentration
of large concentrated animal
feeding operations (CAFOs).
The FAZD Center’s economic
researchers are evaluating the
economic impacts of the various
mitigation strategies that were
simulated. Early detection is a

very important facet in limiting
the spread of FMD after intro-
duction and the epidemiologic
and economic impact. Vaccina-
tion as a means of containing the
disease was effective only in
selected scenarios. The early
availability of vaccine was impor-
tant in its efficacy.

Risk assessment for exotic and
zoonotic disease: DHS has
provided special funding to the
NCEFPD and FAZD Center for
a study to compare and
evaluate the various models
now used for risk assessment and
to explore their utility for FAZD:.
This study, which is being
initiated now, involves
comparison of existing models
and identification of gaps in
both data and modeling

ability. This study will provide
an important next step in
organizing the existing array of
related models for estimating
the impact of either intentional
or unintentional introduction of
animal disease in the United
States.

Models and databases to

assess consequences: The ability
to examine the molecular
intricacies of infectious
agent-host processes is critical to
the development of new
protection, detection and
therapeutic strategies. The
FAZD Center has worked with
multiple partners including
several national laboratories to
develop a suite of molecular
analytical tools that has provided
valuable and often unanticipated
insight into select agent disease
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pathways, and is now being
employed for the study of other
important agents.

Education & Outreach Systems are
providing the next generation of sci-
ence power for homeland security.
These products include:

* Avian influenza training for
early responders: In the event
of an outbreak of Avian
Influenza H5N1, a lack of
training among early responders
will lead to delayed detection
and ineffective reactions. The
FAZD Center’s Avian
Influenza School trains the
trainers and provides
training modules for use by
extension agents, veterinarians,
researchers and farmers — for
prevention, intervention and
recovery from outbreaks.
Sessions have been held in Texas,
California and Minnesota, and
in Africa, and are in demand in

the developing world.

* Stakeholder workshops on mass
animal mortality: If a pandemic
or a catastrophe resulted in the
death of U.S. livestock in large
numbers, current environmental
policy and regulations would
severely hamper carcass disposal.
FAZD Center workshops in
California and Texas brought
together major stakeholders
from the livestock industry:
industry representatives,
policymakers, scientists and
regulators. The workshops
brought together players with
diverse and divergent involvement,

(Continued on Page 20)
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The FBI's Role in Safe-Guarding the Food and Agriculture Sector*
by Linda Lee and Peter de la Cuesta, FBI

Agriculture ranks among the most crucial of our nations industries; yet its reliability
and productivity are often taken for granted.”
- President George W. Bush

The Federal Bureau of Investigation
(FBI) is involved in the mitigation
of threats to national security within
an enormous variety of situations;
however the security of the agricul-
ture sector is especially challenging.
Agriculture is unlike any other
critical infrastructure. While all
other critical infrastructures may be
protected to some degree by guards,
gates, and guns, the agriculture
system extends from farm to fork,
across diverse commodities and in-
dustries, and has considerable sector
inter-dependencies such as with the
transportation and water sectors.

But you may wonder, “Why should
I be concerned?”

People expect their food to be safe.
Agriculture is a large system with
much vulnerability.

Food and agriculture industries
are considered soft targets.

In the US, the economic impact
of an attack against our food
supply is daunting. 12.3% of
the GDP is based on agriculture
and 1 in 6 jobs in the US are tied
to the food industry, including
agriculture, suppliers, wholesal-
ers, transportation, and food

service.

The threat of agroterrorism is a real
threat. Although there is no known

or articulated threat to US agricul-
ture or food, the FBI takes a proac-
tive stance in the protection of our
food supply. To this end, the FBI
has numerous programs in partner-
ship with the United States Depart-
ment of Agriculture (USDA), the
Food and Drug Administration
(FDA), the Department of Home-
land Security (DHS), state and local
agencies, and the private sector to
assist in preparedness efforts and to
prevent an agroterrorism attack.

Strategic Partnership Program
Agroterrorism

The Strategic Partnership Program
Agroterrorism (SPPA) Initiative is a
public-private cooperative effort es-
tablished by the FBI, DHS, USDA,
and FDA in partnership with state
and industry volunteers. The intent
of the initiative is to collect the nec-
essary data to identify sector-specific
vulnerabilities, develop mitigation
strategies, identify research gaps
and needs, and increase awareness
and coordination between the food
and agriculture government and
industry stakeholders. To accom-
plish this, the SPPA brings together
Federal, state, local, and industry
partners to collaboratively conduct
a series of assessments of food

and agriculture industries. Each
assessment is specific to a single
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commodity and provides in-depth
analysis of all aspects of that specific
process, providing detailed informa-
tion both to the government to
assist in preparedness planning and
to the industries involved to help
them minimize any vulnerabilities
revealed by the assessment.

SPPA assessments are conducted on
an entirely voluntary basis between
one or more industry representa-
tives for a particular product or
commodity, their trade associations,
and Federal and state government
agricultural, public health, and law
enforcement officials. Together,
they conduct a vulnerability assess-
ment of that industry’s production
process using the CARVER + Shock
tool. The acronym “CARVER”
stands for the factors assessed
throughout each commodity’s pro-
duction process: Critically, Accessi-
bility, Recuperability, Vulnerability,
Effect, Recognizability, and Shock.

This initiative started in November
2005 and will continue through
September 2008. Approximately 50
assessments of specific industries or
commodities within the food and
agriculture sector will be conducted
by that time. At the conclusion of
each assessment, a report is gener-

(Continued on Page 12)
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ated detailing the vulnerabilities of
the commodity, possible migration
strategies, and indicators and warn-
ings of a potential attack for use by
the participating industries and for
government planning purposes.

These assessments support the
requirements for a coordinated
food and agriculture infrastructure
protection program as stated in the
National Infrastructure Protection
Plan (NIPP), Sector Specific Plans
(SSP), and Homeland Security
Presidential Directive-9 (HSPD-9),
Defense of US Agriculture and Food.

Below is a sampling of the as-
sessments that have already been
conducted:

* Yogurt

* Grain-Export Elevators
¢ Bottled Water

* Baby Food

¢ School Kitchens

¢ Swine Production

¢ Frozen Food

¢ Ground Beef Production
* Dairy Cattle Farm

e Corn-Growers

rorism Comprehensive Integrated
Field Exercise on September 24-28,
2007 in Seattle, Washington. The
goal of this training was to increase
awareness of agroterrorism, test
response activities to a terrorist
attack on the agriculture sector, and
engage FBI field agents, veterinar-
ians, public/environmental health
officers, and local law enforcement
officers in responding to an actual
agroterrorism event.

The exercise was conducted in three
stages. First, two and a half days
of classroom training discussed

the various agencies’ roles and
responsibilities in a potential agro-
terrorism event as well as existing
agroterrorism response protocols

Juice Industry

Egg Production
Fresh-Cut Produce
Infant Formula
Poultry Processing
Fluid Dairy

Cattle Feedlot

Live Auction Markets
Soybean-Growers

Retain Fluid Dairy Milk

Any industry wishing to be involved
in future assessments by the SPPA
program or seeking further infor-
mation about assessments already
conducted in their sector is welcome
to contact the FBI or our partner
agencies for specific information.

Agroterrorism Full Scale Exercise

The FBI Headquarters and FBI
Seattle Division hosted an Agroter-

and programs. Next, a table top
exercise was conducted using a
mock scenario involving the in-
tentional introduction of a foreign
animal disease in a large dairy by a
group with ties to an international
terrorist organization. Finally, a full
scale field exercise was conducted at
three different sites to correspond
to various learning objectives for
potential responders to an agro-
terrorism response. The three sites
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focused on evidence collection,
clandestine laboratory assessment
and take-down, and prevention of
an incident at a major public event.
The participants who were not
actively involved in the field exercise
served as observers at the location
of their choice, which allowed for
broad cross training across the vari-
ous disciplines who were present.

Regional Agroterrorism Workshops

The FBI has hosted a series of
Regional Agroterrorism Workshops
this year. The purpose of these
workshops is to provide cross
training within specific geographical
regions of the United States to im-
prove interagency coordination and
private sector participation. The
trainings served to open dialogue
between the FBI, USDA, FDA,
public health, and our partners in
the private sector. The workshops
continue to foster a greater under-
standing of r