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**Special Activity: Incident management exercise roles assigned by Instructor/Professor

1. Lesson Goals/Objectives:
· Identify and describe the various public and private sector components of the NIPP Partnership Framework.
· Identify the various key stakeholders within the CISR mission space and discuss the authorities, roles, and responsibilities of each.
· Evaluate the principal political, organizational, legal, and resource challenges that those responsible for CISR face in executing those responsibilities.

2. Discussion Topics:
· Who is “in charge” of CISR nationally, regionally, locally, and across the critical sectors?
· What are the key roles and responsibilities of the following with respect to CISR: FSLTT governments; industry; academia; research &development (R&D) entities; and nongovernmental organizations?
· How is each of the above players advantaged/disadvantaged regarding their individual CISR-related roles and responsibilities?
· What are the principal considerations and concerns in the CISR mission area across sectors and governmental jurisdictions?
· What are the key elements of the NIPP Partnership Model? How do the various government and private entities with CISR-related responsibilities at different levels under this model interact and collaborate with one another?
· How are the critical infrastructure sectors organized to accomplish the CISR mission at the sector and sub-sector levels? What is their “motivation” regarding their role in executing this mission?
· How does the distributed structure of responsibility and accountability play out against the principal threats we face in this mission area? 
· What are the principal recommendations of the 2015 NIAC Executive Collaboration for the Nation’s Strategic Critical Infrastructure Report? Do you concur with these recommendations? 

3. In-class Activity. Learners will be organized into two-person teams. Each team will be assigned a specific sector to research with the objective of understanding the stakeholder landscape associated with the assigned sector. Learners should be prepared to discuss the following in the context of their assigned sectors:
· FSLTT agencies and private sector organizations that represent key sector stakeholders
· The principal authorities, roles, and responsibilities of each regarding CISR
· The main concerns and challenges faced by each

No formal presentation will be required. Additional Internet research will be needed.

4. Required Reading: 

Presidential Policy Directive-21: Critical Infrastructure Security and Resilience, February 12, 2013,
http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil.

U.S. Department of Homeland Security. NIPP 2013: Partnering for Critical Infrastructure Security and Resilience, pp. 10-12, Appendix B, 2013, http://www.dhs.gov/sites/default/files/publications/NIPP%202013_Partnering%20for%20Critical%20Infrastructure%20Security%20and%20Resilience_508.pdf. 

National Infrastructure Advisory Council, Critical Infrastructure Partnership Strategic Assessment: Final Report and Recommendations (2008) http://www.dhs.gov/xlibrary/assets/niac/niac_critical_infrastructure_protection_assessment_final_report.pdf.

National Infrastructure Advisory Council, Executive Collaboration for the Nation’s Strategic Critical Infrastructure, Final Report and Recommendations, March 20, 2015,
http://www.dhs.gov/sites/default/files/publications/niac-executive-collaboration-final-report-508.pdf

Peter R. Orszag, Critical Infrastructure Protection and the Private Sector: The Crucial Role of Incentives, Congressional Testimony, 2003, http://www.brookings.edu/~/media/Files/rc/testimonies/2003/0904healthcare_orszag/20030904.pdf. 

Sue Eckert, Protecting Critical Infrastructure: The Role of the Private Sector, 2006, http://www.ridgway.pitt.edu/LinkClick.aspx?fileticket=Bezaq7AdjxA%3D&tabid=233. 

Ken Schnepf, Council Aims to Coordinate State/local Security Efforts, 2007, http://www.plantservices.com/articles/2007/198.html. 

[bookmark: _GoBack]The Role of ISACs in Private/Public Sector CIP, 2009, http://www.isaccouncil.org/images/ISAC_Role_in_CIP.pdf.  
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