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1. Lesson Goals/Objectives:

· Explain the concept of “resilience” and its application to the CISR mission area.
· Understand the general principles associated with resilience as currently applied within government and industry in the U.S. context.
· Discuss the similarities and differences between operational resilience, community resilience, organizational resilience, and personal resilience. 
· Identify and evaluate various strategies and initiatives currently underway to enhance critical infrastructure resilience across all levels of government and the private sector. 

2. Discussion Topics:

· What is the concept of “resilience” as it applies to the CISR mission area?
· How do PPD-8, PPD-21, and the NIPP 2013 define “resilience” for critical infrastructure? How does resilience relate to the various aspects of the National Preparedness System?
· What does “resilience” mean in the context of specific types of manmade and naturally occurring threats and hazards?
· Are “security” and “resilience” mutually exclusive concepts?
· What are the general principles associated with resilience as currently applied within government and industry in the U.S.?
· How do we make our critical infrastructure more resilient? What are the drivers for doing so? What are the impediments to doing so?
· Discuss the similarities and differences between operational resilience, community resilience, organizational resilience, and personal resilience. How are they related? How are they different?
· What are the various approaches being used to operationalize critical infrastructure resilience at a regional and sub-regional level in the U.S.? 
· What are the major recommendations of the 2009 and 2013 National Infrastructure Advisory Council (NIAC) Reports regarding resilience? Do you concur with them? If not, what would be your recommendations?
· How can resilience and resilience-focused investments be measured within and across the critical infrastructure sectors? 

3. In-Class Activity: Learners will be divided into groups to independently identify and discuss the core elements of an overarching framework for achieving critical infrastructure resilience within one of the critical infrastructure sectors (pre-assigned by the instructor). The breakout groups will reconvene in plenary session to walk through their respective observations and conclusions.

4. Required Reading: 

Brandon J. Hardenbrook, The Need for a Policy Framework to Develop Disaster Resilient Regions, 2005, http://www.degruyter.com/view/j/jhsem.2005.2.3/jhsem.2005.2.3.1133/jhsem.2005.2.3.1133.xml. 

Dr. Jim Kennedy, Critical Infrastructure Protection is all about Operational Resilience, 2006, http://www.continuitycentral.com/feature0413.htm. 

T.D. O’Rourke, Critical Infrastructure, Interdependencies and Resilience, Spring 2007, 
http://www.nae.edu/File.aspx?id=7405. 

Brian Jackson, Marrying Prevention and Resiliency, 2008, http://www.rand.org/pubs/occasional_papers/2008/RAND_OP236.pdf. 

National Infrastructure Advisory Council, 
Critical Infrastructure Resilience Final Report and Recommendations, September 2009,
http://www.dhs.gov/xlibrary/assets/niac/niac_critical_infrastructure_resilience.pdf. 

National Infrastructure Advisory Council, Optimization of Resources for Mitigation of Infrastructure Disruption Study Final Report and Recommendations, October 19, 2010, http://www.dhs.gov/xlibrary/assets/niac/niac-optimization-resources-final-report-10192010.pdf.

The Infrastructure Security Partnership, Understanding Resilience: Disaster Resilience Begins with You, July 30, 2013, http://www.tisp.org/index.cfm?cdid=13180&pid=10261. 

George Mason University, The Center for Infrastructure Protection and Homeland Security, The CIP Report, 12(6), December 2013, http://cip.gmu.edu/wp-content/uploads/2014/01/December-2013_Resilience.pdf.
 
George Mason University, The Center for Infrastructure Protection and Homeland Security, The CIP Report, 12(7), January 2014, http://cip.gmu.edu/wp-content/uploads/2013/06/January-2014_Resilience.pdf.  
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