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LESSON 1 TOPIC:  INTRODUCTION TO CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE 

1. Lesson Goals/Objectives:
· Review the scope and objectives of the course, administrative requirements, instructional methodology, evaluation criteria, and feedback processes.
· Define and discuss the various interpretations of the term “critical infrastructure.”
· Recognize CISR as a multidisciplinary field and the challenges this creates.  
· Review and demonstrate an understanding of the various statutory and policy authorities that underpin the CISR mission area at the national level. 
· Discuss and understand how CISR policy has evolved as a function of the all-hazards risk environment and other factors over time.

2. Discussion Topics:
· What is “critical infrastructure” and why is it important to us? How has the definition of critical infrastructure evolved over time?
· What are the general principles we typically associate with CISR in the U.S. context? How are these woven into strategy and policy at the national level?
· How have the CISR mission area and related national policy evolved over time from a historical perspective? 
· What are the differences between, and the strengths and weaknesses of, the various Presidential policies focused on CSIR over the years? 
· How has the U.S. approach to CISR been informed by the consequences of and response to specific natural and manmade threat/hazard situations?
· What are the principal advancements associated with the current U.S. national policy in this area: Presidential Policy Directive 8 (PPD-8), PPD-21, Executive Order (EO) 13636, and the NIPP 2013?) How are these various policy drivers interrelated? 
· What are the major “Calls to Action” as presented in the NIPP 2013? What are the Joint National Priorities developed and issued by DHS and its NIPP partners? How might these Calls to Action/Joint National Priorities best be organized and implemented? 
· How do CISR considerations factor into the National Preparedness Goal? The National Preparedness System? The “Whole Community” approach?
· What does the Homeland Security Act of 2002 have to say about “infrastructure protection?” How does the U.S. Congress view the CISR mission area? Does legislation (i.e. regulation) clarify or complicate the CISR mission space?
· Where should the next Administration/Congress take the CISR mission area?

3. In-Class Activity. Learners will be divided into groups to critique the various “Calls to Action” identified in the NIPP 2013 and corresponding “Joint National Priorities” and discuss how they might be further be defined, refined, and implemented through the NIPP public-private partnership.

4. Required Reading: 
Lewis, Chapter 1.         

Collins and Baggett, Chapters 1-3.  

Brown, Chapters 1-4, 8, and 9. 

John D. Moteff, Critical Infrastructure Protection: Background, Policy and Implementation, 2014, http://www.fas.org/sgp/crs/homesec/RL30153.pdf.

Presidential Decision Directive-63, Critical Infrastructure Protection, 1998, http://www.fas.org/irp/offdocs/pdd/pdd-63.htm. 

Homeland Security Act of 2002, PUBLIC LAW 107–296—NOV. 25, 2002, Sections 201-215, https://www.dhs.gov/xlibrary/assets/hr_5005_enr.pdf

Homeland Security Presidential Directive-7, 
Critical Infrastructure Identification, Prioritization and Protection, (2003), http://www.dhs.gov/xabout/laws/gc_1214597989952.shtm#1. 

Presidential Policy Directive-8, National Preparedness, (2011),
http://www.dhs.gov/presidential-policy-directive-8-national-preparedness.

Presidential Policy Directive-21: Critical Infrastructure Security and Resilience, February 12, 2013,
http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil.

Executive Order 13636, Improving Critical Infrastructure Cybersecurity, February 12, 2013, http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf.   

U.S. Department of Homeland Security. NIPP 2013: Partnering for Critical Infrastructure Security and Resilience, pp. 1-10, 13-14, http://www.dhs.gov/sites/default/files/publications/NIPP%202013_Partnering%20for%20Critical%20Infrastructure%20Security%20and%20Resilience_508.pdf. 

U.S. Department of Homeland Security, Joint National Priorities for Critical Infrastructure Security and Resilience, (2014),
http://www.dhs.gov/sites/default/files/publications/JointNationalPrioritiesFactSheet-508.pdf

Congressional Research Service Report, Critical Infrastructure Resilience: The Evolution of Policies and Programs and Issues for Congress, (August 23, 2012), http://www.fas.org/sgp/crs/homesec/R42683.pdf

5. Additional Recommended Reading:

Clark Staten. Reflections on the 1997 Commission on Critical Infrastructure Protection Report. 1997. http://www.blythe.org/nytransfer-subs/97cov/PCCIP;_Critical_Infrastructure_Protection_Report.

The 9/11 Commission Report, Final Report of the National Commission on Terrorist Attacks Upon the United States, Chapters 2, 3, 6 and 7, 2004 
http://www.9-11commission.gov/. 

The National Strategy for the Physical Protection of Critical Infrastructures and Key Assets. 2003. http://www.dhs.gov/xlibrary/assets/Physical_Strategy.pdf.

U.S. Department of Homeland Security, National Preparedness Goal, (2011), http://www.fema.gov/media-library-data/20130726-1828-25045-9470/national_preparedness_goal_2011.pdf.

U.S. Department of Homeland Security, National Preparedness System, (2011), http://www.fema.gov/media-library-data/20130726-1855-25045-8110/national_preparedness_system_final.pdf.  

U.S. Department of Homeland Security, Quadrennial Homeland Security Review, 2014, http://www.dhs.gov/sites/default/files/publications/qhsr/2014-QHSR.pdf. 
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