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COURSE DESCRIPTION/OVERVIEW:
This course is one of eight core required classes of a comprehensive graduate program in Public Administration and Management, with an emphasis on critical infrastructure security and resilience (CISR) in the United States.  It is designed to help professionals with homeland security and CISR responsibilities to better understand the design of, constraints upon, and means of improving the domestic security policies which they are — or will become — responsible for administering, designing, and improving.  This course is premised on the recognition that policy analysts and program administrators are more effective when they are able to supplement their body of knowledge with an understanding of the political forces and incentives that influence decision-making by senior political appointees and Members of Congress.

For example, professionals with CISR responsibilities are familiar with the concept of risk management, which are any activities that help prevent loss of business capabilities.  Yet, understanding the concept of risk management requires more than just technical expertise.  It involves understanding of political judgments concerning the public’s tolerance for risk and the recognition that such assessments may be subject to sudden changes provoked by crises, disasters, increased media attention, and other factors that may shape public opinion.  Dramatic changes in Japanese public opinion regarding nuclear power in the wake of the Fukushima disaster is only the latest example of this volatility.  Often such changes of opinion are magnified through the representative process, making elected members of Congress and politically appointed senior leadership especially sensitive to such political risks.  Effective policy advice requires a recognition of and accounting for this reality.

Moreover, professionals with CISR responsibilities need to understand how CISR policies are formulated in order to make insightful recommendations to protect the organization. Understanding who the major policymakers are (i.e. bureaucrats, subject-matter-experts (SMEs), institutions, etc.), the process policymakers use to prioritize CISR issues, and the interrelationships that influence resource allocation are critical to the success of CISR professionals.  They play a critical role, at all levels of management, in the articulation and recommendation of protective goals, developing and implementing plans, promoting employee awareness, and gaining feedback to improve future protective actions.  For example, all Federal laws originate from the U. S. Congress, who also determines agency and program appropriations.

The executive and legislative branches are co-equals and neither can require action of the other. Similarly, knowledge of the U.S. Federal system is essential to effective implementation of most domestic policy in the United States, including CISR and homeland security.  The Federal government and the States share sovereignty.  The national government cannot order actions by another level of government, nor commandeer their administrative resources.  However, the Federal government may, and often must, collaborate with State and local governments to address common problems and shared responsibilities for public safety and infrastructure protection.  Such collaboration is often based on Federal assistance which is constrained by specific regulations and mandates.  Knowledge of these collaborative strategies in the Federal system, as well as the legislative and executive processes for designing and distributing grants in aid, is an indispensable attribute for effective administrators and policy analysts.

Consequently, the course examines the institutional context for making domestic security policy in the United States and the principal governmental and non-governmental actors involved in the policymaking process. It analyzes the major stages of the public policymaking process, including agenda setting, policy formulation, policy adoption, implementation, and evaluation. Finally, the course takes a focused look at the dynamics of Federal policymaking in the specific fields of CISR, highway transportation, nuclear power generation, and homeland security.

CREDITS CONFERRED:  3
PREREQUISITE:  TBD
LEARNER OUTCOMES/OBJECTIVES: This course is designed to enable learners to:

•
Gain an understanding of the principal actors, institutions, and procedures involved in making domestic security policy.

•
Develop a sophisticated understanding of the Constitutional systems of separation of powers and federalism and how these systems shape policymaking and policy implementation in the United States.

•
Acquire knowledge of the policy process across a range of critical infrastructure and homeland security issues, including transportation, nuclear power, nuclear waste disposal, cybersecurity, and disaster response.

•
Gain insights into how to effectively provide policy advice to elected and appointed officials.

•
Improve their ability to interpret, analyze, and evaluate public policy proposals and make sound inferences about the potential for effective implementation.

•
Understand differences in the political dynamics between different types of CISR and homeland security issues and the opportunities and challenges presented at different stages of the policy process.
•
Understand the challenges and opportunities for effective policymaking in periods of crisis, mass media saturation, and rapid shifts in public opinion.

DELIVERY METHOD:
The course will be conducted as a graduate level seminar.  This requires active and informed participation by everyone in the class.  All learners will be expected to have read and thoughtfully considered each week's reading assignments.  The assigned course readings include a variety of resources, such as authoritative readings (legislation, executive orders, policies, and plans and strategies), implementation readings (government products that are responsive or attempt to fulfill the requirements of authoritative documents), and external reviews (U.S. Government Accountability Office, Congressional Research Service, etc.).  The quality of class discussions will be critical to the seminar's success.  In addition, learners will make oral presentations of their own research and provide constructive advice to their peers.

Learners are expected to familiarize themselves with the assigned topic and readings before class and should be prepared to discuss and debate them critically as well as analyze them for biases, particularly the external reviews, and from multiple perspectives. The instructor will facilitate the discussion by asking different levels of questions (factual, analytical, and application of the material) to evaluate the depth of the learner’s comprehension of the content.

COURSE REQUIREMENTS:
There will be two principal writing assignments required in this course, as well as a take home midterm exam.  Assignment one will consist of a brief 5-7 page analysis of one week’s readings in the course, along with a brief class presentation of key issues worthy of further discussion.

Each seminar participant will also prepare a longer, 20-25 page research project in one of two forms:  1) a research paper which analyzes the formulation, implementation, or evolution of a major policy issue involving CISR or 2) a policy memorandum which analyzes a CISR issue within the context of the policymaking environment and makes policy recommendations to Congress or Departmental executives. Learners will exchange and critique each other's papers in small groups prior to final submission of the paper for a course grade.   Further details about the research project options are provided at the conclusion of the syllabus.

There will also be a take home midterm exam which will give learners an opportunity to critically analyze and integrate multiple course readings and topics and explore interrelationships between institutions in the policy process.

Finally, active oral participation is expected of each learner in each week’s class session.  Such participation should be premised on a careful and thoughtful reading of all required texts.

COURSE EVALUATION:

The final grade for this course will be based on general class participation (15%); weekly paper assignment (15%); take home midterm exam (30%); and the policy research paper/policy memorandum (40%).

REQUIRED READINGS:
The following books are available for purchase and will be supplemented by additional articles and chapters relevant to each class topic:

Joan Aron, Licensed To Kill? The Nuclear Regulatory Commission and the Shoreham Power
Plant, (University of Pittsburgh Press, 1998).

John Kingdon, Agendas, Alternatives & Public Policy, 2nd ed., (Longman, 2010). Don Kettl, System under Stress, 2nd ed., (CQ Press, 2007).

Costas Panagopoulo and Joshua Schank, All Roads Lead to Congress: The $300 Billion Fight
Over Highway Funding, (CQ Press, 2008).

Robert Stoker, Reluctant Partners: Implementing Federal Policy (University of Pittsburgh Press,

1991).

Jay Shafritz, et. al., (eds.), Classics of Public Policy (Pearson Longman, 2004). 
Richard Sylves, Disaster Policy and Politics (CQ Press, 2008).

Carl van Horn, Donald Baumer, and William Gormley, Politics and Public Policy, 3rd ed., (CQ Press, 2001).

ADDITIONAL RESOURCES:

Robert T. Marsh, Critical Foundations: Protecting America’s Infrastructures, (1997), http://www.fas.org/sgp/library/pccip.pdf.
Clark Staten, Reflections on the 1997 Commission on Critical Infrastructure Protection Report, (1997), http://www.blythe.org/nytransfer- subs/97cov/PCCIP;_Critical_Infrastructure_Protection_Report.
Presidential Decision Directive-63, Critical Infrastructure Protection, (1998), http://www.fas.org/irp/offdocs/pdd/pdd-63.htm.
USA PATRIOT Act of 2001,

http://www.gpo.gov/fdsys/pkg/PLAW-107publ56/pdf/PLAW-107publ56.pdf.
Homeland Security Act of 2002, http://www.dhs.gov/xlibrary/assets/hr_5005_enr.pdf.
Homeland Security Presidential Directive-7, Critical Infrastructure Identification, Prioritization and Protection, (2003), http://www.dhs.gov/xabout/laws/gc_1214597989952.shtm#1.
Homeland Security Presidential Directive (HSPD-8): National Preparedness, http://www.fas.org/irp/offdocs/nspd/hspd-8.html.
The National Strategy for the Physical Protection of Critical Infrastructures and Key Assets,
(2003), http://www.dhs.gov/xlibrary/assets/Physical_Strategy.pdf.
The Support of Anti-terrorism by Fostering Effective Technologies Act of 2002 (“SAFETY Act”), https://www.safetyact.gov/pages/homepages/SamsStaticPages.do?insideIframe=Y&contentType=application/pdf&path=sams\refdoc\Safety_Act_Legislation.pdf.
Kathi Ann Brown, Critical Path: A Brief History of Critical Infrastructure Protection in the United States, Spectrum Publishing Group, (2006), http://cip.gmu.edu/archive/CIPHS_CriticalPath.pdf.
Post-Katrina Emergency Management Reform Act of 2006, http://www.govtrack.us/congress/bills/109/s3721.
National Infrastructure Protection Plan, (2009), Executive Summary, Chapters 1 and 5, http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf
The White House, National Security Strategy, (May 2010), http://www.whitehouse.gov/sites/default/files/rss_viewer/national_security_strategy.pdf.
Presidential Policy Directive-21, Critical Infrastructure Security and Resilience, http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil.

Presidential Policy Directive 8 (PPD-8): National Preparedness:

http://www.dhs.gov/xabout/laws/gc_1215444247124.shtm.
The White House, International Strategy for Cyber Space, (May 2011), http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace. pdf.
The White House, National Strategy for Global Supply Chain Security, (January 2012), http://www.whitehouse.gov/sites/default/files/national_strategy_for_global_supply_chain_securi ty.pdf.
Executive Order 13636, Improving Critical Infrastructure Cybersecurity, 2013. http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity.
GRADING SCALE  (SCHOOL POLICY DEPENDENT):
CLASS OUTLINE:
LESSON 1 TOPIC:  COURSE OVERVIEW AND INTRODUCTION TO THE INSTITUTIONAL CONTEXT OF AMERICAN POLICYMAKING
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Describe the Constitutional structure of American government and the powers and responsibilities assigned to the National government and those reserved to the States.

•
Explain the Framers’ assumptions about the nature of and limitations upon representative government and the constitutional devices intended to redress what Madison termed “the mischiefs of faction.”

•
Explain how the concept of factions is expressed in contemporary society, in the form of modern interest groups, political parties, and polarized public opinion.

•
Describe the dilemmas posed for basic Constitutional rights, such as freedom of speech and freedom of the press, by advances in communications technology and the need for cybersecurity.
•
Explain the debate about the limits of rationality in the policymaking process and the psychological dimensions of political understanding and collective decision-making.

2. Readings:
The U.S. Constitution, http://www.archives.gov/exhibits/charters/constitution.html.
James Madison, The Federalist 10, in Shafritz, Classics of Public Policy, or http://www.constitution.org/fed/federa10.htm.
Carl van Horn, Donald Baumer, and William Gormley, Politics of Public Policy, Chapters 1 and 2.

Deborah Stone, “Policy Paradox,” in Shafritz, Classics of Public Policy.

John D. Podesta and Raj Goyle, “Lost in Cyberspace? Finding American Liberties in a

Dangerous Digital World,” Yale Law & Policy Review, Vol. 23, No. 2 (Spring 2005), 09-527.
ACTORS AND INSTITUTIONS OF AMERICAN POLICYMAKING
LESSON 2 TOPIC:  CONGRESS AND POLICYMAKING
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
List and describe the stages of the legislative process and the principal structures involved in the process, particularly the role of committees, leadership, and the appropriations process.

•
Explain the differences in the decision-making styles and representative functions of the House and Senate.

•
Describe the “unorthodox” forms of coalition building in the contemporary Congress and the implications of these for the content of security policy.

•
Explain the impact of constituency interests on legislative behavior with particular application to homeland security and CISR policy.

•
Summarize the complex web of legislative oversight over the U.S. Department of Homeland

Security and homeland security/CISR policies.

2. Discussion Questions:

•
What are the stages of the legislative process? What are the principal structures involved in the legislative process?

•
What are the differences in decision-making styles and representative functions of the House and Senate?
•
What are the “unorthodox” forms of coalition building in the contemporary Congress and what are the implications of these for the content of security policy?

•
What is the impact of constituency interests on legislative behavior, particularly with regards to homeland security and CISR policy?

3. Readings:
Carl van Horn, Donald Baumer, and William Gormley, Politics of Public Policy, Chapter 5: “Cloakroom Politics.”

R.M. Coats and R. D. Tollison, “Terrorism and Pork-Barrel Spending,” Public Choice, 128 (2006), 275-287.

Stacia Gilliard-Matthews and Anne Schneider, "Politics or Risks? An Analysis of Homeland Security Grant Allocations to the States," Journal of Homeland Security and Emergency Management, 7(1), (2010).

CSIS and Business Executives in National Security, Untangling the Web: Congressional Oversight and the Department of Homeland Security: A White Paper of the CSIS-BENS Task Force on Congressional Oversight of the Department of Homeland Security (Washington, D.C., December 10, 2004), at http://csis.org/files/media/csis/events/041210_dhs_tf_whitepaper.pdf.
4. Recommended:
Barbara Sinclair, Unorthodox Lawmaking: New Legislative Processes in the U.S. Congress, (CQ Press, 2011), Chapters 1-3.

LESSON 3 TOPIC:  PRESIDENTIAL POLICYMAKING
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Explain the concept of the “two presidencies” and what that implies for homeland security and CISR policy.

•
Describe the formal powers of the presidency from the informal political resources that are vital to effective presidential leadership.

•
Explain the growing role of the institutional presidency and how that relates to relationships between the White House and domestic security agencies.

•
Describe the president’s role in disaster declarations and the role that politics can play in the declaration process.

•
Describe the president’s role in crisis management and the implications of this for CIP
policy.

2. Discussion Questions:

•
What is the concept of the “two presidencies”? What does this mean to homeland security and CISR policy?

•
What are the formal powers of the presidency?

•
What is the growing role of the institutional presidency and how does that relate to relationships between the White House and domestic security agencies?

•
What is the president’s role in disaster declarations?  How are politics involved in the declaration process?

•
What is the president’s role in crisis management? How does this impact CISR policy? Give some examples when the president has impacted CISR policy.

3. Readings:
Carl van Horn, Donald Baumer, and William Gormley, Politics of Public Policy, Chapter 6, “Chief Executive Politics.”

Richard Neustadt, “Presidential Power: The Power to Persuade,” and Aaron Wildavsky, “The

Two Presidencies,” in Shafritz, Classics of Public Policy. Richard Sylves, Disaster Politics and Policy, Chapter 4.

Richard S. Salkowe and Jayajit Chakraborty, “Federal Disaster Relief in the U.S.: The Role of Political Partisanship and Preference in Presidential Disaster Declarations and Turndowns," Journal of Homeland Security and Emergency Management, 6(1), (2009).

4. Recommended:
R.A. Boin, P.’t Hart, E. Stern, and B. Sundelius, The Politics of Crisis Management: Public
Leadership under Pressure, Chapters 1-3, and 7, (Cambridge University Press, 2005).

A. Reeves, Political Disaster? Presidential Disaster Declarations and Electoral Politics, (2007), available at  http://andrewreeves.org/sites/default/files/fema_supp.pdf
LESSON 4 TOPIC:  BUREAUCRACY AND THE POLITICS OF EXPERTISE
1. Learning Goals/Objectives: The learning objectives of this section will enable learners to:

•
List the principal executive agencies concerned with CISR and homeland security policy and explain how their roles have evolved over time.

•
Explain the contributions of civil servants and technical and managerial experts to the formation and execution of public policy within complex government agencies.

•
Recognize the concept of “street level bureaucrats” and the implications of that concept for effective policy design and implementation.

•
Describe the conditions under which political influences may affect CISR policy and disaster preparedness and response.

2. Discussion Questions:

•
What are the principal executive agencies involved with CISR and homeland security policy?  How have their roles evolved over time?

•
What are the contributions of civil servants and technical and managerial experts to the formation and execution of public policy within complex government agencies?

•
What are the conditions in which political influences may affect CISR policy and disaster preparedness?  Give some examples.

3. Readings:
Carl van Horn, Donald Baumer, and William Gormley, Politics of Public Policy, Chapter 4: “Bureaucratic Politics.”

Michael Lipsky, “Street Level Bureaucrats as Policy Makers,” in Shafritz, Classics of Public Policy.

Richard Sylves, Disaster Politics and Policy, Chapters 2, 3, and 5.

A.B. Krueger, At FEMA, Disasters and Politics Go Hand in Hand, (2005), available at:

 http://www.nytimes.com/2005/09/15/business/15scene.html?pagewanted=all&_r=0.
Critical Infrastructure Resource Center:

http://training.fema.gov/EMIWeb/IS/is860a/CIRC/index.htm.
4. Recommended:
M.W. Downton and R. A. Pielke, “Discretion without Accountability:  Politics, Flood Damage, and Climate,” Natural Hazards Review, 2-4 (2005), 157-166

LESSON 5 TOPIC:  POLICYMAKING AND THE COURTS
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Explain the limitations on judicial involvement in the public policy process and the ways in which the courts tangibly affect CISR and homeland security policy.

•
Describe the role of cases and controversies in judicial decision-making and how this shapes the nature of judicial influence on public policy.

•
List Federal homeland security and anti-terrorism laws and explain the legal issues that affect personnel engaged in homeland security and CISR.

•
Describe the Supreme Court’s “anti-commandeering” doctrine and the constraints that this places on Federal government relations with the states.

2. Discussion Questions:
•
How is the judicial branch involved in the public policy process?  How do the courts affect

CISR and homeland security policy?

•
What is the role of cases and controversies in judicial decision-making and how do they shape the nature of judicial influence on public policy?

•
List some examples of homeland security and anti-terrorism laws and explain how they affect CIP.

•
What is the Supreme Court’s “anti-commandeering” doctrine?  What are the constraints that this places on Federal government relations with the States?

3. Readings:
Carl van Horn, Donald Baumer, and William Gormley, Politics of Public Policy, Chapter 7: “Courtroom Politics.”

William C. Nicholson, “Legal Issues in Emergency Response to Terrorism,” Widener Law
Symposium Journal, 9(2), (November, 2002).

Lloyd Burton, “The Constitutional Roots of All-Hazards Policy, Management, and Law,"

Journal of Homeland Security and Emergency Management, 5(1), (2008).

New York v. United States, U.S. 1041 (488 1992), available: http://www.law.cornell.edu/supct/html/91-543.ZS.html.
LESSON 6 TOPIC:  FEDERALISM AND POLICYMAKING
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
List the constitutional and de facto responsibilities of the Federal, State, and local governments in the fields of homeland security and critical infrastructure promotion and protection.

•
Describe the role of State and local governments in implementing Federal CISR and homeland security policies.

•
Describe interstate and interlocal forms of cooperation in homeland security and CISR programs.

•
Describe the benefits, costs, and limits on Federal grants and mandates in the homeland security and CISR policy realms.

2. Discussion Questions:

•
What are the constitutional and de facto responsibilities of the Federal, State, and local governments in the fields of homeland security and critical infrastructure promotion and protection?

•
What is the role of State and local governments in implementing Federal CISR and homeland security policies?

•
What are the benefits, costs, and limits on Federal grants and mandates in the homeland security and CISR policy realms?

3. Readings:
Richard Sylves, Disaster Politics and Policy, Chapter 6.

Samuel H. Clovis, Jr., “Federalism, Homeland Security and National Preparedness:  A Case

Study in the Development of Public Policy,” Homeland Security Affairs, II (3), (October 2006).
Charles R. Wise and Rania Nader, “Organizing the Federal System for Homeland Security: Problems, Issues and Dilemmas,” Public Administration Review, 62, (September 2002), 44-57.

Peter Eisinger, “The American City in the Age of Terror:  A Preliminary Assessment of the

Effects of 9/11,” Urban Affairs Review, (2004), 115–130.

4. Recommended:
Don Kettl, The States and Homeland Security: Building the Missing Link, (New York: The

Century Foundation, 2003).
LESSON 7 TOPIC:  NON-GOVERNMENTAL PARTICIPANTS IN THE POLICY SYSTEM
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Describe the role of public opinion in shaping and constraining the design of CISR and homeland security policy.

•
Explain business interests in CISR and other policy areas and avenues of corporate influence on government decision-making.

•
Explain issue framing and the shaping of public perceptions.

•
Explain the role of lobbying in the public policy process, including the role of subnational officials in influencing Federal transportation infrastructure policy.

2. Discussion Questions:
•
What is the role of public opinion in shaping and constraining the design of CISR and homeland security policy?

•
What are the business interests in CISR and other policy areas?  How does the business community express its views on CISR in the policy making process?

•
What is issue framing?  How does this shape public perception?

•
What is the role of lobbying in the public policy process, including the role of subnational officials in influencing Federal transportation infrastructure policy?

3. Readings:
Carl van Horn, Donald Baumer, and William Gormley, Politics of Public Policy, Chapter 3: “Boardroom Politics.”

John Kingdon, Agendas, Alternatives, and Public Policy, Chapter 3.

Ralf Bendrath, “The Cyberwar Debate:  Perception and Politics in U.S. Critical Infrastructure
Protection,” Information & Security, 7, (2001), 80-103.

Joseph R. Marbach and J. Wesley Leckrone, “Intergovernmental Lobbying for the Passage of

TEA-21,” Publius, 32(1), (2002), 45-64.

Bruce D. McDowell and Sheldon Edner, “Federalism and Surface Transportation,” Publius, (Winter 2002), 1-5.

4. Recommended:
Marie Hojnacki and David C. Kimball, “The Who and How of Organizations' Lobbying

Strategies in Committee,” The Journal of Politics, 61(4), (November 1999), 999-1024.
LESSON 8 TOPIC:  THE MASS MEDIA AND PUBLIC POLICY MAKING
***TOPIC FOR POLICY MEMO/RESEARCH PAPER DUE
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Describe the interactions between media coverage and public opinion in CISR and homeland security policy.

•
Explain the changing business models in the communications industry and the impact on coverage of policy issues.

•
Describe the role of new media in framing CISR issues and shaping public policy.

•
Explain the influence of media coverage on bureaucratic and legislative decision-making:

the Dubai Ports case.
2. Discussion Questions:
•
How is the media and public opinion involved in CISR and homeland security policy? Give some examples.

•
What is the role of new media in framing CISR issues and shaping public policy?

•
What was the influence of media coverage on bureaucratic and legislative decision-making in the Dubai Ports case?
3. Readings:
Carl van Horn, Donald Baumer, and William Gormley, Politics of Public Policy, Chapter 8: “Living Room Politics.”

Maura Conway, “Media, Fear, and the Hyperreal:  The Construction of Cyberterrorism as the Ultimate Threat to Critical Infrastructures,” in Securing “the Homeland:” Critical Infrastructure, Risk and (In) Security, Myriam Anna Dunn and Kristian Søby Kristensen, (eds.), (Routledge, 2007).

Michelle Slone, “Responses to Media Coverage of Terrorism,” The Journal of Conflict
Resolution, Vol. 44, No. 4 (Aug., 2000), pp. 508-522.

William S. Cohen and James M. Loy, “Fact, Not Fear,” [the Dubai Ports case],

The Wall Street Journal, (February 28, 2006).

Graham Murdock, “Shifting anxieties, altered media: Risk communication in networked times.”

Catalan Journal of Communication & Cultural Studies. 2 (2010), 159-176.
4. Recommended:
Doris A. Graber, Mass Media and American Politics, 8th edition (Washington, D.C.:  CQ Press,

2010).
STAGES OF THE POLICY PROCESS
LESSON 9 TOPIC:  AGENDA SETTING
***TAKE HOME MIDTERM EXAM DISTRIBUTED
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Explain John Kingdon’s influential model of problem identification and priority setting on the public agenda, including the concepts of independent problem, policy and political streams, and policy windows.

•
Explain the evolution of expert and public perceptions regarding CISR and the policy agenda.

•
Describe the potential for crises to rapidly change the governmental policy agenda in CIP

and homeland security.

•
Describe the potential for distortions of the security agenda, as in the case of port security, caused by public fear and political manipulation.

2. Discussion Questions:
•
What is John Kingdon’s influential model of problem identification and priority setting on the public agenda?

•
How has expert and public perceptions regarding CISR and the policy agenda evolved over time?

•
How does the potential for crises rapidly change the governmental policy agenda in CISR and homeland security?

•
How can public fear and political manipulation distort the security agenda?

3. Readings:
John Kingdon, Agendas, Alternatives, and Public Policy, Chapters 4-8.

Thomas A. Birkland, “The World Changed Today:  Agenda-Setting and Policy Change in the

Wake of the September 11 Terrorist Attacks,” Review of Policy Research, 21, (2004), 179–198.

Stephen J. Collier and Andrew Lakoff, “The Vulnerability of Vital Systems:  How ‘Critical Infrastructure’ Became a Security Problem,” in Myriam Dunn and Kristian Soby Kristensen (eds.), The Politics of Securing the Homeland: Critical Infrastructure, Risk and Securitisation, (Routledge, 2008).

4. Recommended:
Frank Baumgartner and Bryan Jones, Agendas and Instability in American Politics, (University of Chicago Press, 1993).

Thomas A. Birkland, After Disaster: Agenda Setting, Public Policy, and Focusing Events, (Georgetown University Press, 1997).

LESSON 10 TOPIC:  POLICY FORMULATION AND ADOPTION
***TAKE HOME MIDTERM EXAM DUE
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Describe the central role of Congress in enacting CISR legislation.

•
Explain how the unique structures and features of Congress shape its policy decisions.

•
Describe the competing and potential complementary roles of political considerations and rational policy — including Executive branch input and recommendations — in the design of CISR legislation.

•
Describe the role of unanticipated consequences that arise in an open and fluid legislative process.

2. Discussion Questions:
•
What is the central role of Congress in enacting CISR legislation?

•
How do the unique structures and features of Congress shape its policy decisions?

•
What is the role of unanticipated consequences that arise in an open and fluid legislative process?

3. Readings:
Costas Panagopoulo and Joshua Schank, All Roads Lead to Congress, Entire, (2007).

4. Recommended:
Beryl A. Howell, “Seven Weeks:  The Making of the USA PATRIOT Act,” George Washington Law Review, 72, (2004).
LESSON 11 TOPIC:  POLICY IMPLEMENTATION
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Describe the challenges of achieving effective implementation in a fragmented system in which critical actors differ in their mix of interests and values.

•
Explain the structure of alternative implementation regimes and the implications of regime theory for nuclear power infrastructure and radioactive waste disposal.

•
Describe the challenges for effective implementation of Federal homeland security policies posed by the wide diversity of local government resources and administrative capacity.

•
Explain the competing advantages of Federal subsidies and mandates for encouraging State and local cooperation with Federal policy goals in CISR and homeland security.

2. Discussion Questions:

•
What are some of the challenges that surround achieving effective implementation in a fragmented system in which critical actors differ in their mix of interests and values?

•
What are some of the challenges for effective implementation of Federal homeland security policies?

•
What are some of the competing advantages of Federal subsidies and mandates for encouraging State and local cooperation with Federal policy goals in CISR and homeland security?

3. Readings:
Robert Stoker, Reluctant Partners, Chapters 1-5.

Kiki Caruson, "Mission Impossible?  The Challenge of Implementing an Integrated Homeland

Security Strategy," Journal of Homeland Security and Emergency Management, 1(4), (2004).

Jessica Jensen, "The Current NIMS Implementation Behavior of United States Counties,"

Journal of Homeland Security and Emergency Management, 8(1), (2011).

4. Recommended:
Denise Scheberle, Federalism and Environmental Policy: Trust and the Politics of Implementation, Chapter 2, [Implementing the Safe Drinking Water Act], (Georgetown University Press, 2007).

LESSON 12 TOPIC:  POLICY EVALUATION, MODIFICATION, AND EVOLUTION
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
List effective strategies for presenting expert policy analysis to elected officials.

•
Explain the concept of performance regimes for the design of homeland security policy.

•
Explain the effect of system fragmentation for CISR.

•
Describe the legislative adaptation and the evolution of the Federal Emergency Management

Agency’s (FEMA) role in homeland security.

2. Discussion Questions:

•
What are some effective strategies for presenting expert policy analysis to elected officials?

•
What is the concept of performance regimes for the design of homeland security policy?

•
What is the effect of system fragmentation for CISR?

•
How has the role of FEMA legislatively adapted and evolved in homeland security?

3. Readings:
Arnold Meltzner, “The Seven Deadly Sins of Policy Analysts,” and Aaron Wildavsky, “The Art of Policy Analysis,” in Shafritz, Classics of Public Policy.

Richard Sylves and William Cumming, “FEMA's Path to Homeland Security: 1979-2003,”

Journal of Homeland Security and Emergency Management, 1(2), (2004).

Post-Katrina Emergency Management Reform Act of 2006, http://www.govtrack.us/congress/bills/109/s3721.
Susan E. Clarke and E. Chenoweth, “The Politics of Vulnerability: Constructing Local

Performance Regimes for Homeland Security,” Review of Policy Research, 23, (2006), 95–114.

M. De Bruijne and M. Van Eeten, “Systems that Should Have Failed: Critical Infrastructure Protection in an Institutionally Fragmented Environment,” Journal of Contingencies and Crisis Management, 15 (2007), 18–29.
LESSON 13 TOPIC:  PUTTING IT ALL TOGETHER I: MODELS OF THE POLICY PROCESS
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
List the strengths and weaknesses of the rational-comprehensive model of policy analysis in the public policy process.

•
Describe the role of policy incrementalism in the policymaking process.

•
Compare alternative models for conceptualizing the policy process and the role of political considerations in a representative democracy.

•
Describe the relationship between different types of public policy and the ease, visibility, and level of conflict in the policy process.

2. Discussion Questions:

•
What are some strengths and weaknesses of the rational-comprehensive model of policy analysis in the public policy process?

•
What is the role of policy incrementalism in the policymaking process?

•
What are some alternative models for conceptualizing the policy process? What is the role of political considerations in a representative democracy?

•
What is the relationship between different types of public policy and the ease, visibility, and level of conflict in the policy process?

3. Readings:
Charles Lindblom, “The Science of ‘Muddling Through,’” and Theodore Lowi, “American Business, Public Policy, Case Studies, and Political Theory,” in Shafritz, Classics of Public Policy.

James Q. Wilson, The Politics of Regulation, Chapter 10.

Paul Sabatier and Hank Jenkins-Smith, “The Advocacy Coalition Framework:  An Assessment,” in Paul Sabatier, Theories of the Policy Process, (Westview, 1999).

Paul Posner and Timothy Conlan, “Pathways of Policy Making:  The Political Dynamics of Intergovernmental Lawmaking and Reform in the United States,” in Policy, Performance and Management in Governance and Intergovernmental Relations: Transatlantic Perspectives, Eduardo Ongaro, Andrew Massey, Marc Holzer, and Ellen Weyenberg, (eds.), (Edward Elgar, 2011).
LESSON 14 TOPIC:  PUTTING IT ALL TOGETHER II: CASE STUDIES OF THE POLICY PROCESS-
HOMELAND SECURITY
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Describe the development of homeland security as a critical issue on the Nation’s policy agenda before and after the bombing of the Alfred P. Murrah Federal Building in 1995.

•
List and explain the challenges of coordination in a fragmented political system.

•
List and explain the political challenges of managing risk.

•
Describe the performance of our policymaking system under conditions of stress.

2. Discussion Questions:
•
How has homeland security evolved into a critical issue on the Nation’s policy agenda? As discussed throughout the course, what are some events that have changed the perception of CISR?

•
What are some of the challenges involved with coordination in a fragmented political system?

•
What are some political challenges of managing risk?
•
How does our policymaking system perform under stress?

3. Readings:
Presidential Policy Directive 8 (PPD-8):  National Preparedness, http://www.dhs.gov/xabout/laws/gc_1215444247124.shtm.
Presidential Policy Directive-21 (PPD-21): Critical Infrastructure Security and Resilience, (2013), http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil.

Don Kettl, System under Stress: Homeland Security and American Politics, Entire.
LESSON 15 TOPIC: PUTTING IT ALL TOGETHER III: CASE STUDIES OF THE POLICY PROCESS-
NUCLEAR ENERGY
1. Learning Goals/Objectives:  The learning objectives of this section will enable learners to:

•
Describe the challenges facing America’s power grid and the promise and pitfalls of nuclear power as a partial solution to our electric energy needs.

•
Explain the division of public and private sector roles in electric generation and the responsibilities of State and Federal regulators in licensing electric power generation plants.

•
Describe the media’s role in altering the scope of conflict over policy issues in the public domain, with particular attention to nuclear safety issues.

•
Describe the consequences of intergovernmental conflict for CISR.
2. Discussion Questions:

•
What are some of the challenges facing America’s power grid?  What are some of the challenges facing the nuclear sector?

•
What is the role of the media? How influential is the media?

•
What are some consequences of intergovernmental conflict with regards to CISR?

3. Readings:
Joan Aron, Licensed To Kill? The Nuclear Regulatory Commission and the Shoreham Power
Plant, (University of Pittsburgh Press, 1998).
LESSON 16 TOPIC:  RESEARCH COLLOQUIUM: RESEARCH PAPERS/POLICY MEMOS DUE AND PRESENTED IN CLASS
Critical Infrastructure Paper Option #1: Research Report: Topics, Format, and Requirements
Forty percent of the grade for this course will be based upon a 20 to 25 page research report (or, under option 2, a policy memorandum), which analyzes the enactment or implementation of a significant CISR program or policy.

REPORT  REQUIREMENTS:
Each report should trace and analyze the enactment and/or implementation of a significant CISR program.  In addition, reports will be expected to frame this analysis in the context of one of the policy frameworks or models explored in the class or to illuminate an important aspect of the policymaking process, such as the role of policy experts or scientific evidence in the policy process, the nature of interest group or media influence, the manner in which crises shape the policy agenda, etc.  You may wish to argue that your case study confirms or contradicts an important finding reached by one of the readings in the

syllabus.  Alternatively, it may address an issue raised in some other course you have taken, or it may simply shed light on some widely accepted belief or aspect of conventional wisdom.  In any case, you are expected to make a convincing argument about how your research relates to or improves our understanding of CISR in the public policy process.

Reports should be 20-25 typed, double-spaced pages in length.  They should be based upon a variety of sources, including government documents (congressional hearings, reports, floor debates, presidential messages, agency reports and studies, etc.), articles in National Journal and Congressional Quarterly, policy specific newsletters and websites (Government Executive, PHMSA.dot.gov), and scholarly journals and publications (Policy Studies Journal, Journal of Homeland Security and Emergency Management, International Journal of Critical Infrastructure Protection, International Journal of Critical Infrastructures, Infrastructure Systems, Homeland Security Affairs, etc.).

Your memorandum will count for 40% of your grade for this course.  A two page proposal, identifying your policy issue and key research questions, and a preliminary but substantial bibliography, will be due by the fifth week of classes.  A polished and complete draft of the report is due for presentation in class by week 14.  Since your class colleagues will be reading your report and offering suggestions for revision and improvement, a revised final memorandum is due one week later.

Reports should be fully referenced with a complete bibliography and accurately cited.  Please use parenthetical (APA) citations with a full list of sources.  Remember as well that there are many knowledgeable people available to interview, subject to approval by the University’s procedures for informed consent.

Paper Option #2
Policy Memorandum Project:  Format and Requirements
Congratulations! You have been appointed to serve as an unpaid Policy Consultant to:  a) the U.S. Department of Homeland Security, b) the U.S. Department of Energy, or c) the Senate Committee on Homeland Security and Governmental Affairs [pick one].  Your task is to investigate a major issue concerning the protection of critical infrastructure and prepare a 20-25 page policy memorandum about it to the relevant Secretary, Assistant Secretary, or committee Chairman.  Your selected issue may be one that is currently under consideration by the Department or the U.S. Congress, or one which you believe should be or will be considered in the near future.

Your memorandum should be written in two parts:  1) a detailed background memorandum, with sources, intended to brief the Chairman’s or Secretary's senior staff responsible for this policy issue, and 2) a brief, two page summary to be read by the Secretary or Senator personally.

Your memorandum should cover each of the following:

•
Background concerning the nature of the problem and why this issue is or should be on the policy agenda.

•
The principal bills or policy options currently under discussion and the substantive pros and cons of each, including funding, staffing, administrative structures, etc.

•
The principal proponents and opponents of these policy options.

•
Your policy recommendation (which can include retaining the status quo).

•
Your analysis of the political ramifications of the policy course which you are recommending — including, as appropriate, anticipated responses from congressional constituents, major political allies of the administration, key interest groups, the White House, and other members of Congress.

•
Your judgment as to the likelihood of success for the option you are recommending.

Your memorandum will count for 40% of your grade for this course.  It should be 20-25 typed, double spaced pages, with complete and proper notes and bibliography.  A two page proposal, identifying your policy issue and key research questions, and a preliminary but substantial bibliography, will be due by the fifth week of classes.  A polished and complete draft of the paper is due for presentation in class by week 14.  Since your class colleagues will be reading your paper and offering suggestions for revision and improvement, a revised final memorandum is due one week later.

Memoranda should be fully referenced with a complete bibliography and accurate citations.  Please use parenthetical (APA) citations with a full list of sources.

Expect to use a variety of available sources, including government documents (congressional hearings, reports, presidential messages and proposals, task force studies, etc.); specialized periodicals such as Congressional Quarterly and National Journal; and professional journals.
(Journal or Homeland Security and Emergency Management, Public Administration Review, International Journal of Critical Infrastructure Protection, International Journal of Critical Infrastructures, Infrastructure Systems, Homeland Security Affairs, etc.).  Remember as well that there are many knowledgeable people available to interview, subject to approval by the University’s procedures for informed consent.
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