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NCR HEALTH SERVICES SECTOR REPORT"

Executive Summary

The National Capital Region (NCR) health services sector has more than 20,000 “points of
service.” These include hospitals, nursing facilities, ambulatory clinics, pharmacies,
laboratories, private professional offices, and a plethora of other kinds of organizations.

Normally, these mostly private-sector organizations are competitive yet, they focus on providing
acute, chronic, and rehabilitative services and products to individuals and families. Less visible
than these clinical care functions are the sector’s public health community population-directed
functions.? Importantly, effective bio-defense at its core demands a sturdy public health
infrastructure.

A catastrophe within the region swiftly changes the normal pattern. In fact, the “center of
gravity” shifts from acute care provided by numerous private healthcare organizations and
practitioners, to the regions’ under funded and loosely articulated public health elements.

The dominant meaning of risk reduction and management in the context of healthcare has been
the avoidance of “medical errors” and management of liability. Including emergency
preparedness and response adds an additional dimension of meaning and responsibility. Hence,
new tools, methods, and training are required.

Developing a resilient health services sector prepared for a range of hazards requires finding new
points of balance in the midst of countervailing pressures and contrasting operating values:

e Shifting from a preoccupation with acute care to building vital public health structures and
resources.

e Tempering the climate of competition with values and benefits of collaboration.

e Balancing “open access” with the need for controlled access and protection.

e Breaking out of day-to-day “silos” and thinking “systems.”

e Mobilizing the political will to transcend jurisdictional constraints for the benefits of a
regional perspective.

This study targets community organizations. It does not directly address the major academic
health science centers and federal health sciences centers because these organizations have the
skills and resources to pursue preparedness measures and related research. In contrast, most
community healthcare organizations do not have the necessary funds or skill sets for these tasks.

The health service sector views its primary role as responding to catastrophic events rather than
viewing itself as a target. Locations near high value targets, however, increase the potential of
collateral damage. Only a minority believe that healthcare facilities are an attractive “soft target.”
However, events in the Middle East provide precedent for terrorist attacks on American medical
facilities, and murder or abduction of medical clinic personnel. Terrorists will strike where there
is least resistance including humanitarian functions.

Because this sector is one of the region’s major employers, tens of thousands depend on the
sector for jobs and economic security. Therefore, the economic role and contribution of this
sector requires further study and understanding to assure community resilience.
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The substantial redundancy and geographic dispersion of points of health services and of the
workforce across the NCR serves as an advantage in a catastrophic event. In fact, while a
specific incident may destroy some geographic health service resources, duplicate and redundant
services exist adjacent to an area of loss.

The workforce is the sector’s most critical asset because it possesses the skills to mitigate the
mortality and morbidity of destructive events. Moreover, their numbers, geographic distribution,
and range of skills can be leveraged to the benefit of the health of the region.

For these reasons, a vulnerability assessment/preparedness planning tool aimed at healthcare
organization critical functions was developed for use in combination with the Kaiser Foundation
threat assessment tool and the facilities directed FEMA Publication 246 utilized by the Veteran’s
Administration. (Kaiser and FEMA tools are referenced in Appendix A.)

Research and analysis of recent professional literature identify the health services workforce as
ill prepared and untrained in the management of the anticipated list of biological, chemical and
radiation threats.> While the health services sector strives for “open access” and aims to remove
barriers of entry, protection and barriers to entry are antithetical to the ethos of healthcare. Thus,
a challenge is to strike a balance between open access and protection.

Although the rate of adopting information technology (IT) within the sector has been slow, it is
accelerating despite fragmentation of its IT systems. For the immediate future, there is not the
vulnerability of a single integrated dominant cyber system within the sector.

Traditionally, most healthcare organizations are private. Therefore, neutral and collaborative
forums are needed to facilitate alignment of interests and resources between broad public health
and those of the private sector.

Hospitals, clinics, and practitioner offices are themselves sources of materials useful in
constructing biological and radiation weapons. These sources include, medical waste materials
including blood, lab specimens, isotopes, and toxic chemicals. In many neighborhood medical
office buildings, lab specimen collection boxes are set outside buildings for courier pickup.

The WMD threat places an added unfunded burden on health services organizations and
professionals who are substantially funded from acute and chronic services revenues. Indeed,
preparedness planning can be a significant expense. And much of the preparedness planning and
mitigation is not directly related to day-to-day revenue producing activities of healthcare
organizations. As a result, healthcare organizations have adopted “just-in-time” up stream
supply chains. With a minimum inventory maintained at the site of service, these practices limit
the length of time these organizations can operate without frequent re-supply.

Recommendations:

e Develop a Public Health based “Command and Control”” Capability: The sector has no
“command and control” utility. Attention in crisis is hospital-centric and ER focused, and
does not provide the breadth of communication to both the full range of constituent
community entities and to the intermediate and long term phases of recovery.

e Bring Contiguous Regions into Preparedness Planning: Regions adjacent to the NCR are
important resources. These regions provide personnel, as well as, serve as evacuation sites for
the NCR population. An increasing number of the NCR employed ESS and general healthcare
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workforce is migrating to these regions for affordable housing. Facility-specific and
government-level mutual support agreements need to be developed.

Harmonize Medical Service, Manpower, and Public Health Policies: A systematic inventory
and analysis of medical services and public health policies is needed to locate gaps and to
harmonize policies across the NCR. This includes an analysis of state and federal policy
including the military medical and National Guard policy articulation with civilian policies.
Consistent policies and procedures are needed to clarify the liability of health professionals
across the many jurisdictions of the NCR.

Develop Workforce NCR Database: Healthcare professionals commute across the region
crossing many jurisdictions traveling to and from work. Therefore, the development of a
Geographic Information Systems (GIS) enabled database of service sites and workforce
member locations with a 24/7 perspective is needed. A standardization of basic workforce
credentialing and a database of proximate points of service to work and residence locations
would aide region-wide preparedness planning.

Develop a Better Understanding of Workforce Behaviors and Policies: Preparedness plans
assume a normal participation of the workforce; although it is likely that the sector’s
workforce will behave as the population in general. Realistically, however, as many as a third
of healthcare professionals may not report for duty in a crisis; and further complicating things,
many “moonlight” and are part of the workforce at multiple institutions. Research is needed to
address this critical vulnerability.

Expand the Roles of Heath Professionals in Emergencies: Many health professionals can, with
little additional training, provide for basic and immediate care in the event of an emergency.
The idea of an added emergency role for all licensed healthcare professions may be explored
with a “public health” responsibility established as a condition of licensure.

Bring Commercial Broadcasters into Message and Communications Planning: Commercial
cable networks are the dominant source of information to healthcare organizations, and their
inclusion in crisis communications planning will assist preparedness of these organizations and
of the public.

Perfect Assessment and Preparedness Tools that Address Critical Functions: Planning all-
hazards vulnerabilities assessment and risk solutions will strengthen and harden the sector and
facilitate its resilience, regardless of a specific threat event encountered. A field evaluation is
recommended for the threats and facilities tools identified in this study, and of the new tool
developed for assessing healthcare organization functions.*

Evaluate the Utilization of Neighborhood Shopping Centers in Preparedness Planning and
Response: Shopping centers are distributed and located based on demographics, and most
contain an impressive array of healthcare professionals, services, and supplies. In addition,
they have large parking areas that could be staging areas for water and emergency resources
and other features that could be leveraged for a period of time to sustain a neighborhood.
Coupled with “sheltering in place,” these may serve as critical points of neighborhood support.
Built on the Experience and Expertise of Military Medicine in Rapid Response: Planning for
cooperation between civilian and military medicine may provide important insights and
preparation strategies. This may include a definition of and standards for basic medical and
public health services in the period of an emergency. The “safe mode” definition would
provide a focus for and a public understanding of service strategies developed for emergencies.
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e Develop Training Resources that Leverage 21st Century Instructional Technologies: The
development of digitally formatted highly visual and interactive WMD instructional resources
for health services professionals and for citizens.

Throughout this report are discussions of other, more tactical recommendations, and further
amplification on several of the above recommendations.

1. Sector Background

1.1  Sector Profile

There are more than 20,000 “points of service” within the NCR. Maryland is home to the largest
number, followed by Virginia and the District. Montgomery and Fairfax Counties account for
approximately half of all resources. A “point of service” is defined as a distinct entry listed by
name and address in a commercially available database. This section of the report provides
descriptive data and analysis, condensed and summarized.

Two GIS software utilities were employed for this study. Mapquest.com is based on U.S. Postal
Service CASS-certified addresses, roof-top latitude and longitude information, and location-
based databases applications. ESRI Business Analyst, 2003 is the second. The ESRI SIC codes
are based on the 1987 Standard Industrial Classification codes.

A caveat in using two GIS utilities: variations in findings because of differences in classification
systems and definitions; differences in the scope and boundaries of geographic analysis; and
differences in the dates when the databases were constructed and updated.

Figure 1 depicts the geopolitical distribution of these NCR points of healthcare service. This
includes a broad range of types of entities, e.g., offices, labs, clinics, hospitals, extended care,
etc.
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Figure 1: Distribution of Points of Service by Jurisdiction

The NCR distribution of “points of service” slightly favors the District of Columbia and the
Maryland counties as compared to the distribution of the region population. This pattern is
consistent with the distribution of physicians within the NCR as depicted in Table 1.

Percent of | Percent of

Population | Physicians
District 18 18.4
Maryland 41 41.6
Virginia 41 40.0

Table 1: Percent Distribution of Population and Physicians by State and District

Figure 2 includes the number of physicians in each county, incorporated city, and District of

Columbia locations.
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Figure 2: Number of Physicians by Jurisdiction
Table 2 lists hospital facilities, number of licensed beds (2001), and location. The District has in
aggregate the largest licensed bed capacity, but also has the largest number of aging hospital
facilities.

Table 2: NCR Licensed Hospital Beds

Hospital Beds Hospital Beds
District of Columbia Loudon Hospital 80
Children’s National Medical Center 188 North VA Comm. Hospital 164
Columbia Hospital for Women 131 Reston Hospital 127
D.C., General Hospital 184 Arlington Hospital 334
George Washington U Hospital 281  Maryland
Georgetown University Hospital 351 PG General Hospital 467
Greater Southeast Hospital 238 Southern Maryland Hospital 358
Hadley Memorial Hospital 63 Doctors Hospital 250
Howard University Hospital 294 Laurel/Beltsville Hospital 179
National Rehabilitation Hospital Ft. Washington 33
Providence Hospital 316 Holy Cross Hospital 422
Sibley Memorial Hospital 218 Suburban Hospital 338
Walter Reed Army Medical Center 250 Washington Adventist 300
Washington Hospital Center 812 Shady Grove Hospital 253
Virginia Montgomery General 213
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INOVA Fairfax 656 Calvert Hospital 141
INOVA Fair Oaks 151 Charles County CIVISTA 131
INOVA Mt Vernon 232 St. Mary’s Hospital 122
INOVA Alexandria 339 Naval Medical Center 229
Potomac Hospital 153 Warren Magnuson Clinical Center 300
Prince William Hospital 170 Andrews AFB

Licensed hospital beds 2001

Licensed
Hospital Beds
Per capita
District 5.46
Maryland 1.82
Virginia 1.37

Table 3: Licensed Hospital Beds 1000 Population

Table 3 provides the state and District per capita distribution, based upon 2001 licensed hospital
bed data: Major federal healthcare assets are located in the NCR although most are in Maryland.

Each of these agencies has substantial presence, program elements, and administrative centers in
numerous other U.S. locations.

- Federal AgenciesinNCR

Office of the Secretary HHS

Agency for Healthcare Research and Quality

Food and Drug Administration

Health Resources and Services Administration
National Institutes of Health

Substance Abuse and Mental Health Administration
Department of Veterans Affairs and Facilities

Table 4: Federal Agencies in NCR

Four major academic health centers (Table 5), that provide education, research, and direct patient
care services in university-operated patient care facilities and in affiliated networks of
community hospitals and clinics, are located in the NCR. Both Georgetown University and
George Washington University share many of the same clinical training sites; whereas, Howard

NCR-CIP 7 Health Services Sector Report



University has a unique network of affiliations in the District’s southeast communities that assist
the underserved and economically disadvantaged.

Academic Health Centers Located in NCR

Georgetown University Medical Center

Programs Affiliated Hospitals
Medicine Georgetown University Providence
Nursing Columbia/Arlington Sibley Memorial
Health Sciences Fairfax VA Medical Center

The George Washington University

Programs Affiliated Hospitals
Medicine GW University Hospital Holy Cross
Nursing Children’s National Med Center Sibley Memorial
Public Health Fairfax Hospital VA Medical Center

Health Services
Howard University

Programs Affiliated Hospitals
Medicine Howard University Hospital

Dentistry Greater Southeast Hospital

Nursing Norfolk Community Hospital
Pharmacy Providence Hospital
Allied Health VA Medical Center

Uniformed Services University of the Health Sciences

Programs Affiliated Hospitals
Medicine Walter Reed Army Medical Hospital
Nursing

Graduate Studies

Analysis by 50 mile radius from Washington, D.C., Center

Table 5: Academic Health Centers Located in NCR

A fifty mile radius extending from the center of Washington, D.C. (excluding Baltimore and
Frederick, M.D.), has 57 hospitals, 47 ambulatory care, and 19 rehabilitation points of service.
Table 6 shows the geographic distribution. Physician points of service and geographic
distribution seem to be a reasonable measure of general workforce distribution. Within a 50 mile
radius of Washington, D.C., (excluding Baltimore and Frederick, M.D.) there are 22,736
physician points of service.’

Yet, many individual physicians have multiple and distinct office addresses across the NCR;
however, the number does not include physicians in government and military service located
within this geographic area. Of this total, 8,106 are within 25 miles from the center of
Washington, D.C. In addition, more than 14,000 physician points of service are 25 to 50 miles
from city center. Figure 3 summarizes this geographic distribution.
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Miles Ambulatory | Rehabilitation
from D.C. | Hospital Service Service
0to 10 28 15 6

11to0 20 15 24 8

21t0 30 5 5 4

31to0 40 7 0 0

41 to 50 2 3 1

Total 57 47 19

Table 6: Facilities Geographic Distribution Measured from District Center®

NCR: Physician Points of Service

N=8,106
35 %
N=14 630 Hl Within 25 miles
' 26 to 50 miles
65 % =
Total=22,736

Figure 3: Physician Points of Service within 25 and 50 Mile Radius

The distribution of retail pharmacies displayed in Figure 4 offers another perspective of the
geographic location and distribution of healthcare support services. Pharmacies have led the way
in co-locating in neighborhood supermarkets and shopping centers; and the trend is accelerating
for many other forms of healthcare services.

Innovation in facilities and settings is rampant in the acute market. Surgical centers, freestanding
urgent care offices, imaging centers, laser centers, and other such services are mushrooming and
are increasingly established in commercial shopping centers catering to consumer convenience.
Consequently, healthcare functions are ubiquitous and penetrate the marketplace.

NCR-CIP 9 Health Services Sector Report



.DishcedCdmbia DMa\'y.'awd |:| Virginia
Total: T72

=142
18% H=142

H=230 0%

sa9 H=400

NCR Retail Pharmacy Points of Service

Figure 4: Retail Pharmacies within 50 Mile Radius

The per capita distribution of retail pharmacies is one per 3,967 for the District, one per 4,394 for
Maryland, and one per 7,639 for Virginia. The Strategic National Stockpile (SNS) Program,
managed jointly by Department of Homeland Security and Health and Human Services, is a
repository of antibiotics, chemical antidotes, antitoxins, life-support medications, 1V
administration, airway maintenance supplies, and medical/surgical items. “Push packages”
consisting of a broad array of these general supplies are designed for rapid delivery within 12
hours to the site of an attack. This stockpile is assembled to address a range of threats and is
intended for the early hours of an event. These push packages are positioned in strategically
located, secure warehouses ready for immediate deployment to a designated site within 12 hours
of the federal decision to deploy SNS assets.

Significance of Health Services Sector for NCR Economy Healthcare is the largest infrastructure
in the developed world, and its proportion of the economy is increasing rapidly as the
demographics shifts to an aging population.” Hence, this sector needs to be understood for its
sheer economic dimensions. Although there is no precise data available to measure the economic
dimensions of healthcare in the NCR, it is certainly a dominant and leading economic enterprise
of the NCR. Loudon County, in an internal economic development study, estimates the annual
healthcare revenue for the Washington, D.C., metropolitan area to be in the range of $21 billion.
By comparison, Loudon County, for the period of this study generated annual healthcare revenue
of $365 million.®

The direct and indirect economic impact of healthcare of the sector is enormous.® The health
sector not only contributes greatly to the health of the community, but also to the economic
welfare and security of the community.

Given the absence of direct economic metrics for the NCR healthcare sector, an analog study is
used to inform a regional perspective of the economic significance of healthcare for the region.
In a study conducted in metropolitan Milwaukee, (including counties Milwaukee, Ozaukee,
Racine, %nd Waukesha), on the regional economic impact of 24 hospitals, statistics and findings
include:

o Metro Milwaukee hospitals had 36,483 employees in 2001; spending by these employees in
the local economy supported an additional 45,348 employees; and total area employment
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attributable directly and indirectly to the hospitals was 81,831, which is equivalent to 9.5% of
total 2001 employment in the four-county area.

« Hospital payrolls created about $1.24 billion in gross income for hospital employees;
disposable income spent and re-spent in the local economy generated another $1.23 billion in
incomes for other workers; direct and indirect incomes generated by hospitals created a total
contribution of $2.46 billion in personal income, which was 8% of the four-county gross
income totals in 2001.

The conclusion justifiably reached is that healthcare is not only vital to the health of the region,
but is vital to the region’s economy. A similar study of the economic role of the health services
sector is a recommended follow-on activity.

1.2 Review of Authorities

The health services sector is an open system of loosely articulating parts. Further, it is enmeshed
in a tangle of local, state, and federal regulations. A typical health services organization, for
example, fills out regular compliance reports and has a steady stream of licensing and
surveillance/site inspection visits; and its professional workforce is subject to a spectrum of
professional specialty and state board oversight.

This sector is experiencing a flood of emerging policy, generated by both state and federal
legislation, as well as, voluntary accreditation agencies. Policy gaps, conflicts, and unintended
consequences are numerous. Accordingly, many of the policies, standards, and regulatory
requirements have substantial cost burdens and implications.

The illustration (Figure 5), prepared by the American Hospital Association, conveys the maze of
authorities.
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Figure 5: Authorities Regulating Hospitals

This regulation “maze” illustrated in Figure 5, is the dominant driver of standards compliance in
health services organizations. The Joint Commission on Accreditation of Healthcare
Organizations (JCAHO) is the nation’s predominant health care standard-setting and accrediting
body. The commission is a not-for-profit, private sector entity founded in 1951; its mission is to
improve the safety and quality of care provided to the public.

The JCAHO accredits approximately 18,000 health care organizations. These include a majority
of hospitals in the United States. In addition, its accreditation programs provide quality oversight
for home care agencies; ambulatory care centers, and offices whose services range from primary
care to outpatient surgery; behavioral health care programs; nursing homes; hospices; assisted
living residencies; clinical laboratories; and managed care entities.

NCR-CIP 12 Health Services Sector Report



In recent years, JCAHO has required health care organizations to address disaster preparedness
standards. These initially focused on natural disasters such as tornadoes, floods, hurricanes and
earthquakes; and on accidents such as power plant failures; chemical spills, and fire-related
disasters.™

Organizations are required to develop internal response plans and conduct periodic staff drills to
determine that these plans actually work. In fact, a condition or standard for accreditation is that
internal emergency response plans are developed and tested through periodic drills. During on-
site surveys, surveyors review these plans as well as the results of the staff drills.*?

Recent modifications were made to the commission’s emergency preparedness standard.™®> These
require: a four phase plan that incorporates a community perspective and addresses mitigation,
preparedness, response and recovery; an “all hazards” approach including an assessment of the
relative potential of array of natural, accidental and malicious threats, and an assessment of
healthcare organizations vulnerabilities in light of these threats; and participation in at least one
practice drill.

This NCR health service sector project is responding to these requirements for more
sophisticated planning and preparing by addressing the need for practical tools and methods that
can be utilized by healthcare organizations. The expected outcome is to meet these standards and
to address critical functions. More on these steps is discussed later in this report.

1.3 Mapping of Interdependencies

There is no existing satisfactory definition, characterization, or map that embraces the full scope
of this sector. In short, its constituent parts are interdependent, and in turn, the sector itself has
many critical interdependencies.

Water, power, communications, and transportation are vital to operations. Consequently, the
sheer number and kinds of constituent elements of the “system” make construction of a practical
schematic or map elusive. Moreover, upstream and sidestream relationships are relative to the
perspective and type of healthcare organization under consideration; these combinations and
permutations are too intricate to map clearly.

For this study, Table 7 was developed by the project team. It lists elements and groupings of
sector relationships and interdependencies. The table has four major components, each populated
by a complex set of elements.**

This complex web of upstream supply chains, with increasing “just-in-time” practices, make this
sector vulnerable and incapable of standing alone for any significant period of time. Electricity,
food, and water are essential for sustained operations. In particular, loss of water is catastrophic
for healthcare. It is essential for surgery, sanitation and for drinking. Moreover, without water,
dialysis facilities would be immediately out of service. While some hospitals have wells, others
are considering the purchase of tanks for reserve water.

Nearly all facilities have for the capability to generate electricity for a brief period of time.
Without a total loss of utilities, hospitals project self-sufficiency of about one week. And most
will have a total failure if loss persists beyond a couple of days.
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Interdependencies quickly surface in a broad array of vendor and supplier relationships. For

instance, clean laundry and linens are a vital need; networking with reference and public health

labs is essential to patient care and interdependencies with blood banks, reagents, and
pharmaceuticals is critical. In short, the upstream dependencies are extensive and complex.
Normal operations depend on relatively uninterrupted and predictable transportation and

communication.

Physicians
Emergency
Infectious Diseases
Trauma Specialists
Plastic Surgeons
Occupational Health

Nurses

Emergency
Infection Control
Public Health

Epidemiologists

Laboratory Scientists

Microbiologist
Toxicologist

Radiation Specialists

Pharmacists - Hospital

Pharmacists — Community

Administrative

Allied Health

Veterinarians\Animal Tech's

Dietary

Housekeeping

Security

Tertiary Medical Centers

Hospitals

Clinics

Surgicenters

Urgent Care Centers

Group Practice Offices

Professional Offices

Long term Care Facilities

Treatment Centers

Paramedic Stations
Mobile Trauma Units
Flight Units

Pharmacies

Distribution Facilities

Medical Waste Management

Laundry and Supplies

Dietary Supply

General Vendors

Transportation services

Local health related

businesses

Biomedical R&D

Animal Facilities

Mortuaries

Health Boards
Clinics

Home care
Epidemiology
Sanitation
Inspection
Licensing

Relief & emergency
services
Nutrition
Education

Child & Mat. Health
Social Services
Laboratories
Workmen-Comp.
Blood banking
Others

Police

Fire

EMS

Hazmat

Food Production
Information Systems
Power

Water
Communications
Transportation

Fuel

Chemical
Radiological
Pharmaceutical
Biotech

NGOs

Shipping

Financial
Management
Insurance

Civic Groups
Professional Groups
Faith based Groups
Hotels

Restaurants
Medical Tourisms
Spas

Vendors

Others

(NOTE: Elements incorporate the essential services of public health, which were developed in 1994 by

representatives of ASTHO, NACCHO, the Institute of Medicine, the Association of Schools of Public Health, the

public Health Foundation, the National Association of State Alcohol and Drug Abuse Directors, National

Association of State Mental Health Program Directors, and the U.S. Public Health Service.

Table 7: Health Services Sector Schematic

2. State of Security Assessment

15)

Following a series of interviews and consultations, focus groups were planned and implemented
to gain a perspective of the sector’s “state of security.” Participants represented the District of
Columbia, Maryland, and Virginia. Also represented were hospitals, nursing and rehabilitative
facilities, ambulatory clinic services, and public health agencies. In addition, personnel with job
specialties key to weapons of mass destruction also participated including administration, human
resources, epidemiology, infection control, clinical laboratory specialties, nurse practitioners,
emergency physicians, healthcare information systems specialists, and facilities and security
management.
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2.1 Focus Group Results

All participants were asked to rate, independently, their perception of the likelihood of another
WMD attack in the region. See Figure 6 for the results. As indicated, consensus is that another
attack is not a matter of “if,” but rather of “when.” However, over time, the sense of urgency
decreases.

Many believe that the likelihood of future attacks is rated high primarily because of the “high
value” on NCR targets. Although health services organizations are not considered by themselves
the most likely terrorist targets, those near targets would constitute collateral damage. A greater
concern is that healthcare organizations will be quickly overwhelmed by terrorist events.

Some participants see healthcare organizations as “soft targets” and, believe there is better way
to demoralize and terrorize a community than to attack its health services.
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0.20 4

0.15 4

Percnet
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Figure 6: Rating Scale: a WMD attack in the NCR is--
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Figure 7: Rating Scale: if there is an attack, | am personally and professionally--

Next, participants were asked to rate, independently, how well they were prepared for attacks,
both personally and professionally (see Figure 7). Those working in large hospitals and
government public health agencies judged themselves better prepared than individuals working
in settings such as nursing and ambulatory clinic facilities.
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Figure 8: Rating Scale: How well is your organization prepared?
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Participants were then asked to rate, independently, how well their organizations are prepared for
attacks (see Figure 8).Again, hospitals were judged better prepared than other types of
organizations. These findings are consistent with those of the General Accounting Office August
2003) report on hospital preparedness.'® Other focus group questions addressed familiarity with
concepts of “critical infrastructure protection,” “vulnerability assessment” (Figures 9 and 10) and
“risk management,” (Figure 11) as applied to hazards and threats.

Hospital professionals from the focus group indicate awareness of the basic concepts of critical
infrastructure protection (CIP), vulnerability assessment (VA) and risk management (RM).
Further, their knowledge of CIP was slightly more than with vulnerability assessments. It
appears that the lines between vulnerability versus threat assessment were blurred Moreover,
professionals from facilities other than hospitals were even less familiar with the concepts and
application of protection, vulnerability and assessments; although many were familiar with
specific VA tools such as Kaiser and FEMA instruments. This perhaps infers that these tools are
the most frequently used.

Risk management in the health services sector is historically related to reducing the impact of
medical mistakes and managing the liability of accidents and malpractice. Hence, the application
of risk management or mitigation to address vulnerabilities is a relatively new function and
purpose. Exceptions, however, are those organizations that have experienced natural disasters.
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Figure 9: Familiarity with Critical Infrastructure Protection (%)
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Figure 10: Familiarity with vulnerability assessment
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Figure 11: Familiarity with risk management applied to hazards and threats
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Figure 12: Organizations addressing infrastructure protection/preparedness
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Figure 13: Organizations addressing preparedness planning

Beyond simply indicating recognition of the concepts, many report their organizations are
addressing them in some fashion, though hospitals are further along than other facilities (See
Figure 12). Focus group participants discussed preparedness planning as a condition of
accreditation. Even though most have developed a plan for accreditation review, they view them
as inadequate and untested (See Figure 13).

In most organizations, roles and responsibilities for in-house routine and emergency operations
are established. Yet, the content of these responsibilities varies as a function of specific specialty
or management responsibilities.

Disaster planning processes/vulnerability assessment activities are reported as being conducted
mostly by external consultants and by upper level administration. Department units and middle
managers considered themselves only marginally involved in these tasks (See Figure 14).

Most see their organizations having established criteria defining “critical”” functions in the event
of emergency (See Figure 15). Hospitals, led by experienced emergency departments, have an
established base of experience in addressing emergency events presenting from the community.
Critical elements of a response system are identified for the early and immediate phase of crisis
planning. The problem presented by WMD'’s of most concern is one of scale and scope.
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Figure 14: Organizations addressing vulnerability plans
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Figure 15: Organizations defining critical functions

Focus group participants rated threats listed on the Kaiser Medical Center Hazard and
Vulnerability Analysis'” according to issues of most concern. Chronological rankings are:

Snow and Ice

Biological agent

Sever Storm and Chemical
Radiation

Epidemic

Bomb

I
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7. Hurricane
8. Extreme Temperature
9. Tornado

In discussion, participants expressed concern that water, food, and air source contamination are
other important threat possibilities. Similarly, disruption or destruction of information system is
seen as a considerable threat. The following are the tools and resources used in vulnerability
assessment and preparedness planning:

e Safety Committees

e Kaiser HVA Tool

e Military Board HVA Tool

e Virginia Department of Health Data
e JCAHO Documents

e  Mitroff Vulnerability Model

e Landesman Vulnerability Model
e American Red Cross Analysis

e C.D.C., Website

e DHS Website

e FEMA Website

e MEMA Website (Maryland)

According to nursing facilities personnel, they use tools supplied by government health
departments. On the other hand, most hospitals—that all have safety committees—mostly use the
Kaiser tool. Hence, JACHO training and resources related to the accreditation process are
important aids. Training is often conducted via Web sites.

The need for standards was expressed in focus group deliberations. Existing standards are
frequently inconsistent such as recommended distance of parking from buildings. Interest was
expressed in participating in developing and testing standards. The participants affirmed the
primary “driver” for VA and preparedness planning is accreditation (See Figure 16).
Accreditation is obligatory to participate in federal, state, and private care reimbursement
systems.

NCR-CIP 21 Health Services Sector Report



100
90
&0
i)
60
a0

30
20
10

“ T T

Threat Federal & State JCAH O
Urgency D emands

MCR Health Sector
Focus Group Boestions
[Feb 2003]

Figure 16: Motivation for vulnerability assessment and preparedness planning

As a summing up exercise, the focus group discussed their most practical concerns in the face of
an attack. Responses include the most frequent threat concerns:

e Maintaining organizational self-sufficiency for a reasonable period of time, ranging from
three to seven days.

e Losing water, food, and electricity.

e Handling the surge of causalities and “worried well.”

e Changing workforce behavior in the face of a major community-wide crisis.

Many hospitals are funded to purchase an array of emergency related equipment, but this is
perceived to be without an overarching plan or priority. In contrast, smaller hospitals and
healthcare organizations that may need funding the most do not have the staff, time or expertise
to compete against others. To date, any grants are not perceived as related to risk management
activities and planning, rather are for hardware and equipment. Funding, to sufficiently support
vulnerability assessments and preparedness planning, is lacking. These views, consequently, are
supported by congressional studies and newspaper accounts.

VA and RM activities have a primary relationship with community preparedness, but not directly
to patient care. In fact, patient care reimbursement policy continues to become more rigorous to
weed out charges not directly related to patient care. The net effect is that preparedness planning
is viewed as yet another unfunded or under-funded mandate similar to uncompensated care.

Further, the funds that are available are viewed as not being invested collaboratively with a broad
region perspective. Likewise, a consistent planning methodology with shared regional priorities
has not been crafted. While many organizations have plans “on paper,” failure of individual
organizations is predicted--some within a day or two of a crisis event and others if a crisis
extends beyond a week.

Although, tabletop exercises and community drills appear to be the methods most used to test
threat scenarios and response plans, many view them as having limited value. The perception is
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that tests and drills may be artificial and will therefore not translate well to an actual community
crisis. Also, drills focus on first-responder and EMS elements and do not embrace the scope of
problems that may be encountered by the whole of the healthcare organization through all phases
of recovery.
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Figure 17: Organizations talking about failure and failure prevention.
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Figure 18: Organizations discovering mistakes, errors, or vulnerabilities

Healthcare professionals believe their organizations as open to discussing the possibility of
failure and of methods for preventing failure (See Figure 17). In light of the national campaign to
reduce medical errors, healthcare organizations are working to create environments where
mistakes may be admitted and discussed. Hence, mistakes are likely to be freely discussed (See
Figure 18). In addition, these organizations have created risk management policies, procedures,
and processes for addressing errors.
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WMD training is considered a top priority and primary need. Consequently, emergency
department physicians and staff of larger hospitals, and hospital-wide systems, are spearheading
WMD response planning and training post 9/11. A region-wide, Web-based training program
was organized and implemented by a group of cooperating hospitals. These resources are
available for all staff. Some hospitals have made them mandatory through brief training modules;
PowerPoint presentations; voiceover, incorporating videos; and interactive quizzes that are
submitted for continuing education units (CEU’s). Those organizations without training
initiatives are the non-hospital organizations.

A number of regulatory bodies exist on which the healthcare sector has critical
interdependencies. In rank order, by the focus groups, these are:

1. Law Enforcement

2. C.D.C.

3. County Health Department and ESS
4. City Health Department

5. State Health Department

Fortunately, there is a sharp and strong perception of the need for collaboration See Figure 19).
A growing vision is a neutral forum that focuses on VA and preparedness, that transcends
jurisdictions, disciplines, organizations, and that also includes other interdependent infrastructure
sectors. Some collaboration already exists informally along the lines of disciplines and
specialties. And other examples of sharing resources and collaboration include the regional
training curriculum shared by several hospitals, and the partnership between and among
suburban hospitals in Maryland, the NIH Clinical Center, and Bethesda Naval Hospital.
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Figure 19: Organizations prepared to effective collaborate
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3. Risk Reduction Programs and Processes

3.1  Recommended Programs
The development and design of a health services sector “command and control’ utility model:

e A major sector level vulnerability is immediately apparent: the lack of a healthcare regional
“command and control” function. The default in times of community crisis is the emergency
services sector (ESS). The health services sector interface with ESS runs functionally through
hospital emergency departments and their emergency physician contractors. Such an
alignment of sectors and deployment of health service sector resources falls short of a full
cognizance of sector needs and optimal utilization of healthcare resources. Hospital-based
emergency services are the vital front-line. Further, these are the urgent assets during the first
hours of response; however, the healthcare sector has numerous other resources that should be
included, as soon as possible, to the mid- and later phases of response and recovery in order to
assure maximum community resilience. A more public health-centered and less hospital ER
centered approach is needed, with planning that extends into the mid- and later stages of
restoring the health of the community.

The design and evaluation of a neighborhood modular sufficiency plan based upon commercial
shopping patterns:

e Neighborhoods are the building blocks filled with relationships of the community. Conscious
efforts to build and strengthen these basic blocks (or modules) are an essential step in
achieving preparedness.

e The commercial nucleus and “21* Century Commons” for neighbors is the local shopping
center.

Typically, these centers are the location for a spectrum of healthcare services:
e Pharmaceuticals
e Emergency
e Primary care

e Dental
e Rehabilitation
e Urgent

e Basic laboratory
e Basic radiology

A variety of trained healthcare providers work day to day at these locations:

e Paramedics, EMT’s

e Community Pharmacists
e Physicians

e Dentists

e Nurse Practitioners

» Physician Assistants

e Office Nurses

NCR-CIP 25 Health Services Sector Report



» Medical Assistances
» Rehabilitation
e Frequently, governmental emergency medical services are immediately adjacent. And in all
cases, they are located near shopping centers. Exploration, evaluation and a formal “proof of
concept” would require:

1. Developing a complete technical description of the essential elements and features of a
neighborhood shopping center centric preparedness module.

2. Modeling for one county, via neighborhood grids as defined by shopping center health

support elements.

Modeling for one county the neighborhood dispersion of healthcare professionals.

4. Developing and defining possible principles of organization—*“command and control”

features.

Consulting and obtaining recommendations of basic infrastructure sector experts.

6. Using expert panels to conduct a “Strength-Weaknesses-Opportunities-Threats” analysis
of the neighborhood plan.

7. Exploring tax and other incentives that would encourage business and professional
participation.

8. Developing recommendations for implementing a prototype for one county for its
evaluation.

w

o

Develop a NCR regional healthcare professionals credentialing system:

e Standardization and interchangeability of healthcare personnel across all jurisdictions and
organizations would make a significant contribution to preparedness. Such a database would
identify a 24/7 perspective of the relative location and dispersion of personnel within the
NCR. The idea is to “standardize” the workforce across the region in some manner. This
would involve significant computerized database and policy reconciliation between and among
jurisdictions. In addition, alternative assignments could be developed on a “closer to home”
principle.

WMD Workforce 21% Century Training Digital Resources:

e Weapons of mass destruction were added to the list of potential threats to the health, welfare,
and survival of our communities. The health services sector of the community is vital to
minimizing deaths, mitigating injury, and to the resilience of our communities. The most
critical asset of the health services sector is its professional workforce. Research and analysis
of recent professional literature indicates that the health services workforce is unprepared and
untrained in managing the anticipated list of biological, chemical and radiation threats.

e Traditional geographic class-room strategies are too expensive and would take years. Twenty-
first Century visually driven communication and information technologies must be employed
to deal with the scale of this challenge. This proposal asserts highly visual instructional
resources expressed in digital formats (CD, DVD, Web based) that can be distributed for many
different platforms and that can be used as stand-alone self study, to supplement numerous
other bio-defense training programs, or as “instruction objects” to clip and insert into
conventional class-room training.

Development of citizens-as-first responder training and information resources:
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e New frontiers must be explored that move beyond printed materials and utilize more advanced
media resources to communicate with the citizens. Communicating and understanding risks,
and educating citizens in proper responses, especially in the case of bioterrorism, should be
emphasized. An approach to bio-defense education and training could be to provide
information on how to deal with public health emergencies and disasters without dwelling into
the biological intricacies of bacterial and viral behavior. Information can be presented in a
succinct fashion, categorizing the routes of infestation and means to protect against them.
Wide- spread communication and training resources designed for utilizing 21** Century media
and methods are essential to reaching the meaningful numbers disbursed over vast geographic
areas.

3.2 Recommended Process Improvements

Field study of NCR-developed vulnerability assessment and risk reduction planning methods and
tools: (Phase 2):

This study would be an implementation of the healthcare organization assessment tools and
process developed in the current phase of the project, labeled “Phase 1.” Phase 2 will be the
“field test” of the concept and tools in healthcare organizations.

Risk reduction strategies flow logically from a correct identification and assessment of threats,
weaknesses, and consequences. A factual and complete understanding of sector-level
vulnerabilities must proceed from an accurate appreciation of the vulnerabilities of the
organizations that populate the sector. Suggested is a “bottom up” approach of focusing efforts
on assessing 10 community health services organizations. This is the most valid and rapid route
to building a frame of reference for a penetrating assessment of sector or “systems” level
reduction planning. (The Vulnerability Assessment/Risk Reduction Planning Tool may be
reviewed in Appendix A).

A primary effort of Phase 1 was the evaluation and development of a process and tools to assist
community-based healthcare organizations to improve vulnerability assessments and risk
reduction preparedness planning. This effort was initiated after reviewing numerous open-access
risk management systems.'® These reviews concluded that the development of a process and a
new tool to assist in the assessment of critical functions was needed to complement available
tools for threat assessment, and facilities and buildings vulnerabilities assessments. (The tool
and a full description and discussion of the methodology employed to develop the proposed
process and tool is presented in Appendix A.)

The process and tools identified and developed in Phase 1 will be applied in the field for a
practical number of community hospitals and nursing facilities. The objectives are: 1)
Establishing and analyzing (systematically) patterns of vulnerabilities across NCR health
services organizations. The study will combine the application of the NCR tool along with the
Kaiser Threat assessment tool, and the FEMA Publication 246 checklists. 2) Testing and
refining the application of the vulnerabilities assessment/risk solutions preparedness planning
methodology and process of the tools 3) Documenting common training and workforce policy
needs and 4) Identifying common risk solutions that fall outside the scope and budget
capabilities of health services organizations.

3.3  Regional Governance and Collaboration
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In general, and certainly for the health services sector, the challenge of regional governance is a
vexing problem with frustration on many fronts. Solving it solely for emergency preparedness
and resiliency strategies is probably unrealistic. It is a much deeper and more complex issue.
Therefore, “work around” solutions may be all that is achievable: yet, mobilizing for defense
against a common threat does have enough appeal to mobilize and motivate community
members.

Sector focus group participants perceive a constructive role for a NCR collaborative forum.
Hence, a new neutral forum should be established to focus on risk management and preparedness
that cuts across jurisdictions, disciplines and organizations, and facilitates communications and
collaboration.

Some collaboration already exists. For instance, peer-to-peer relations were developed
informally along the lines of disciplines and specialties. And Northern Virginia has organized a
hospital alliance. Other examples of resource-sharing and collaboration include the regional
training curriculum, shared by several hospitals; and the partnership between suburban hospitals
in Maryland, NIH Clinical Center, and Bethesda Naval Hospital. Accordingly, other healthcare
organizations can support other organizations and the sector during periods of crisis.

3.4  Addressing Dependencies

The health services sector demonstrates fundamental dependencies within the sector, and upon
all other sectors. Intra-sector dependencies include multiple networks of supply chains, vendors,
and professional practitioners. Laboratory reagents, medical isotopes, blood products, and
laundry, are representative of the supplies consumed by the healthcare organization, yet
inventories are suppressed in favor of “just-in-time” pipelines.

Food services and housekeeping are vended to outside contractors. Moreover, healthcare
practitioners fan out across the region practicing in supporting operations of multiple
organizations; and medical waste is managed by highly regulated haulers. Interruptions in these
arrangements during crisis can bring, within a relatively short period, services to a halt and
threaten the health of those served by the sector.

Dependency on other sectors is characteristic of the health service sector. For example,
electricity and water are essential. Most hospitals with in-patient services have some capacity
for short term electricity generation and some small store of water; however, most can operate no
longer than 24 to 48 hours. On the other hand, nursing homes and other community based
facilities have no ability to operate on their own. Also vital are transportation access and
communications. Further, receivables and payables are predicated on a sophisticated set of
relationships with the government and private insurers.

In particular, as discussed in an earlier part of this report, effective communication between the
ESS and health services sector needs to be explored and developed. The health services sector,
under the leadership of its public health constituents, can develop a response for the mid- and
later phases of recovery.

It is essential that all points of intra- and inter-sector dependency be identified, for at these
points, the sector and its constituents are vulnerable. To this end, organizations housing patients
should strive for independent and self-sufficient operations. The targeted length of self-
sufficient operations needs to be developed as a standard by the region.
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3.5  Measuring Effectiveness and Managing Continuous Improvement

Measurement implies defined objectives and agreed upon benchmarks. To date, these have not
been established for the region. Within the framework of this study, the following objectives are
suggested and, if accomplished, could serve as benchmarks to measure preparations
effectiveness:

e The development of a practical sector “command and control” mechanism with a sensible
interface with emergency services sector and a merging and blending of the first-responder
ability with a phased longer term perspective of the recovery process led by a strong and
integrated public health competence. This includes developing redundant and
interoperable communications links, procedures and establishing networks.

e Mutual arrangements established with contiguous regions’ governments and healthcare
organizations that address evacuation, support services planning, and memorandums of
understanding with backup facilities.

e The identification and elimination of policy gaps and significant harmonization of policies.
Included is blending military and civilian emergency and recovery assets and workforce.

e Improved understanding of workforce behaviors that buttress practical plans for periods of
crisis.

e Mechanisms, training and agreements in place for expanded emergency roles for a range of
health professionals, regional credentialing endorsements of healthcare professionals, and
region-wide database of healthcare professionals.

e Development of multidisciplinary “situation alert teams” within healthcare organizations
who have: participated in threat and vulnerability assessments of facilities and functions;
have risk management plans and actions; and who can lead self-sufficient operations for at
least 48 hours.

e Professional and citizen expectations calibrated by training and mass media
communications for medical and healthcare rendition in emergency conditions.

e Mapping of county and district neighborhood/shopping pattern grids or modules designed
and evaluated for effectiveness and efficiency in supporting neighborhood sufficiency.

e A network of regionally scattered, shared-warehouse stockpile sites served by redundant
transportation routes.

A program of continuous improvement will require significant regional participation and
commitment to objectives, periodic assessment of success, and identification of barriers, to
advance objectives. Thus, it would necessitate a regionally dedicated operations team to
support and conduct studies, to provide “feedback” into the system in allocating resources and
taking actions to stay on course toward achieving objectives.

4. Conclusion

The health services sector is in the early period of unfolding the realities of malicious threats.
Many findings and recommendations were discussed in the Executive Summary and the
subsequent report and will not be repeated here. These findings and recommendations offer
direction for future actions and for further investigation.
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There are, however, three underlying and fundamental challenges toward improving the
preparedness of the NCR. Acting on any of these three has a value, with or without future
attacks.

o Effective Regional Collaboration and Governance: Over the past four decades, there have
been numerous efforts to improve the regionalization and integration of the health services
delivery. These efforts include:

0 Regional medical programs
o0 Comprehensive health planning
0 Area health education centers

These programs had varying degrees of success. But, those programs that have proved the most
vexing are the ones that straddle geopolitical demarcations. Therefore, perfecting regional
governance strategies in such demanding contexts will only help to improve progress in all
sectors.

e Strategic Planning for and Investment in a 21% Century Public Health Infrastructure: A
strategic plan and investments in a regional, robust public health infrastructure is essential.
The threat of WMD’s may be to the nation’s healthcare system what “Sputnik” was to the
space race--results could well be the advancement of inter- and intra-infrastructure
collaboration among all critical sectors. More research, along with wise investments in
identifying vulnerabilities and developing practical, effective, and efficient public health
resources and response behaviors, will make a significant contribution to community health
standards and competence whether or not there is another WMD attack. Historically, public
health investments made momentous contributions to life, longevity, and quality.

o New Models of 21* Century Population Medical and Healthcare: A third area of future study
is population-level, community-focused medical and health-care delivery. Such approaches
capture the potential of information and communication technologies and follow in the wake
of and with the momentum of commercial consumer trends and retail innovations. These
stress greater consumer participation, decision-making and personal responsibility, and
availability of discounted services, products, technical support, information, and “do-it-
yourself” training. Such innovations may have significant implications for the soaring cost of
healthcare.
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APPENDIX A

Healthcare Organization
Guided Vulnerabilities Assessment
& Preparedness Planning

T.F. Zimmerman, PhD, Arnauld Nicogossian, MD, and
Stephen H. Stewart, DrPH

NCR Project
Health Services Sector

May 2005

The following methodology and checklist have not yet been field-tested or
validated, and no endorsement or approval by any private or government
agency is implied.
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Introduction

“9/11” raised the specter of new threats to the United States, its health services organizations and
its citizens. An enormous web of health service organizations and professionals form one the
community’s most essential infrastructures. Each organization within this web confronts a broad
range of hazards---traditional natural disasters plus new threats of malicious terror.

Normally, individual health services organizations are focused internally and on immediate
patient care responsibilities. However, in the face of community crisis, a broader and external
public health role and synchronization with community-wide directed response is vital to the
welfare and survival of the community, its institutions and its citizens.

This all- hazards tool is designed to be used to assist a healthcare organization in:

1. Developing an organization wide all hazards situational awareness focused on
critical functions and policies.

2. Performing a comprehensive, systematic, and continuous exercise to identify and
evaluate potential points of vulnerability as a foundation for then developing risk
management solutions.

This tool is intended to be used along with other tools such as the Kaiser Permanente Medical
Center Hazard and Vulnerability Analysis tool.*® The Kaiser tool is particularly useful in
assessing an array of naturally occurring events, technologic events, human events, and hazmat
events. It provides a practical method for estimating the risk of such events for a particular
organizational setting. A second additional recommended tool is the FEMA Reference manual
to mitigate potential terrorist attacks against building (Publication 246). While it is intended
audience for the architects and engineers and is building or facility focused, it is a good guide for
the evaluation of facilities vulnerabilities.

The process steps presented are drawn from strategic planning methods. The functions focused
vulnerabilities checklist is based on an analysis of a wide variety of assessment systems, from
experience of health services organizations in coping with disasters, and items that reflect the
concerns expressed in the literature contemplating the menace of weapons of mass destruction.

This guide is intended for a typical community health services organization or practice. A
tertiary medical center with the typical range of academic affiliations possesses the skill sets and
resources most community based organizations and practices do not. While most of the elements
of the process and checklist comprising this guide can be found elsewhere, the goal is to bring all
the tools in one place for ease of access and use.

The guide is designed as an instructional process for the “learning organization”. The premise is
that the time devoted will not be wasted even if there is never an attack. An investment of effort
by a team drawn from across an organization to study its vulnerabilities and develop plans to
mitigate risks will strengthen and “harden” the organization and make it a more vital and
resilient asset to the community.

e  Partl. Presents a step-wise process for a team assessment to generate an agenda
of prioritized list of vulnerabilities as a foundation for developing risk solutions
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strategies. The premise is that a comprehensive assessment of potential security
gaps and weaknesses is the foundation for preparedness planning and more
effective risk management. This is the focus of the tool.

e  PartIl. Provides a guided assessment checklist of known points of vulnerability.

The goal of this tool is to provide a useful guide for vulnerability assessment/risk management
that can be incorporated into the on-going activities of a healthcare organization and provide for
a database for assuring effective preparedness planning. The tool will aide a healthcare
organization in complying with the JCAHO Emergency Management Standards.

PART I. ORGANIZATION OF THE PROCESS

The role of a guided review of potential vulnerabilities is similar to the use of systematic
checklist practices in aviation. These checklists are developed to encompass points critical to
flight operations and include points of documented critical failure. A checklist is organized by
major clusters of considerations. e.g., weather, planned route of flight, the airframe, the power
plant, communications and navigation instruments, and crew status. The checklist items are
intended as probes to trigger thought, preparation, and assure “situational awareness”. They give
surety to careful and systematic deliberation and planning to mitigate untoward events and
preparedness for such events should they occur.

The suggested VA/RM process for healthcare settings is also organized around major clusters,
each populated by a series of specific items of concern. These clusters are:

Workforce

Facilities and Physical Security
External Interdependencies
Information Systems
Administration

This is an overview of the process showing a number of sequential steps and the relationship of
these steps. The top half of the schematic is related to assessment activities. The bottom half is
related to planning and preparation activities. The logic underlying is that careful and
comprehensive assessment is foundational to effective and efficient preparation and
preparedness.
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Assessment Activities
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Step 1: ldentifying and Building an Interdisciplinary Team:

A multidiscipline team is selected to develop and maintain an organization-wide “situational
awareness”. The number of members on the team will depend on the size of the organization.
A person from administration may be appointed to facilitate the team’s activities. Members for
the team should be selected for their specific skills and areas of responsibilities related to a
specific topic of analysis. Infection control and epidemiology, emergency care, security, risk
management, infection control, clinical laboratory, radiology, education, public relations, human
resources, information systems and facilities engineering are functions with particular relevance
to assessing points of vulnerability, and developing mitigation plans. The idea is to draw upon
all the resources and skill sets from across the organization. For some functional areas, and
particularly in smaller organizations, it may be helpful and necessary to bring external expert
consultants in for special assignments.

Step 2: Examining the 37 item guide and tasking team members:

In reviewing each item cluster, the key questions are; Who in the organization has the best
information? Who by training and experience has the required skill? This individual should be
assigned to lead the assessment of the item. The process itself is an active instructional
experience for the team and builds a network of security and situational awareness. While
consultants are frequently contracted to implement a vulnerability assessment, the vital
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information developed does not reside within the active awareness of the organization’s staff. It
too often leaves with the consultant.

Step 3: Describing and Documenting the Vulnerability

The assigned team members are tasked with the responsibility to describe concisely the
organization’s vulnerability and document the current condition of the organization in regard to
the vulnerability. These are to be brief descriptions and will subsequently be shared with the
entire team for a broader discussion and refinement, and then into a database for preparedness
planning.

Step 4: Ranking Priority and Consequence of the Vulnerability Based

After description and documentation, the team assesses and assigns a priority for each
vulnerability, a ranking of “1” to “9”, with “1” being the highest priority category. The method
of calculating and assigning the “priority” number is to evaluate both the degree of vulnerability
of the item as well as the consequences of a failure. The matrix may be helpful is making this
judgment.

Vulnerabilities Priorities Matrix

CONSEQUENCES

VULNERABILITY HIGH MEDIUM Low
HIGH 1 4 7
MEDIUM 2 5 8
LOW 3 6 9

Note: This step may be considered with threat assessment and threat probabilities estimations
developed utilizing the Kaiser tool. Vulnerabilities may vary as a function of particular type of
threat. This tool gives weight to WMD threats.

Step 5: Entering the ranking score on the Excel worksheet

The ranking scores are next entered for each of the 37 items on a formatted Excel worksheet.
Such a spreadsheet is illustrated on page 65.

Step 6: The Rankings are sorted from ““1”” highest vulnerabilities to “9”” lowest vulnerabilities

Using the Excel spreadsheet sort feature:
1. Select the column with ranking scores
2. Select “sort”
3. Select “ascending”
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This will automatically order the vulnerabilities from “1” through “9”.

This rank ordered priorities lists can provide an agenda and foundation for addressing and
developing mitigation strategies and the preparedness plan.

Brief Discussion of Developing Risk Mitigation Solutions and Preparedness Plan

With the database of vulnerabilities priorities, it is suggested that again the team individuals be
assigned the task of generating risk management options and mitigation plans for their area of
expertise. These recommendations may then be presented, discussed and evaluated by the team.

When all plans are assembled for all priority items, the team initiates a study of the relative
anticipated costs and benefits of each mitigation proposed solution. A simple tool provided to
assist in reaching order of magnitude estimation.

Cost —Benefit Assessment Matrix

BENEFIT
COST HIGH MEDIUM LOow
LOW A D G
MEDIUM B E H
HIGH C F |

These cost-benefit scores can be added to the worksheet in a column adjoining the V/C ranking
scores. The list of solutions can be sorted from the “low cost/high benefit” strategies to the “high
cost/low benefit” strategies.

At this point the teams work and recommendations are recorded in a database and ready for
submission to the administration for incorporation into the organization’ preparedness plan.

It is anticipated that many mitigation actions will require significant in service training.

Emergency scenarios and regional drills can test the plan and strategies. Further, the
vulnerability assessment\preparedness planning process needs to become iterative regularly
updating the assessment and the plan.
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Part I1: Guided Assessment Checklist of Known Points of Vulnerability

WORKFORCE

1. Review of employee and staff database:
Up-to-date list of all employees with phone\emergency contact information?
Vaccination records?

2. Examination of employment and staff policies and practices.
Background checks for potential employees before hiring?
Periodic criminal checks for existing employees?

Periodic checks of state licensing boards?

3. Review of policies and procedures for employees and staff called to military duty?
Legal rights of reservists and National Guard members?
Compensation/benefits for employees called to active duty?

4, Examination of employee policies and practices related to incidents
Compensation/benefits for employees who remain on the job during an incident?
Policy for employee who refuses to come to work during an incident?
Plan to transport personnel to and from work if roads and streets are closed?
Plan to mitigate the concern employees may have for their families” wellbeing?
Provisions for food, water and rest for employees?
Assistance to counsel employees and their families on life-crisis management?
Weapons at facilities policy?
Post traumatic stress assistance?

5. Assessment of employee, staff, vendor, contractor, and visitor identification systems
Photo-identification badges?
Biometric devices to control access to sensitive areas?
Periodic changes of keys and pass-codes?

6. Appraisal of employee protection plans and devices.
Communications equipment and protocol to rapidly report incidents?
Monitors for radiation, chemical or biological detection?

First-aid materials at worksites?

7. Analysis of employee and staff incident management training.
Personal preparation for coping with crisis
Handling a threat received in person, by phone, e-mail, mail or other means?
Procedures should an incident occur?
Whom to contact to report a threat or emergency?
Procedures for determining when and how to evacuate a building?
Employee training in security measures?
Training in emergency preparedness adopted plan?
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First aid training?

8. Appraisal of WMD professional continuing education needs assessment and methods:
Public Health Policy and Law
Healthcare professionals from respective practice disciplines:
1. Understand the public health significance and impact,
2. Comprehend the pathogenesis,
3. Recognize the signs and symptoms, and
4. Know the treatment management of:
Water safety threads
Food safety threads
Anthrax
Botulism
Plague
Smallpox
Tularemia
Viral hemorrhagic fevers
Emerging infectious diseases
Ricin
Sarin
Commercial Chemicals
Radiation
Methods: Classroom/seminar training, self-study, computer based training, satellite/Web
broaD.C.ast, video tape/ CD/DVD?

FACILITIES AND PHYSICAL SECURITY

9. Considered the openness of the perimeter of your facility or campus? Are physical
barriers warranted? Areas fenced and gated? Monitoring? Implications for handling
mass casualties? Worried well?

10.  Consider access to the campus, facilities and particular areas. Limited to employees and
person with a valid reason for being there?
Employee and staff method of identification?
Guards required?
Avre essential doors and windows locked? Are they of a necessary strength?
Evaluate your system of visitor control. Identification required? Escorted where
necessary? Sign in and out?

11. Evaluate the method of campus and facility surveillance.
Are buildings alarmed?
Can intrusion be detected?
Emergency doors alarmed?
Site monitoring by Closed Circuit Television?
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12.

13.

14.

15.

Uninterruptible power source for alarms and monitoring?

Adequate night lighting?

Emergency lighting for evacuation?

Public address system or other warning system for incident notification?
Blocking of views by trees and scrubs?

Review of Parking and Delivery Management

Is parking restricted to adequate distances from structures?

Are delivery trucks and vans inspected?

Designated areas for receiving and screening of mail/deliveries?

Assessing Hazardous Material Controls

Identification of hazards; isotopes, pathogens, and toxic chemicals?

Tracking to account for all hazardous materials received, used, and disposed?
Detection systems in place?

Information available to employees or others responding to hazardous materials?

Consideration of short term back up for:

Water reserve? Cooling? For human consumption?
Electricity?

Fuel?

Food in storage?

Evaluation of structural soundness and building(s) risk identification.

INFORMATION SYSTEMS

16.

17.

18.

19.

20.

Review of policies and procedures for governing Internet access and use.
Internal and external users access controls?

Implications of crisis for HIPPA compliance?

Emergency response plan for:
Total loss of telephony?
Total loss of radio?

Total loss of Internet?

Protection screening for network traffic:
Viruses?
Attack?

Modem:
Access to Wide area network (WAN)?
Attached to end-user desk top systems: secure LAN?
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21. Security architecture for external communications?

22. Vulnerability/penetration evaluations tests of network?

23. Local/backup power supply?

24.  Supervisory control and data acquisition system (SCADA):
Vulnerability\penetration tests of SCADA systems?
Secure locations for the SCADA system components?

25. Periodic scheduled identification\backup critical applications\data off-site ?

EXTERNAL INTERDEPENDENCIES AND CONTIGUOUS GEOGRAPHIC RISKS:

26. Evaluation and management of relationship with local Public Health authorities:
Contact names, phone numbers, and email addresses?
Frequent and current communication and consultation?
Laboratory findings protocols establish with public health labs?
Current with CD.C. food and blood borne pathogen surveillance protocols?
Familiarization with Public Health Crisis authorities?
Familiarization with pharmaceuticals stockpile plan?
Mutual aid agreements with other medical facilities
ESS support agreements
ESS response time

27. Evaluation and management of relationships with Emergency Management Services:
Contact names, phone numbers, and email addresses?
Police, Fire, and Transportation
Frequent and current communications and consultation?
Participation in regional response planning?
Participation in regional and community drills?
Participation in regional surge planning?
Clear on crisis “chain of command”?
Role of Emergency Department in regional response?

28. Evaluation and management of relationships with essential utilities:
Water: Contact names, phone numbers, and email addresses?
Recent consultation with utility?
Electricity: Contact names, phone numbers, and email addresses?
Recent consultation with utility?
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29. Evaluation of proximity to high value targets and high risk facilities?
Proximity to high value terrorist target(s)?
Proximity to inflammable fuel storage and distribution facilities?
Proximity to chemical plants?
Proximity to transportation routes conveying hazardous materials?

ADMINISTRATION

30. Review of leadership in crisis planning:
Crisis “Chain of command” plan for the organization?
Crisis triage protocols and management systems prepared and approved?
Patient capacity status monitoring and management?
Contingency plan for role in mass prophylaxis?
Designated secure location for management team and “call center”?

31. Evaluation of emergency preparedness plans:
Addresses mass casualty incidents involving biological agents-- influenza epidemics, new
emerging infections, or terrorist use of biological agents?
Coordinator designated to oversee all preparedness efforts
Credentialing procedures permit rapid recognition of credentialed staff from other
facilities?
Problems staffing under normal patient loads?
Protocols for cancellation of elective surgeries given mass casualties? Early discharge?
Participation in regional surge planning?
Memorandum of Agreement with extended care facilities? Outlying hospitals?
Antibiotics cached; Doxycycline, Tetracycline, Ciprofloxin, Levaquin, Gentamicin,
Tobramycin?
Critical Incident Stress Management?
Adequate morgue facility, staff, management policy in the event of mass fatalities?
Universal Precautions gear for personnel?
Decontamination capabilities?
Adequate supplies available from local or regional suppliers to be self sufficient for 48-
hours?
Established and reviewed?
Distributed and communicated?
Tested for workability?

32.  Assessment of Clinical laboratory capabilities:
In-patient laboratory staffed 24 hours a day, 7days a week?
Diagnostic capability: minimal identification? Identification, confirmation, and
susceptibility testing? Advanced laboratory capacity with some molecular testing?
Biosafety level (BSL) capability of in-patient lab?
Protocols for the handling laboratory specimens in the event of a biological incident?
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33. Appraisal of organizations epidemiological and infectious disease detection and
management capabilities:
Effective epidemiological and infection control capabilities?

34.  Consideration of assess to Critical Business Documents in the event of crisis:
Building drawings
Paper and electronic copies of emergency response information
Contact databases: (see External, and Workforce items)
Backup electronic files: (see Information System items)

35. Review of Financial Preparation:
Access to funds and investment records
Coordination with billing to assure continued operations
Maintenance of sufficient reserves to fund operations
Availability of contingency line-item for incident-response items

36. Evaluation of communication systems and methods:
Reliability evaluated for crisis periods?
“Call Center” designated, planned, and tested?

37.  Assessment of Patient and Media Communications planning:
Planning for crisis messaging? Communicating to calm public?
Culturally and linguistically appropriate messages?

Boilerplate press releases and public notices for media
Designated and trained spokesperson
“Responding to Crisis” community\citizens education program
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Vulnerability Assessment Worksheet

Employee and Staff Database

Employee and Staff Policies and Practices

Staff called to Military Duty

Employee policies related to incidents

Identification Systems

Employee protection

Incident management training

WMD education

Perimeter evaluation

10. Campus/facility access

11. Campus and facility surveillance

12. Parking and Delivery Management

13. Hazardous Materials control

14. Short term back up

15. Structural evaluation

16. Internet access and use

17. HIPPA compliance

18. Response plans for loss: telephony, radio, email

19. Protection screening for network traffic

20. Modem access and attached; WAN, LAN

21. Security architecture for external communications
22. Vulnerability/penetration evaluations tests of network
23. IT back up power supply

24. SCADA

25. Critical applications and data offsite backup

26. Relationship with local Public Health authorities

27. Relationships with Emergency Management Services
28. Relationships with essential utilities

29. Proximity to high value targets and high risk facilities
30. Crisis leadership planning

31. Preparedness plans

32. Clinical laboratories

33. Epidemiological and Infectious disease detection resources
34. Access to critical business documents

35. Financial preparation

36. Communication methods

37. Patient communication and Public media planning
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Yulnerabilities Priorities Matrix

CONSEQUENCES
VULNERABILITY HIGH MEDFMN LOW
. HIGH 1 4 7
Vulnerability Assessment Worksheet
JAEDILAA 2 ] 8
Low 3 6 9
HCR Health Service Sector
Project
V/C Score

Employee and Staff Database

Employee and Staff Policies and Practices

Staff called to Military Duty

Employee policies related to incidents
Identification Systems

Employee protection

Incident management training

WMD education

Perimeter evaluation

10. Campus/facility access

11. Campus and facility surveillance

12. Parking and Delivery Management

13. Hazardous Materials control

14. Short term back up

15. Structural evaluation

16. Internet access and use

17. HIPPA compliance

18. Response plans for loss: telephony, radio, email
19. Protection screening for network traffic

20. Modem access and attached; WAN, LAN

21. Security architecture for external communications
22. Vulnerability/penetration evaluations tests of network
23. IT back up power supply

24. SCADA

25. Critical applications and data offsite backup

26. Relationship with local Public Health authorities
27. Relationships with Emergency Management Services
28. Relationships with essential utilities

29. Proximity to high value targets and high risk facilities
30. Crisis leadership planning

31. Preparedness plans

CoNoORWNE
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32. Clinical laboratories

33. Access to critical business documents

34. Financial preparation

35. Communication methods

36. Patient communication and Public media planning

37. Epidemiological and Infectious disease detection resources
NCR HEALTH SERVICES SECTOR

Methodology and Discussion of the Development of the Vulnerability Assessment/Risk
Reduction Process and Checklist Tool

Vulnerabilities assessment and risk reduction for health services organizations has three primary
elements:

1. Assessing threats and gauging probabilities
2. Evaluating possible impacts of threat events on the physical plant, and
3. Appraisal of the impact on critical service functions.

In the case of critical health and medical services, resilience may depend more on protection of
critical functions than specific facilities. A comprehensive all-hazards approach to vulnerability
assessment therefore must address all three considerations.

FUNCTIONAL ASSESSMENT

A tool that has demonstrated its value for health services organizations in the threat assessment
is Medical Center Hazard and Vulnerability Analysis developed by the Kaiser Permanente
Foundation. It is being used extensively by many healthcare organizations and is part of JCAHO
training activities. This tool provides a practical framework and equation for arriving at a metric
to estimate the probability of known and historic threats. It guides a process of considering
property, human, and business impacts of each threat type. It, also, outlines steps for a
preparedness appraisal including both internal and external resources.
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A practical approach to evaluation of physical vulnerabilities is provided by FEMA in Reference
manual to mitigate potential terrorist attacks against building (Publication 246). The intended
audience for the publication is architects and engineers. Its purpose is to provide information to
mitigate the potential effects of terrorists’ attacks. Health services facilities are one of six board
groups specifically addressed by the advice and direction provided. The publication stresses that
the information is not mandatory and that not information is applicable to all buildings.

The first chapter of the FEMA Publication 246 specifically addresses methods of integrating
threat/hazard/value asset and vulnerability assessment information. In turn, this information
becomes the input for determining relative levels of risk. The logic is that those vulnerabilities
that are identified as higher levels of risk require risk mitigation measures. The Chapter includes
an assessment checklist that complies with best practices “based on current technologies and
scientific research.”® The checklist can be used to assess the vulnerabilities of existing
buildings considering specific types of threats.

Given that a suitable tool for assessing critical health services organizations policies and
functions was not found, a new tool has been developed by the NCR Health Service Sector team
for the assessment of critical functions. The logic and specifications for the new tool are
outlined:

1. Comprehensive across health services operations; emergency, laboratory, epidemiology
and infection control, radiology, human resources, hazardous materials management,
information systems, etc.

2. A process that sequentially focuses first on identifying and prioritizing a problems agenda
before addressing solutions.

3. Frames as an education and training process.

4. Uses a process to develop within an organization a multidisciplinary “alert team” trained

to maintain “situational awareness”.

Gives emphasis to workforce and Public Health.

6. Address communications with water, power, communications, emergency management,
and transportation supports.

Addresses JCAHO emergency standard for accreditation

8. Presents a non-technical “user-friendly” format.

o

~

Review of open-source Vulnerabilities Assessment/Preparedness Planning tools and Methods:

Existing methods and systems provide many important features and items that have been
incorporated into the NCR Healthcare organization tool. Years of experience coping with an
array of natural disasters has been instructive in developing approaches to vulnerability
assessment, risk management, and to associated metrics. While every system has some
relevance, no one system meets the criteria of this project.

The following lists open-access systems and tools reviewed and from which elements were
drawn in the development of a new tool:
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Asset Based Vulnerability Checklist for Wastewater Utilities

Association of Metropolitan Sewerage Agencies”

Vulnerability Assessment Framework Critical Infrastructure Assurance KPMG
Peat Marwick LLP*

PART B - Perimeter Security Department of Defense”

Security Self-Assessment Guide for Information Technology Systems

National Institute of Standards and Technology”

Assessment and Strateqy Development Tool Kit Department of Justice
Reference Manual to Mitigate Terrorist Attacks against Buildings

Federal Emergency Management Agency

Protecting Your Community’s Assets: A Guide for Small Wastewater Systems
National Environmental Training Center for Small Communities

A Guide to Highway Vulnerability Assessment for Critical Asset Identification
and Protection. The American Association of State Highway, and Transportation
Officials’ Security Task Force

Department Of Justice Standards for Protection of Federal Facilities (Appendix
K) U.S. Department of Justice

Vulnerability Assessment Fact sheet Environmental Protection Agency
Navigation and Vessel Inspection Circular No. 05 03

United States Coast Guard

Physical Security Assessment for Department Of Veterans Affairs Facilities
National Institute of Building Sciences”

Security Guidelines for the Electricity Sector North American Electric Reliability
Council

Medical Center Hazard and Vulnerability Analysis Kaiser Foundation Health
Plan, Inc.”

Biological, Chemical, and Radiological Emergency Planning/Preparedness
Capabilities" New York City Department of Health”

Hospital Weapons of Mass Destruction Needs and Resource Assessment Survey
Marasco Newton Group Ltd.,"

WMD Checklist Institute of Medicine®

Preparing for Terrorism: Tools for Evaluating the Metropolitan Medical
Response System American Hospital Association*

Existing systems and methods provide excellent guidance in the evaluation of facilities, levels of
security (both physical and IT systems), and risk and threat assessment for the considerable
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experience with natural disasters. However, the following are the general deficiencies of the
existing methods and systems from a health services sector perspective:

1. Most have been developed without attention to malicious intentional bioterrorism threats
or events. This has particular significance for the health services sector in protecting its
workforce and bringing it to a high level or preparation to respond to WMD threats and
events. Since 9/11 there are a growing number of valuable but limited tools emerging.

2. Much of the focus is weighted for attention to facilities, and more recently information
technology systems and networks.

3. Workforce vulnerabilities are not addressed at a scope or depth necessary for the most
critical health services infrastructure.

4. The critical interdependencies and interface between healthcare organizations and public
health agencies and authorities and EMS is not addressed.

5. The tools that are emerging in the health services sector are predominately hospital
centered.

“Thumbnail” reviews of several systems from the view point of the health services sector are
provided in Appendix B.)

There are currently no existing federal security criteria that specifically meet the complex
requirements of healthcare environments. Several related private sector associations have been
developing security related criteria including:

American Society of Hospital Engineers (ASHE)

American Society for Industrial Security (ASIS)

International Association for Healthcare Safety & Security (IAHSS).

Sector specific All Hazards concerns:

A systematic search and evaluation of the published healthcare sector literature was as important
phase of the research. The purposes of this literature survey are:

1. To assure the study is aligned with and based upon the existing body of scholarly thought
of the academic and professional community.

2. To identify, if any, comprehensive Vulnerability Assessment systems and methods

specific to the healthcare sector.

To identify and list the spectrum of perceived specific threats addressed in the literature.

4. To identify the range of implied vulnerabilities inferred from the concerns and issues
cited and elaborated in the literature.

5. Provide a guide for augmenting and enhancing the development of a sector specific
vulnerability assessment process and guide.

w

Conventional literature search methods were employed. The primary framework and context for
the search is the National Institutes of Health National Library of Medicine electronic resource
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databases. lterative and continuing searches were implemented using all key words
combinations

The literature was reviewed back to the beginning of 1999. The search was continued until a
substantial number of the repeated citations appeared regardless of search query terms and
descriptors.

The search produced over two hundred citations. In summary:

. The search did not find an existing comprehensive health services sector
vulnerability assessment methodology.
. The search did reveal an extensive list of WMD related concerns as to both

vulnerabilities and preparedness.

Chemical and nuclear threats are addressed as broad classes of threats. In contrast, the most
specific consideration is devoted to specific biologic threats. Anthrax and smallpox account for
the largest topic as reflected in number of publications. There is building concern for emerging
infectious diseases and effective personal and public management. The following are the
expressed in the literature as concerns in the context of bioterrorism threat possibilities:

Biological, Chemical, and Nuclear Threats Cited in Literature Search

Anthrax (Bacillus anthracis)
Smallpox (clinical variants)

Tularemia (Francisella tularensis)
Botulism (Botulinum toxin,
C.botulinnum)

Yesinia pestis

Vaccinia

Hemorrhagic fever viruses

Rickettsiae prowazekii

R. rickettsii

Coxiella burnetii

West Nile virus

SARS

Filoviruses

Hantaviruses (pulmonary syndrome)

Paramyxovirues

Lyme disease

Legionnaire’s Disease

HIV

Avian influenza

Venezuelan equine encephalomyelitis

Sarin

Industrial Chemicals

Radiological

Nuclear

Prion disease agents

Newecastle disease

Pandemic influenza

Toxic shock syndrome

Ricin

Food borne pathogens

Water borne pathogens

Emerging zoonotic diseases

Foreign Animal Disease (FAD)

The “collective mine” as reflected in the literature reveals a broad gamut of health services sector
issues of concern. These are interpreted as implied or perceived vulnerabilities and provide a
useful beginning point for evaluating gaps and weaknesses across this very complex sector. The
graph following displays six major clusters of apprehension as evidenced in the literature. The
graph tallies the number of articles directed to a topic.
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Topic Frequency Addressed in Literature Search

The following briefly summarizes these foremost topics most frequently appearing in the
literature.

Public Health, EMS, and Healthcare Organizations Relationships:

The interdependencies between and among Public Health, Emergency Management Services,
and healthcare organizations in times of community crisis are recognized. However,
apprehension is manifested as to the generally poor state of Public Health, and its relatively weak
relationships with the predominately private acute and rehabilitative care focused mostly private
service organizations.

Representative concerns expressed include:

e  Visibility and credibility for public health

o Lack of clarity of chain of command, and, lack of defined procedures for
granting and exercising authority

o Need for regional patient and healthcare capacity status management, i.e.,
surge planning for mass casualty;

o Lack of awareness of population factors generating vulnerabilities; population
growth, aging population, misdistribution of population in disaster prone
areas, urbanization, structural vulnerabilities
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Need for realistic triage protocols and management systems based on public
health and epidemiologic requirements

Links and shifting relationships between Emergency Medical Service Systems
and Public Health Authorities

Plans for special needs populations

Need for real-time public health surveillance program linking local, state, and
national health care

Need for outbreak response planning

Affordable biological agent detection systems

Prioritization and distribution of scare resources

Awareness of long term health consequences of attacks, and

Public awareness and comprehension of Public Health law.

Policy and role of mass prophylaxis campaigns

Inadequate preparedness planning
Inadequate and insufficient equipment and ill prepared

Workforce Preparedness:

The workforce is unmistakably viewed as the sector’s most critical asset and it is viewed as
unprepared for WMD.?! A survey reported by the American Academy of Family Physicians,
only one-quarter judge them prepared. Only one in six had received any training. Seventeen
percent judged their medical communities prepared. In a similar study of nurse practitioners,
only 20 percent reported confidence to provide care in bioterrorist situation. A sample of
workforce related:

Lack of understanding of workforce behaviors when confounded with mass attack
event. Assuming workforce will report for duty

Child care and family support concerns for attack event

Adequacy of understanding of public health and population medicine

Willingness to treat patients despite personal risks

Scientific and clinical understanding of threat agents. Lack of training in diseases
and toxidromes not commonly seen. Early empiric therapy, supportive and
symptomatic care

Decontamination, prevention of secondary exposure, and containment procedures
Detection and management of post traumatic stress

Need for education stressed in public health, infection control, infectious diseases,
and toxins

Traditional healthcare professional barriers to effective team behaviors
Understanding of role and operation of National Pharmaceutical Stockpile
Knowledge of public health law

Awareness of food and water borne pathogens

Understanding airborne pathogens

Psychological and behavior reactions to bioterrorism

Vaccinations Policy and Planning:
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Concern for and discussion of a wide variety of vaccination matters makes a frequent appearance
in the literature. Anthrax and smallpox programs stimulated most of the discussion. The science
and the policy related to vaccination programs are conflicted. There is a lack of a clear
understanding among healthcare professionals as to both the risks and the benefits of
vaccinations, particularly smallpox.

Exploration of Expanded Roles during Crisis Events:

Several authors voice support for numerous categories of healthcare professionals being trained
and credentialed for expanded roles in the event of a community or regional crisis. Suggestions
include: community pharmacists, public health nurse practitioners, veterinarians, community
health workers, infectious disease specialists, clinical microbiologists, clinical epidemiologists,
infection control professionals, toxicologists, and radiation healthcare professionals. Each has a
particular expertise bearing upon some facet of WMD.

Clinical Laboratory and Surveillance Concerns:

The role of the healthcare organizations’ clinical laboratory effectively linked with local, state,
and national surveillance protocols and systems is viewed as an important line of defense. The
literature contains a substantial discussion of this subject. A summary of concerns include:
e  Adequacy of laboratory detection systems
e  Adequacy of laboratory biosafety structures and protocols
e  Sufficient recognition of role of clinical microbiologists, epidemiologists, of
infection control
e  Adequacy of local health department as the critical frontline of detection.
o Need for methods of rapid diagnosis
o Rapid epidemiological investigation of disease outbreak, timely recognition of
outbreak and clusters
o Links, integration and reporting to state and national reference lab systems
o International surveillance networks
o Management of surge in number of environmental and human samples due to fear
of bioterrorism
o Need for utilization of CD.C. Early Aberration Reporting System
e  Vigilance for food and water borne pathogens
o Preparation for exotic and emerging zoonotic diseases

Communications concerns:

Interoperable redundant communications systems and procedures between and among: First
responders, Hazmat, EMS, law (local, regional, national), health departments, local government,
and statewide emergency management have a high level concern. Specific related issues
include: concern for the reliability of various platforms, the need for redundancy, and need for
designated “call center” and communications protocols.
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Other concerns relate to communication messaging to a variety of target audiences. The concern
is for the rational use of media shaping population behavior and the use of media as calming tool.
There is recognition that the media is a tool for instructing the population. This communication
entails:

Risk communication management

Culturally and linguistically appropriate messages

Reliable technologies and channels

Clear public guidance

Ability to target messages

Communicating coping with probabilities and uncertainties

Design and Development of the Healthcare Organization Tool

A new vulnerability assessment tool was designed and developed specifically for healthcare
organizations. It provides a process guide and set of 37 items with questions probes. It can be
practically implemented within specific healthcare organizations and settings." The developed
tool aims to integrate: (1) the “best practices” of existing systems. (2) Items of gleaned from the
body of current research in healthcare. (3) The advice of the multidisciplinary NCR focus
groups. And 4, Advice gained from acknowledged experts in the sector.

ltems from Concerns
Existing Systems Expressed
and Methods in Literature Search
T
New Tool

A

y

Focus Groups
& Experts

The NCR multidisciplinary focus groups included:
e Representation from the District of Columbia, Maryland, and Virginia.
e Representation of hospitals, nursing and rehabilitative facilities, ambulatory clinic
services, and Public Health agencies. And,
e Representation from hospital and nursing facilities administration, human resources,
epidemiology, infection control, clinical laboratory specialties, nurse practitioners,

! Note: The tool is targeted to community healthcare organizations and not to tertiary and academically affiliated
centers. The premise is that such centers have the resources and professionals to address their unique circumstances.
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emergency physicians, healthcare information systems specialists, and facilities and
security management.
The primary recommendations were incorporated:

The Development of the NCR Healthcare Organization Vulnerabilities Assessment and
Preparedness Planning Tool

The two components of the tool are:

1. A planning organized process consisting of a sequence of logical steps for implementing
a vulnerability assessment in a healthcare setting. And,

2. A comprehensive checklist of potential vulnerabilities for consideration and preparedness
planning regardless of sector or specific setting.

The process is derived from familiar strategic planning methods. A schematic is presented in the
illustration that follows. The vulnerabilities checklists consolidate items from existing systems
and those collected from the literature review.
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APPENDIX B
Thumbnail Reviews of Open-access Vulnerability Assessment Systems

Security Self-Assessment Guide for Information Technology Systems
National Institute of Standards and Technology

Healthcare is basically an information-based activity. 1T systems are ubiquitous in the sector.
Information flow in healthcare is subject to significant regulations. The self-assessment
questionnaire has relevance and utility for these activities. “Vulnerability assessment” (VA) is
terminology derived particularly from IT practice.

Assessment and Strategy Development Tool Kit
Department of Justice Office for State and Local Domestic Preparedness Support

One part of the tool kit specifically addresses VA. “Section 2” provides a “Risk Assessment
Process”. It lists and presents a variety of tools for “The Seven Vulnerability Assessment
Factors”. These are:

Level of Visibility Criticality of Target Site,

Value of Target to Potential,

Threat Element

Potential Threat Element,

Access to the Target,

Threat of Hazard Potential for Collateral Mass Casualty, and

. Site Population Capacity.

The potential direct value of this VA tool to healthcare sector is probably limited.

NogakrowhE

Reference Manual to Mitigate Terrorist Attacks against Buildings
FEMA

Chapter (1) addresses a broad array of topics including VA. As the title indicates, the content is
directed to buildings. As healthcare activities for the most part occur within buildings, this is a
useful document and contains important content.

The process presented follows a logical flow that is apparent and emerges across most of the
examples reviewed:
o Identify critical assets and numbers of people
Identify treats and hazards
Define treats and hazards
Determine threat levels
Identify site and building systems issues
Identify design issues again threats
Determine level of protection necessary

Steps in identifying critical assets include:
. Identify buildings core functions and processes

NCR-CIP 55 Health Services Sector Report



Primary services
Critical activities
Employees and guests
4. Inputs required for building to operate
) Building analysis
1. Critical components
2. Critical IT
3. Life safety systems and safe haven areas
4. Security systems

wn e

The frame of reference and logic systems for conducting a building analysis has broad utility.

Protecting Your Community’s Assets: A Guide for Small Wastewater Systems
National Environmental Training Center for Small Communities

The Threat Assessment Checklist and method of evaluating has utility as a model and for
application. Vulnerability Assessment is set within the context of understanding “threat
assessment.” A Threat Assessment method is provided that is summarized in the following steps:
A. Frequency of Past Occurrences:
For single event, list date;
For multiple events, indicate the frequency over 1, 5 or 10 year periods.
B. Probability of Future Occurrences:
1 — Extremely unlikely
2 — Not too likely
3 — Somewhat likely
4 — Likely
5 — Very likely.
C. Magnitude of Impact:
1 — Little or no impact
2 — Some impact
3 — Medium impact
4 — Significant impact
5 — Major impact.

The list and enumeration of “natural” and “intentional”” disasters assures a comprehensive
consideration of the large range of possibilities to be measured in VA efforts.

Natural Disasters
Floods (rivers, dams, snowmelt, low lying areas, streams, ocean, storms
etc.)
Landslide/Mudslide
Thunderstorms and Lightning
Tornado
Hurricane / High Winds
Winter Storms and Blizzards
Freezing
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Drought
Extreme Heat
Other Severe Weather
Forest or Brushfires
Earthquake
Avalanche
Volcanic Eruption
Intentional & Unintentional Acts
Equipment Failures
Lift Station Failure
Sewer Blockage
Transportation Accident
Construction Accident
Other Accident/Human Error
Energy Disruptions (fuel, lights, etc.)
Major Gas Line Break
Major Water Main Break
Criminal Acts
Strikes
Riots
Terrorist Attack
Obstructed Access to Facilities
Harmful Inputs to System
Hazardous Materials Release
High Strength Organic Material
Chemical Inputs
Radioactive Inputs
Communication System Failures
Communication Disruptions
Telephone Failure
Two-way Radio Failure
Cell Phone Failure
Telemetry Failure
Cyber Attacks and Failures
SCADA Failure/Disruption
Hackers
Loss of Sensitive Information Stored on Computer

A Guide to Highway Vulnerability Assessment for Critical Asset Identification and Protection.
The American Association of State Highway, and
Transportation Officials’ Security Task Force

The VA process bears a resemblance to a general strategy that emerges across sectors. Three of
these steps bear a direct relationship to VA.

Step I. Identification of critical assets.

Step 2. The actual assessment of vulnerabilities. And

Step 3. Assessing consequences.
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The application is obviously to the highway system, but the VA process “landmarks” have
relevance to the healthcare.

The discussion of the proper formation of a VA “Team” highlights the need to include skill sets
and experience that spans the breath and depth of a sector. The outline of responsibilities of the
VA Team Leader is useful. The discussion of the time required for VA----six months ---and the
phases of VA are useful. The identification of critical assets (infrastructure, facilities,
equipment, personnel) is classified as a Pre-assessment activity. Direct “Assessment Phase”
activities include assessment of; threats, vulnerabilities, and consequences. It vividly cautions
that assessment is a continuous and iterative process.

The VA methods provide several techniques for rating relative levels and scoring strategies.
These draw from the DOJ tools referenced in other documents in this review.

The appendices of the publication contain a variety of worksheets and scoring systems that could
prove helpful with adaptation.

Department Of Justice Standards for Protection of Federal Facilities (Appendix K)

The idea of classifying facilities by Level (in this system, 1-5) as a general function of number of
employees\clients has potential application. The document is facility focused. The issues and
nuances of perimeter security and access are carefully covered. Systems of employee and guest
identification are addressed. In short, this is a useful publication for many aspects that are
common to operations of facilities. Child day care is specifically considered. Another important
discussion covers “intelligence sharing”.

Recommended “minimum standards” tables may have utility for VA in the healthcare facilities.

Vulnerability Assessment Fact sheet
EPA

Although the document focus is water, this document has utility by providing a practical
description and overview of the VA process. It is a helpful as a reference in drafting a practical
definition and description of the VA process and of its major “landmarks”.

Navigation and Vessel Inspection Circular No. 05 03
USCG

This is a highly technical circular directed to a military command structure. Much of the circular
would not have direct relevance for healthcare sector VA considerations. However, the
“Facilities Security Plans (FSP)” could be adapted to structure a process and serve to provide a
documentation of plans method.
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Physical Security Assessment for Department Of Veterans Affairs Facilities
National Institute Of Building Sciences

(NOTE: The subsequent FEMA Publication 426, Reference manual to mitigate potential
terrorist attacks against buildings, released in December 2003 is referenced and discussed in
section 1. Vulnerability Assessment of this report. )

This document addresses the Veterans Affairs facilities including hospitals and clinics. Because
the system includes healthcare facilities and operations needs to be carefully examined for
broader applications to the healthcare sector. However, the publication does not offer VA tools
directly. The document is building or facility focused.
It outlines Vulnerability Assessment Drivers:

Legislation

Executive Directives

New Nature of Threats

Criticality of Facilities

Continuity of Operations

Vulnerability of Facilities
It sets forth Infrastructure assessment objectives

Life Safety

Asset Protection

Continuity of Operations
It provides a useful definition of VA®%; “A vulnerability assessment is a process that identifies
weaknesses in physical structures, personnel protection systems, processes, or other areas that
may be exploited and suggests alternatives to eliminate or mitigate those weaknesses. The
assessments are conducted by teams of experts skilled in such areas as engineering, intelligence,
security, information systems, finance, and other disciplines.”

It identifies a three-phase process to assess the vulnerability
of VA facilities:
Phase I. Define the criticality of VA facilities, referred to as the Minimum Critical
Infrastructure (MCI)
Phase Il. Identify vulnerabilities of VA’s critical facilities
Phase I11. Assess and analyze vulnerable VA facilities and identify remedial actions

The following data is used to define the overall vulnerability of critical facilities in order to
produce a ranked list for on-site physical assessments:

Facility population

Number of floors

Number of acres

Distance to fire station

Power supply

Mechanical equipment access

Closed Circuit TVs

Intrusion detection system
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Barriers
External lighting
Armed officers
Adjacent threats
Parking

It identifies critical Veteran Affairs facilities as those facilities that must remain mission
operational during periods of emergencies or national crisis and should function at significantly
higher levels of protection than those provided by current federal or industry requirements.

Examples of those facilities include:

Acute Healthcare Facilities

Emergency Command Centers

Consolidated or unique VA Benefits Centers providing continuity of services
Unique VA Administrative Centers providing continuity of operations
National Cemeteries providing continuity of operations functions and national
support

The Nation’s Critical Infrastructure

The “Task Force” recommendations offer important insights that will broad application:

Review Points of Vulnerability to ensure limited access, physical control, and
surveillance of electrical, water and other utility distribution, boiler plant, hazardous
materials and other vulnerable systems.

Maximize Standoff Distance to allow for the accommodation of exterior protection
strategies and mitigate adjacencies to non-VA properties that are potential targets of
large-scale threats.

Prevent Building Collapse by providing structural system continuity and redundancy
among structural system components.

Minimize Hazardous Flying Debris from Blast by providing for enhanced window and
exterior wall components designed as an integrated system.

Provide Effective Building Layout to minimize vulnerabilities and increase the use of
protection strategies.

Although not specifically healthcare related, there are a number of recent security criteria
developed by federal agencies cited that have bearing on vulnerability documentation. These
include:

General Services Administration Facilities Standards for the Public Building Service
(November 2000)

Interagency Security Committee (ISC) Security Design Criteria (28 May 2001)

U.S. Army Corps of Engineers Protecting Buildings and Their Occupants From Airborne
Hazards (October 2001)

Department of Health and Human Services Guidance for Protecting Building
Environments from Airborne Chemical, Biological or Radiological Attacks (May 2002)
Department of Defense Minimum Antiterrorism Standards for Buildings (08 May 8
2002)
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o National Capital Planning Commission’s National Capital Urban Design and Security
Plan (July 2002)

There are currently no existing federal security criteria that specifically meet the complex
requirements of healthcare environments. Several related private sector associations have been
developing security related criteria including:

American Society of Hospital Engineers (ASHE)

American Society for Industrial Security (ASIS)

International Association for Healthcare Safety & Security (IAHSS).

Security Guidelines for the Electricity Sector North American Electric Reliability Council

The publication provides an outline of a standard risk management process primarily used to

assess vulnerabilities:

1. Identification of assets and loss impacts.
a. Determine the critical assets that require protection.
b. Identify possible undesirable events and their impacts.
c. Prioritize the assets based on consequence of loss.
2. ldentification and analysis of vulnerabilities.
a. Identify potential vulnerabilities related to specific assets or undesirable events.
b. Identify existing countermeasures and their level of effectiveness in reducing
vulnerabilities.
c. Estimate the degree of vulnerability relative to each asset.
3. Assessment of risk and the determination of priorities for the protection of critical

assets.

a. Estimate the degree of impact relative to each critical asset.

b. Estimate the likelihood of an attack by a potential adversary.

c. Estimate the likelihood that a specific vulnerability will be exploited. This can
be based on factors such as prior history or attacks on similar assets, intelligence,
and warning from law enforcement agencies, consultant advice, the company’s
own judgment, and additional factors.

d. Prioritize risks based on an integrated assessment.

Repeatedly highlighted for documentation are:

NCR-CIP

Vulnerability and Threat Assessment
Threat Response

Continuity of Business Processes
Communications

Physical Security

Cyber Security

Employment Background Screening
Protecting Potentially Sensitive Information
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