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1. Criteria and Evaluation of Vulnerability Assessment and Risk Management Tools and 
Procedures  
 

1. 1 General Discussion 

There are literally hundreds of tools and methods for conducting vulnerability assessments and 

risk management of critical infrastructures. They differ widely in terms of approach, scale, and 

scope. Selecting the most appropriate and relevant one for a particular sector, asset, and system is 

necessary, however, to assure adequate protection of a critical service, facility or function. This 

report is intended to give an overview of the nature and completeness of the most widely used 

tools for those individuals in the public and private sector that are tasked with risk management 

for their organizations. The report provides an analysis that characterizes a number of the most 

prominent tools relative to a standard list of criteria. The process consisted of the following 

steps: 

– Establishing criteria 

– Identifying a broad set of vulnerability and risk management tools 

– Determining the small subset of tools in the studied sectors that are widely used and 

accepted by the Critical Infrastructure owner / operators.  These are referred to as 

“Good Practice” tools.  

– Analyzing the nature of the available tools.  This includes comparing / contrasting the 

traits of all tools analyzed with the traits of the “Good Practice” subset of the tool list 

In conjunction with the Tool Database1 this analysis serves as a means to improve the quality of 

the risk management process by giving users a quick way of comparing and contrasting different 

tools, and specifically selecting parts or all of them according to their needs. 

 

1.2 Establishing criteria 
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First, an initial characterization of vulnerability and risk management tools was devised to group 

the available tools along a continuum from broad, general policy guidance to highly quantitative 

engineering / economic risk estimation (Table 1).  Placing the tools into one of these four 

categories organizes the analysis and provides an indicator of the level of sophistication of the 

sectors’ state of risk management.   

 

A list of criteria was developed based on this risk management categorization and three other 

sources: The Office of Domestic Preparedness (ODP), 2 The Congressional Research Service 

(CRS), 3 and the present NCR-CIP project.4 The criteria were designed to identify similarities in 

design as well as differences in the scope of tools. This enables the analyst to make an informed 

decision on what tool or tools might be relevant, applicable, and practical for a particular critical 

infrastructure asset or system.  

 

The criteria were organized into two sections: the first section is descriptive, the second analytic.  

The full analysis questionnaire is attached in Appendix-A, Critical Infrastructure Analysis 

Matrix. 

– Descriptive Section: The descriptive section of the matrix describes the assessment 

tools by subject, metric, and design. 

– Analytic Section: The analytical section of the matrix characterizes the assessment 

tools by Maturity, Threat / Hazard, Consequence, Vulnerability, and Cost benefit.  

They follow a continuum from a level of simple compliance, through a level of basic 

analytical risk reduction, to the final level of risk reduction by full economic 

optimization considering potential threat probabilities and consequences. 
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Table 1. Characterization of Types of Critical Infrastructure Vulnerability Assessment and Risk Management Tools 

   ____________Aggregation Level________ 
Sophistication 
Level 

Pros  Cons Asset/Function 
Examples 

System/Sector Multi-Sector Region 

General Policy 
Guidance 

Broadly stated requirements 
with maximum of flexibility 
in implementation 

Lacks standards of 
compliance; difficult 
to audit 

Sarbanes-Oxley Sarbanes-Oxley None available; not 
recommended 

Detailed 
Procedures 

Consensus-based, qualitative 
or %-compliance; on/off 
priority lists; requires little or 
no professional training or 
expertise 

No estimates of 
relative or absolute  
value, only gross rank 
comparisons and only 
with like assets and 
methods 

ANSI NCR-CIP  Minimum: 
Assure sector 
guidance as extension 
of asset governance 

NCR-CIP: Guidance 
to SPG: promote as 
minimum, standard-
based 

Relative Risk 
Management 
(Risk 
Management 
Lite) 

Standard analytics; can 
compare results with others, 
possibly in different sectors 
using same method  

Limited cross-
comparisons; only 
relative values – no 
absolute values 
(cannot compare 
benefits to costs); 
requires moderate 
level of professional 
training/expertise 

FEMA 426 
Series; Sandia’s 
RAM-W™; 
RAM-D™; 
Department of 
Veteran Affairs 
Guide; Current 
ODP Special 
Needs Tool Kit; 
ASME RAM-
CAP™ 

NCR-CIP: 
recommendations for 
sector tools, 
incentives, guidance 
– as generalized to 
systems  

NCR-CIP objective: 
First approximation 
resource allocation 
tool; rough prototype 
expected from NCR-
CIP Phase I 

Full Risk 
Management 

Standard analytics can be 
directly compared across 
assets and sectors; estimates 
absolute values of benefits 

Requires high level 
of professional 
training/expertise 

Nuclear/NASA 
risk engineering 

NCR-CIP: specs for 
extension of ASME 
to systems; DHS-
National Labs’ 
CIPP/DSS 

DHS-National Labs’ 
CIPP/DSS 
NCR-CIP objective.: 
specs as phase II 
RIPP Long Term 
Target 
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1.3 Identifying vulnerability and risk management tools 

 

As part of the project, several research teams were examining the state of risk management in 

their respective sectors in the NCR. These sector teams identified a broad range of risk and 

vulnerability assessment methodologies generally available to critical infrastructure owners and 

operators.  These consisted of assessment tools useful at the asset, firm, system, and sector level.  

The non-proprietary tools were also collected for inclusion into the NCR toolkit and library.  

After screening, a total of 62 tools were identified for study.  

 

Additionally, the sector teams identified a small subset from this list of nineteen tools that are 

widely used and accepted by the CI owner / operators.   These were established as the “Good 

Practice” subset of tools.   

 

1.4 Analyzing the nature of the available tools.   

The project team conducted an extensive literature review and numerous interviews engaging 

representatives from eight different critical infrastructure sectors. These activities found that the 

tools varied widely in their design and relative to their approach to the application of risk 

management. Tools were found throughout the continuum from a level of simple checklist 

compliance, through a level of basic analytical risk reduction, to the final level of risk reduction 

by full economic optimization considering potential threat probabilities and consequences. The 

tools ranged from several pages of yes-no questions, to sophisticated software systems that 

require significant amounts of data, and experts to run them. The study also found significant 

differences between the general focus and design of available tools and focus of the “Good 
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Practice” subset of the tool list.  A summary of the major findings and recommendations are 

listed below. A full compellation of the characterization results and their related charts are found 

in Figures 1-19, Appendix B, Assessment Tool Analysis Matrix Summary, and Appendix C: 

Assessment Tool Analysis Matrix. 

 

1.4.1 Major Findings 

 

– The majority of tools reviewed are at the lower end of the risk management 

continuum.  This includes simple compliance, through a level of basic analytical risk 

reduction.  This was found true for both the general list of tools and the “Good 

practice” subset of tools. (See figures 7, 8, 12, 15-17, 19) Two of the few high end risk 

management tools that include relative risk reduction and relative economic 

optimization while considering potential threat probabilities and consequences were:   

o Office for Domestic Preparedness, State Homeland Security Assessment and 

Strategy Program, Special Needs Jurisdiction Tool Kit 

o Risk Analysis and Management for Critical Asset Protection (RAMCAP™), 

ASME Innovative Technologies Institute, LLC 

 

– The topic of interdependencies is systematically included in many assessment tools, 

but is addressed on a rather superficial level.  The checklist for interdependencies 

within the tools is mostly a simple review of dependent utilities and communication 

lines.  The tools give little guidance for understanding the levels of interdependencies 
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and where vulnerabilities may lurk, which is the underlying intention for this 

guidance. (See figures 1, 4) 

– Most of the assessments address protecting buildings, facilities and operation, but less 

then half consider protecting “people”.  However, most of the “Good Practice” tools 

systematically include “people” as assets in their calculations. (See figures 2, 5) 

– A majority of the tools address or measure financial and capacity impacts in their 

analysis of the consequences of loss.   However, environmental degradation is 

considered in less then a quarter of the cases. (See figure 5) 

– 75% of tools surveyed and 89% of the “Good Practice” tools use qualitative data 

(expert assessment and relative ranking scales) rather then quantitative data (a cost 

benefit analysis).  The associated scale for the threat, consequence and vulnerability 

factors varied widely across the studied tools and were not readily comparable. (See 

figures 7, 8, 12-19) 

– Very few tools have a wide spread use. Even among the “Good Practice” tool subset, 

only a 33% were accepted as a standard practice in the sector. (See figure 12) 

– Most of the assessment tools do not take an all threat / hazard approach, but most of 

the “Good Practice” tools systematically include both man made and natural threats in 

their calculations. (See figures 14,15) 

– Assigning relative and absolute probabilities or likelihoods based on failure analysis is 

conducted in only about 20% of the assessment tools.  This was found in quantifying 

threats, vulnerabilities, and also assigning consequences of loss. (See figures 15-19) 

 

1.4.2 Recommendations 
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From these findings, the following recommendations were developed to foster and enhance 

security of the critical infrastructure in the NCR. 

 

– Encourage the evolution of business practices that are currently simple compliance 

based assessment processes towards using a risk based methodology.  

– Establish a common “Consequence of Loss” reference table.  The majority of current 

assessment tools use qualitative data (expert assessment and relative ranking scales) 

rather then quantitative data (a cost benefit analysis).  A common relative scale is 

required to use these results to compare disparate assets in a region wide risk 

management program. 

– Establish a regional assessment process that can accept and harmonize data from the 

many different asset level assessment tools.  There are so many different assessment 

tools used on so many different types of assets that it would be cost prohibitive to 

require each to conduct a new assessment with a new tool.  The private owner / 

operators have also stated strong opposition to assessment tools developed outside of 

their trade associations or even their control.  A regional assessment processes that can 

accept and normalize the basic data (threat, consequence, vulnerability, risk, and risk 

reduction) from assessments is required.  

– Request and encourage professional organizations (e.g. American Water Works 

Association, Association of American Society of Civil Engineers), and government 

laboratories and agencies (e.g. Sandia National Laboratory, US Environmental 

Protection Agency) to develop Good Practices in assigning relative and absolute 

probabilities or likelihoods based on failure analysis. 
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– Require assessment methods and tools to assess inter-sectoral dependencies. 

– Give priority to infrastructure security strategies and measures that both enhance 

infrastructure safety and security as well as support or enhance normal operations.  

 

1.5 Conclusion   

This  analysis of publicly available  tools, procedures, and assessment processes for critical 

infrastructures in the National Capital Region and beyond, together with other such efforts,  

indicate a less than consistent approach to, and application of, vulnerability assessment and risk 

management methods.  Research and development in support of a more resilient region must 

encourage the evolution of business practices from a simple compliance based assessment 

toward a risk based methodology.  These methods and analytics must also better address issues 

of interdependencies and costs-benefit concerns of the private sector.   
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Endnotes   

1 The database is another deliverable of project and has been developed as a stand-alone 
application that can be hosted on UNIX servers. It is described in detail in another report in this 
series. 
2 Moteff, J. (2004). Risk Management and Critical Infrastructure Protection: Assessing, 
Integrating, and Managing Threats, Vulnerabilities and Consequences (No. RL32561). 
Washington, DC: Congressional Research Service. 
 
3U.S. Department of Homeland Security. (2003). Vulnerability Assessment Methodologies 
Report. Phase I Final Report. Washington, DC: Office for Domestic Preparedness. 
 
4McCarthy, J.A. et al. (2005). Foundations for Risk Based Critical Infrastructure Protection in 
the National Capital Region. Arlington, VA: George Mason University.  
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Figure 1 

What are the primary subjects the tool refers or applies to?
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Figure 2 

Assessment Subject: Type of Asset Assessed
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Figure 3 
 

Does the system address the interaction of multiple asssets within a 
system?
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Figure 4 
 

Interdependencies: Which upstream or down stream sectors are 
included systematically?
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Figure 5 

Consequence Metric: What types of consequence or loss are 
measured? 
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Figure 6 
 

Tool Design: Principle elements that make up the core of the tool.
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Figure 7 
 
 

Tool Design:  Type of data input required by the tool. 
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Figure 8 

Tool Design:  Output from execution of the tool. 

0% 20% 40% 60% 80%

Advisory
statement

Simple ranking

Estimate of
Relative risk

Estimate of
absolute risk

Estimate of risk
reduction

Ty
pe

 o
f o

ut
pu

t

Percentage of tools producing selected type of output

"Good Practice" subset of tools
All tools

 
 



 

 21

Figure 9 

Tool Design: Estimated time frame for completion or implementation of 
the tool
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Figure 10 

Tool Design: Estimated cost of completing or implementing the tool
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Figure 11 

Tool  Design: Who can the tool be used by? 
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Figure 12 

Level of maturity of the tool in its sector
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Figure 13 

Is there a process for screening out low priority assets from further 
assessment?
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Figure 14 

What type of Threats / Hazards does the tool address?
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Figure 15 

How are threats / hazards are quantified?
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Figure 16 

Does the analysis include contextual standards and from a systemic 
perspective?
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Figure 17 

How are vulnerabilities quantified?
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Figure 18 

How are critical structures and functions identified?
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Figure 19 
 

How are risk reduction and cost benefits determined?
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Appendix A: Critical Infrastructure Analysis Matrix 
 
Descriptive Section:  The descriptive section of the matrix describes the assessment 
tools by subject, metric, and design:  

 
1. Assessment Subject: What are the primary subjects the tool refers or applies to? 
 

Sector: Check the specific sector(s) or industries the tool refers to, or if it is cross-
sector  
Asset: Check the types of assets included, e.g. facilities, equipment, materials, 
operations, or people 
System: Does the tool address the interaction of multiple assets within a system? 
Interdependencies: Check which, if any, upstream or downstream sectors are 
systematically included  

 
2. Consequence Metric: What types of consequence or loss are addressed or measured?  

Loss of Capacity/Output 
Economic/Financial Loss 
Environmental Degradation 
Morbidity/Mortality 
Other 

 
3. Tool Design: What are the principle elements of the tool? 
 

Format: The core of the tool mainly consists of e.g. descriptions, checklists, 
charts, or questionnaires 
Input: Tool requires mainly quantitative or qualitative data input 
Output: Tool execution results in e.g. probability assignment, ranking, or advisory 
Time: Estimated time frame of completion or implementation of the tool 
Cost: Estimated cost of completing or implementing the tool 
Executor: Tool can be used by e.g. owners/operators, external auditors, technical 
experts, regulators 

 
Analytic Section: The analytical section of the matrix characterizes the assessment tools 
by Maturity, Threat / Hazard, Consequence, Vulnerability, and Cost Benefit.  The criteria 
range for each of these categories is listed below.  They follow a continuum from a level 
of simple compliance, through a level of basic analytical risk reduction, to the final level 
of risk reduction by full economic optimization considering potential threat probabilities 
and consequences.  
 
1. Maturity: What is the level of maturity of the CI-VA / RM Tool in its sector?  
 

Type 1: Not in use beyond an initial proof of concept. 
Type 2: Limited use of the tool in sector. 
Type 3: Broad use of the tool in the sector. 
Type 4: Accepted as a standard practice in the sector. 



 

 33

 
2. Criticality Screen: Is there a process of screening out low priority assets from further 
assessment? 
 

Type 1: NO, all asset/systems are included in the entire assessment process 
Type 2: YES, assets/systems are prioritized according to some level of criticality. 

 
3a Threat / Hazard Types: What is the CI-VA / RM Tool Threats / Hazard approach? 
 

Type 1: Tool is not explicit as the threats / hazards. 
Type 2: Tool addresses only threats / hazards associated with terrorism. 
Type 3: Tool addresses all man made threats / hazards (Terrorism, Criminal 
Activity). 
Type 4: Tool addresses man made and natural disaster threats / hazards. 
 

3b. Threat / Hazard Quantification: Are threats / hazards quantified? 
 

Type 1: Not quantified. 
Type 2: Relative probabilities or likelihoods based on general judgment. 
Type 3: Relative probabilities or likelihoods based on specific analysis of intents, 
capabilities, etc. 
Type 4: Absolute probabilities or likelihoods based on specific analysis of intents, 
capabilities, etc. 

 
4a. Vulnerability Types:  Does CI-VA / RM Tool conduct a Vulnerability Analysis with 
contextual standards and from a systemic perspective? 
 
 Type 1: Not specific as to vulnerabilities. 

Type 2: Simple listing of vulnerabilities. 
Type 3: Includes the evaluation of protection measures and standards. 
Type 4: Includes the evaluation of each protection measure for identified key 
assets as part of a comprehensive security process (detection, assessment, delay, 
response). 

 
4b. Vulnerability Quantification: Are vulnerabilities quantified? 
 

Type 1: Not quantified. 
Type 2: Relative probabilities or likelihoods based on general judgment. 
Type 3: Relative probabilities or likelihoods based on failure analysis. 
Type 4: Absolute probabilities or likelihoods based on failure analysis. 

 
5. Consequence: Does the CI-VA / RM Tool identify critical structures (such as utility 
systems, mechanical systems, fire alarm system, wall& window design, roofing system, 
structural system, security systems and site layout) and/or critical functions (i.e., primary 
services or outputs and the critical activities that take place at the site) 
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Type 1: Tool does not address critical structure or critical function identification. 
Type 2: Tool addresses only critical structure or critical function identification, 
but not both. 
Type 3: Tool addresses both critical structure and critical function identification. 
Type 4: Tool addresses both critical structure and critical function identification 
and analyzes the probability, uncertainty, and/or range of credible consequences. 

 
6. Risk Reduction: Does the CI-VA / RM Tool determine risk reduction and cost benefit 
of mitigation? 
 

Type 1: Tool does not address risk reduction processes. 
Type 2: Tool directs risk reduction steps for particular measures. 
Type 3: Tool estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss of a particular asset. 
Type 4: Tool estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss in context of a larger system and the entire 
sector. 
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Appendix B: Assessment Tool Analysis Matrix Summary 
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Question                      Range of Replies 61 18

Sum % Sum %

Banking & Finance 6 10% 3 17%
Chemical 7 11% 2 11%
Energy (Except Nuclear Power) 4 7% 1 6%
Electricity 7 11% 2 11%
Oil & Gas 4 7% 2 11%
Emergency Services 9 15% 6 33%
Information Technology 8 13% 0 0%
Telecommunications 11 18% 4 22%
Postal & Shipping 0 0% 0 0%
Public Health 6 10% 4 22%
Transportation 6 10% 3 17%
Water 9 15% 2 11%
National Monuments & Icons 1 2% 1 6%
Commercial Facilities 4 7% 2 11%
Government Facilities 5 8% 2 11%
Dams 0 0% 0 0%
All 5 8% 1 6%

1.b. Asset: Check the types of assets included
Buildings 38 62% 12 67%
Facilities 47 77% 16 89%
Equipment 48 79% 14 78%
Materials 26 43% 11 61%
Operations 47 77% 17 94%
People 28 46% 15 83%
Other 13 21% 12 67%

0%
Yes 40 66% 17 94%
No 22 36% 2 11%

All 3 5% 2 11%
Only Dependent Utilities and Communication 31 51% 9 50%
Banking & Finance 11 18% 7 39%
Chemical 5 8% 3 17%
Energy (Except Nuclear Power) 6 10% 1 6%
Electricity 13 21% 6 33%
Oil & Gas 8 13% 2 11%

1. Assessment Subject: What are the primary subjects the tool 
refers or applies to?
1.a. Sector: Check the specific sector(s) or industries the tool is 
designed to assess.

1.c. System: Does the tool address the interaction of multiple assets 
within a system?

1.d. Interdependencies: Check which, if any, upstream or 
downstream sectors are included systematically

Descriptive Section 
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Question                      Range of Replies 61 18
Descriptive Section 

Emergency Services 12 20% 8 44%
Information Technology 22 36% 7 39%
Telecommunications 19 31% 8 44%
Postal & Shipping 2 3% 2 11%
Public Health 3 5% 3 17%
Transportation 11 18% 3 17%
Water 9 15% 1 6%
National Monuments & Icons 1 2% 1 6%
Commercial Facilities 5 8% 5 28%
Government Facilities 5 8% 5 28%
Dams 0 0% 0 0%

Check if yes, blank if no 49 80% 16 89%
2.b Economic/Financial Loss 

Check if yes, blank if no 40 66% 11 61%
2.c. Environmental Degradation

Check if yes, blank if no 12 20% 5 28%
2.d. Morbidity/Mortality

Check if yes, blank if no 23 38% 10 56%
2.e. Other

Check if yes, blank if no 16 26% 12 67%

Descriptions 29 48% 16 89%
Checklists 36 59% 16 89%
Charts 8 13% 7 39%
Questionnaires 24 39% 10 56%
Other 10 16% 10 56%

3.b. Input: Indicate the main type of data input
Quantitative data input: a cost benefit analysis 15 25% 7 39%
Qualitative data input: expert assessment and relative 
ranking scales 46 75% 16 89%
Other 11 18% 7 39%

3.c. Output: Indicate the output from the execution of the tool. 
Advisory statement 29 48% 13 72%
Simple ranking 11 18% 5 28%
Estimate of Relative risk 30 49% 10 56%
Estimate of absolute risk 4 7% 4 22%
Estimate of risk reduction 11 18% 4 22%

2. Consequence Metric: What types of consequence or loss are 
addressed or measured? 
2.a Loss of Capacity/Output (not in financial terms)

3. Tool Design: What are the principle elements of the tool?

3.a. Format: Check the item(s) that make up the core of the tool. 

37



Assessment Tool

To
ta

l n
um

be
r o

f t
oo

ls
 e

va
lu

at
ed

Pe
rc

en
ta

ge
 o

f A
ll 

to
ol

s

N
um

be
r o

f "
G

oo
d 

Pr
ac

tic
e"

 su
bs

et
 

of
 to

ol
s e

va
lu

at
ed

Pe
rc

en
ta

ge
 o

f "
G

oo
d 

Pr
ac

tic
e"

 
su

bs
et

 o
f t

oo
l l

is
t

Question                      Range of Replies 61 18
Descriptive Section 

3.e. Cost: Estimated cost of completing or implementing the tool
1-3 days 1 2% 1 6%
4-7 days 2 3% 0 0%
8-14 days 1 2% 1 6%
>14 days 9 15% 8 44%
Unknown 49 80% 9 50%

3.e. Cost: Estimated cost of completing or implementing the tool
minimal 0 0% 0 0%
< $5,000 1 2% 1 6%
$5,000 - $10,000 2 3% 1 6%
> $10,000 7 11% 7 39%
Unknown 52 85% 11 61%

Owner operators 53 87% 11 61%
External auditors 21 34% 6 33%
Technical experts 29 48% 12 67%
Regulators 10 16% 5 28%
Combination of above 38 62% 14 78%

Not in use beyond an initial proof of concept. 5 8% 2 11%
Limited use of the tool in sector. 32 52% 3 17%
Broad use of the tool in the sector. 17 28% 8 44%
Accepted as a standard practice in the sector. 7 11% 6 33%

No, all asset/systems are included in the entire assessment 
process 30 49% 5 28%
Yes, assets/systems are prioritized according to some level 
of criticality. 30 49% 12 67%

3a Threat / Hazard Types: 
3.a. What is the CI-VA / RM Tool Threats / Hazard approach?

Tool is not explicit as the threats / hazards. 15 25% 3 17%
Tool addresses only threats / hazards associated with 3 5% 0 0%
Tool addresses all man made threats / hazards (Terrorism, 
Criminal Activity). 23 38% 4 22%

Analytic Section

2. Criticality Screen: Is there a process of screening out low 
priority assets from further assessment?

1. Maturity: What is the level of maturity of the CI-VA / RM Tool 
in its sector? 

3.f. Executor: Tool can be used by e.g. owners/operators, external 
auditors, technical experts, regulators
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Question                      Range of Replies 61 18
Descriptive Section 

Tool addresses man made and natural disaster threats / 22 36% 12 67%

Not quantified. 26 43% 5 28%
Relative probabilities or likelihoods based on general 
judgment

18 30% 6 33%
Relative probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc. 13 21% 4 22%
Absolute probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc. 4 7% 2 11%

Simple listing of vulnerabilities. 6 10% 3 17%
Includes the evaluation of protection measures and 
standards. 21 34% 3 17%
Includes the evaluation of each protection measure for 
identified key assets 21 34% 9 50%
Includes the evaluation of each protection measure for 
identified key assets as part of a comprehensive security 
process (detection, assessment, delay, response).

11 18% 2 11%

4b. Vulnerability Quantification: Are vulnerabilities quantified?
Not quantified. 24 39% 5 28%
Relative probabilities or likelihoods based on general 23 38% 8 44%
Relative probabilities or likelihoods based on failure 
analysis. 10 16% 3 17%
Absolute probabilities or likelihoods based on failure 
analysis. 3 5% 2 11%

Does not address critical structure or critical function 
identification. 7 11% 4 22%
Addresses only critical structure or critical function 
identification, but not both. 15 25% 2 11%

3b. Threat / Hazard Quantification: Are threats / hazards 
tifi d?

4a. Vulnerability Types: 

5. Consequence: Does the CI-VA / RM Tool identify critical 
structures (such as utility systems, mechanical systems, fire alarm 
system, wall& window design, roofing system, structural system, 
security systems and site layout) and/or critical functions (i.e., 
primary services or outputs and the critical activities that take place 
at the site)

4a. Does CI-VA / RM Tool conduct a Vulnerability Analysis with 
contextual standards and from a systemic perspective?
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Question                      Range of Replies 61 18
Descriptive Section 

Addresses both critical structure and critical function 
identification. 30 49% 11 61%
Addresses both critical structure and critical function 
identification and analyzes the probability and/or range of 
credible consequences. 9 15% 2 11%

Does not address risk reduction processes. 16 26% 3 17%
Directs risk reduction steps for particular measures. 24 39% 9 50%
Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss of a particular asset.

19 31% 6 33%
Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss in context of a larger 
system and the entire sector. 5 8% 5 28%

6. Risk Reduction: Does the CI-VA / RM Tool determine risk 
reduction and cost benefit of mitigation?
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Question                      Range of Replies

Banking & Finance
Chemical x
Energy (Except Nuclear Power) x
Electricity x x
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health x
Transportation
Water x x x
National Monuments & Icons
Commercial Facilities
Government Facilities x
Dams
All

1.b. Asset: Check the types of assets included
Buildings x x x x x x x x
Facilities x x x x x x x x x
Equipment x x x x x x x x
Materials x x x
Operations x x x x x x
People x x x x
Other

Descriptive Section 
1. Assessment Subject: What are the primary subjects the tool 
refers or applies to?
1.a. Sector: Check the specific sector(s) or industries the tool is 
designed to assess.
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Assessment Tool

Question                      Range of Replies

Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams
All

1.b. Asset: Check the types of assets included
Buildings
Facilities
Equipment
Materials
Operations
People
Other

Descriptive Section 
1. Assessment Subject: What are the primary subjects the tool 
refers or applies to?
1.a. Sector: Check the specific sector(s) or industries the tool is 
designed to assess.
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Assessment Tool

Question                      Range of Replies

Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams
All

1.b. Asset: Check the types of assets included
Buildings
Facilities
Equipment
Materials
Operations
People
Other

Descriptive Section 
1. Assessment Subject: What are the primary subjects the tool 
refers or applies to?
1.a. Sector: Check the specific sector(s) or industries the tool is 
designed to assess.
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Assessment Tool

Question                      Range of Replies

Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams
All

1.b. Asset: Check the types of assets included
Buildings
Facilities
Equipment
Materials
Operations
People
Other

Descriptive Section 
1. Assessment Subject: What are the primary subjects the tool 
refers or applies to?
1.a. Sector: Check the specific sector(s) or industries the tool is 
designed to assess.
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Assessment Tool

Question                      Range of Replies

Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams
All

1.b. Asset: Check the types of assets included
Buildings
Facilities
Equipment
Materials
Operations
People
Other

Descriptive Section 
1. Assessment Subject: What are the primary subjects the tool 
refers or applies to?
1.a. Sector: Check the specific sector(s) or industries the tool is 
designed to assess.
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Assessment Tool

Question                      Range of Replies

Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams
All

1.b. Asset: Check the types of assets included
Buildings
Facilities
Equipment
Materials
Operations
People
Other

Descriptive Section 
1. Assessment Subject: What are the primary subjects the tool 
refers or applies to?
1.a. Sector: Check the specific sector(s) or industries the tool is 
designed to assess.
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Assessment Tool

Question                      Range of Replies

Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams
All

1.b. Asset: Check the types of assets included
Buildings
Facilities
Equipment
Materials
Operations
People
Other

Descriptive Section 
1. Assessment Subject: What are the primary subjects the tool 
refers or applies to?
1.a. Sector: Check the specific sector(s) or industries the tool is 
designed to assess.
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Assessment Tool
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Question                      Range of Replies
Descriptive Section 

Yes x x x
No x x x x x x

All x
Only Dependent Utilities and Communication x x x x x x x
Banking & Finance x x
Chemical x x
Energy (Except Nuclear Power) x x
Electricity x x
Oil & Gas x x
Emergency Services
Information Technology x x
Telecommunications x x
Postal & Shipping
Public Health
Transportation x x
Water x x x
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams

1.c. System: Does the tool address the interaction of multiple assets 
within a system?

2. Consequence Metric: What types of consequence or loss are 
addressed or measured? 

1.d. Interdependencies: Check which, if any, upstream or 
downstream sectors are included systematically

2.a Loss of Capacity/Output (not in financial terms)
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Yes
No

All
Only Dependent Utilities and Communication
Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams

1.c. System: Does the tool address the interaction of multiple assets 
within a system?

2. Consequence Metric: What types of consequence or loss are 
addressed or measured? 

1.d. Interdependencies: Check which, if any, upstream or 
downstream sectors are included systematically

2.a Loss of Capacity/Output (not in financial terms)
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Yes
No

All
Only Dependent Utilities and Communication
Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams

1.c. System: Does the tool address the interaction of multiple assets 
within a system?

2. Consequence Metric: What types of consequence or loss are 
addressed or measured? 

1.d. Interdependencies: Check which, if any, upstream or 
downstream sectors are included systematically

2.a Loss of Capacity/Output (not in financial terms)
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Yes
No

All
Only Dependent Utilities and Communication
Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams

1.c. System: Does the tool address the interaction of multiple assets 
within a system?

2. Consequence Metric: What types of consequence or loss are 
addressed or measured? 

1.d. Interdependencies: Check which, if any, upstream or 
downstream sectors are included systematically

2.a Loss of Capacity/Output (not in financial terms)
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Yes
No

All
Only Dependent Utilities and Communication
Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams

1.c. System: Does the tool address the interaction of multiple assets 
within a system?

2. Consequence Metric: What types of consequence or loss are 
addressed or measured? 

1.d. Interdependencies: Check which, if any, upstream or 
downstream sectors are included systematically

2.a Loss of Capacity/Output (not in financial terms)
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Yes
No

All
Only Dependent Utilities and Communication
Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams

1.c. System: Does the tool address the interaction of multiple assets 
within a system?

2. Consequence Metric: What types of consequence or loss are 
addressed or measured? 

1.d. Interdependencies: Check which, if any, upstream or 
downstream sectors are included systematically

2.a Loss of Capacity/Output (not in financial terms)
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Yes
No

All
Only Dependent Utilities and Communication
Banking & Finance
Chemical
Energy (Except Nuclear Power)
Electricity
Oil & Gas
Emergency Services
Information Technology
Telecommunications
Postal & Shipping
Public Health
Transportation
Water
National Monuments & Icons
Commercial Facilities
Government Facilities
Dams

1.c. System: Does the tool address the interaction of multiple assets 
within a system?

2. Consequence Metric: What types of consequence or loss are 
addressed or measured? 

1.d. Interdependencies: Check which, if any, upstream or 
downstream sectors are included systematically

2.a Loss of Capacity/Output (not in financial terms)
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Assessment Tool
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Question                      Range of Replies
Descriptive Section 

Check if yes, blank if no x x x x x x x x x
2.b Economic/Financial Loss 

Check if yes, blank if no x x x x x x x
2.c. Environmental Degradation

Check if yes, blank if no
2.d. Morbidity/Mortality

Check if yes, blank if no x x x x
2.e. Other

Check if yes, blank if no

Descriptions x
Checklists x x x x x x x x
Charts
Questionnaires
Other

3.b. Input: Indicate the main type of data input
Quantitative data input: a cost benefit analysis
Qualitative data input: expert assessment and relative 
ranking scales

x x x x x x x x x

Other
3.c. Output: Indicate the output from the execution of the tool. 

Advisory statement x
Simple ranking x x
Estimate of Relative risk x x x x x x x
Estimate of absolute risk
Estimate of risk reduction x x x

3.e. Cost: Estimated cost of completing or implementing the tool

3. Tool Design: What are the principle elements of the tool?

3.a. Format: Check the item(s) that make up the core of the tool. 
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Check if yes, blank if no
2.b Economic/Financial Loss 

Check if yes, blank if no
2.c. Environmental Degradation

Check if yes, blank if no
2.d. Morbidity/Mortality

Check if yes, blank if no
2.e. Other

Check if yes, blank if no

Descriptions
Checklists
Charts
Questionnaires
Other

3.b. Input: Indicate the main type of data input
Quantitative data input: a cost benefit analysis
Qualitative data input: expert assessment and relative 
ranking scales
Other

3.c. Output: Indicate the output from the execution of the tool. 
Advisory statement
Simple ranking
Estimate of Relative risk
Estimate of absolute risk
Estimate of risk reduction

3.e. Cost: Estimated cost of completing or implementing the tool

3. Tool Design: What are the principle elements of the tool?

3.a. Format: Check the item(s) that make up the core of the tool. 
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Check if yes, blank if no
2.b Economic/Financial Loss 

Check if yes, blank if no
2.c. Environmental Degradation

Check if yes, blank if no
2.d. Morbidity/Mortality

Check if yes, blank if no
2.e. Other

Check if yes, blank if no

Descriptions
Checklists
Charts
Questionnaires
Other

3.b. Input: Indicate the main type of data input
Quantitative data input: a cost benefit analysis
Qualitative data input: expert assessment and relative 
ranking scales
Other

3.c. Output: Indicate the output from the execution of the tool. 
Advisory statement
Simple ranking
Estimate of Relative risk
Estimate of absolute risk
Estimate of risk reduction

3.e. Cost: Estimated cost of completing or implementing the tool

3. Tool Design: What are the principle elements of the tool?

3.a. Format: Check the item(s) that make up the core of the tool. 
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Check if yes, blank if no
2.b Economic/Financial Loss 

Check if yes, blank if no
2.c. Environmental Degradation

Check if yes, blank if no
2.d. Morbidity/Mortality

Check if yes, blank if no
2.e. Other

Check if yes, blank if no

Descriptions
Checklists
Charts
Questionnaires
Other

3.b. Input: Indicate the main type of data input
Quantitative data input: a cost benefit analysis
Qualitative data input: expert assessment and relative 
ranking scales
Other

3.c. Output: Indicate the output from the execution of the tool. 
Advisory statement
Simple ranking
Estimate of Relative risk
Estimate of absolute risk
Estimate of risk reduction

3.e. Cost: Estimated cost of completing or implementing the tool

3. Tool Design: What are the principle elements of the tool?

3.a. Format: Check the item(s) that make up the core of the tool. 
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Check if yes, blank if no
2.b Economic/Financial Loss 

Check if yes, blank if no
2.c. Environmental Degradation

Check if yes, blank if no
2.d. Morbidity/Mortality

Check if yes, blank if no
2.e. Other

Check if yes, blank if no

Descriptions
Checklists
Charts
Questionnaires
Other

3.b. Input: Indicate the main type of data input
Quantitative data input: a cost benefit analysis
Qualitative data input: expert assessment and relative 
ranking scales
Other

3.c. Output: Indicate the output from the execution of the tool. 
Advisory statement
Simple ranking
Estimate of Relative risk
Estimate of absolute risk
Estimate of risk reduction

3.e. Cost: Estimated cost of completing or implementing the tool

3. Tool Design: What are the principle elements of the tool?

3.a. Format: Check the item(s) that make up the core of the tool. 
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Check if yes, blank if no
2.b Economic/Financial Loss 

Check if yes, blank if no
2.c. Environmental Degradation

Check if yes, blank if no
2.d. Morbidity/Mortality

Check if yes, blank if no
2.e. Other

Check if yes, blank if no

Descriptions
Checklists
Charts
Questionnaires
Other

3.b. Input: Indicate the main type of data input
Quantitative data input: a cost benefit analysis
Qualitative data input: expert assessment and relative 
ranking scales
Other

3.c. Output: Indicate the output from the execution of the tool. 
Advisory statement
Simple ranking
Estimate of Relative risk
Estimate of absolute risk
Estimate of risk reduction

3.e. Cost: Estimated cost of completing or implementing the tool

3. Tool Design: What are the principle elements of the tool?

3.a. Format: Check the item(s) that make up the core of the tool. 

 T
he

 V
ul

ne
ra

bi
lit

y 
Se

lf 
A

ss
es

sm
en

t T
oo

l™
 (V

SA
T)

 fo
r 

W
at

er
 &

 W
as

te
w

at
er

 U
til

iti
es

FE
M

A
, R

ef
er

en
ce

 M
an

ua
l t

o 
M

iti
ga

te
 T

er
ro

ris
t A

tta
ck

s A
ga

in
st

 
B

ui
ld

in
gs

K
ai

se
r C

en
te

r H
az

ar
d 

an
d 

V
ul

ne
ra

bi
lit

y 
A

na
ly

si
s

N
C

R
 H

ea
lth

ca
re

 O
rg

an
iz

at
io

n 
G

ui
de

d 
V

ul
ne

ra
bi

lit
ie

s A
ss

es
sm

en
t 

an
d 

Pr
ep

ar
ed

ne
ss

 P
la

nn
in

g

M
ed

ia
 S

ec
ur

ity
 a

nd
 R

el
ia

bi
lit

y 
C

ou
nc

il 
(M

SR
C

) A
do

pt
ed

 B
es

t 
Pr

ac
tic

es
 R

ec
om

m
en

da
tio

ns

N
R

IC
 B

es
t P

ra
ct

ic
e

N
at

io
na

l S
ec

ur
ity

 
Te

le
co

m
m

un
ic

at
io

ns
 A

dv
is

or
y 

C
om

m
itt

ee
 (N

ST
A

C
) R

ep
or

ts

FF
IE

C
 G

ui
de

lin
es

, B
IT

S 
st

ud
ie

s 
an

d 
re

co
m

m
en

da
tio

ns
 fo

r I
T 

se
cu

rit
y

B
an

ki
ng

 a
nd

 F
in

an
ci

al
 R

eg
ul

at
or

y 
an

d 
Su

pe
rv

is
or

y 
O

ve
rs

ig
ht

G
en

er
al

 In
du

st
ry

 P
ra

ct
ic

es
 - 

Tr
ad

e 
A

ss
oc

ia
tio

ns
 N

at
io

na
l, 

St
at

e,
 

R
eg

io
na

l

Lo
ud

on
 C

ou
nt

y:
 H

az
ar

d 
Id

en
tif

ic
at

io
n 

an
d 

R
is

k 
A

na
ly

si
s

"Good Practice" tools

x x x x x x x x x x

x x x x x

x x x x x

x x x x x x

x x x x x x x x x x
x x x x x x x x x x
x x x x x
x x x x

x x x x x x

x x x x
x x x x x x x x

x x x x x x

x x x x x x x
x x x

x x x x x x x
x x x
x x x

61



Assessment Tool

Question                      Range of Replies
Descriptive Section 

Check if yes, blank if no
2.b Economic/Financial Loss 

Check if yes, blank if no
2.c. Environmental Degradation

Check if yes, blank if no
2.d. Morbidity/Mortality

Check if yes, blank if no
2.e. Other

Check if yes, blank if no

Descriptions
Checklists
Charts
Questionnaires
Other

3.b. Input: Indicate the main type of data input
Quantitative data input: a cost benefit analysis
Qualitative data input: expert assessment and relative 
ranking scales
Other

3.c. Output: Indicate the output from the execution of the tool. 
Advisory statement
Simple ranking
Estimate of Relative risk
Estimate of absolute risk
Estimate of risk reduction

3.e. Cost: Estimated cost of completing or implementing the tool

3. Tool Design: What are the principle elements of the tool?

3.a. Format: Check the item(s) that make up the core of the tool. 
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Assessment Tool

U
SC

G
, O

ut
er

 C
on

tin
en

ta
l S

he
lf 

Fa
ci

lit
y 

Se
cu

rit
y 

Pl
an

s R
ev

ie
w

D
O

J, 
D

ep
ar

tm
en

t o
f J

us
tic

e 
St

an
da

rd
s f

or
 P

ro
te

ct
io

n 
of

 
Fe

de
ra

l F
ac

ili
tie

s

A
M

SA
, A

ss
et

 B
as

ed
 V

ul
ne

ra
bi

lit
y 

C
he

ck
lis

t f
or

 W
as

te
w

at
er

 U
til

iti
es

D
O

J, 
N

IJ
 S

pe
ci

al
 re

po
rt:

 A
 

M
et

ho
d 

to
 A

ss
es

s t
he

 
V

ul
ne

ra
bi

lit
y 

of
 U

.S
. C

he
m

ic
al

 
Fa

ci
lit

ie
s

N
at

io
na

l E
nv

iro
nm

en
ta

l T
ra

in
in

g 
C

en
te

r, 
Pr

ot
ec

tin
g 

Y
ou

r 
C

om
m

un
ity

's 
A

ss
et

s:
 A

 G
ui

de
 fo

r 
Sm

al
l W

as
te

w
at

er
 S

ys
te

m
s

EP
A

, P
ro

te
ct

 Y
ou

r W
at

er
 F

or
 

Li
fe

: V
ul

ne
ra

bi
lit

y 
A

ss
es

sm
en

t 
Fa

ct
 sh

ee
t

D
O

E,
 V

ul
ne

ra
bi

lit
y 

A
ss

es
sm

en
t 

M
et

ho
do

lo
gy

, E
le

ct
ric

 P
ow

er
 

In
fr

as
tru

ct
ur

e

D
ep

t. 
of

 V
et

er
an

s A
ff

ai
rs

, P
hy

si
ca

l 
Se

cu
rit

y 
A

ss
es

sm
en

t f
or

 
D

ep
ar

tm
en

t o
f V

et
er

an
s A

ff
ai

rs
 

Fa
ci

lit
ie

s

N
ER

C
, S

ec
ur

ity
 G

ui
de

lin
es

 fo
r t

he
 

El
ec

tri
ci

ty
 S

ec
to

r

Question                      Range of Replies
Descriptive Section 

1-3 days
4-7 days x x
8-14 days
>14 days
Unknown x x x x x x x

3.e. Cost: Estimated cost of completing or implementing the tool
minimal
< $5,000
$5,000 - $10,000 x
> $10,000
Unknown x x x x x x x x

Owner operators x x x x x x x x x
External auditors x x
Technical experts x x x x x
Regulators x x
Combination of above x x x x x x x

Not in use beyond an initial proof of concept.
Limited use of the tool in sector. x x x x x x x
Broad use of the tool in the sector. x x
Accepted as a standard practice in the sector.

3.f. Executor: Tool can be used by e.g. owners/operators, external 
auditors, technical experts, regulators

Analytic Section

1. Maturity: What is the level of maturity of the CI-VA / RM Tool 
in its sector? 
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

1-3 days
4-7 days
8-14 days
>14 days
Unknown

3.e. Cost: Estimated cost of completing or implementing the tool
minimal
< $5,000
$5,000 - $10,000
> $10,000
Unknown

Owner operators
External auditors
Technical experts
Regulators
Combination of above

Not in use beyond an initial proof of concept.
Limited use of the tool in sector.
Broad use of the tool in the sector.
Accepted as a standard practice in the sector.

3.f. Executor: Tool can be used by e.g. owners/operators, external 
auditors, technical experts, regulators

Analytic Section

1. Maturity: What is the level of maturity of the CI-VA / RM Tool 
in its sector? 
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

1-3 days
4-7 days
8-14 days
>14 days
Unknown

3.e. Cost: Estimated cost of completing or implementing the tool
minimal
< $5,000
$5,000 - $10,000
> $10,000
Unknown

Owner operators
External auditors
Technical experts
Regulators
Combination of above

Not in use beyond an initial proof of concept.
Limited use of the tool in sector.
Broad use of the tool in the sector.
Accepted as a standard practice in the sector.

3.f. Executor: Tool can be used by e.g. owners/operators, external 
auditors, technical experts, regulators

Analytic Section

1. Maturity: What is the level of maturity of the CI-VA / RM Tool 
in its sector? 
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

1-3 days
4-7 days
8-14 days
>14 days
Unknown

3.e. Cost: Estimated cost of completing or implementing the tool
minimal
< $5,000
$5,000 - $10,000
> $10,000
Unknown

Owner operators
External auditors
Technical experts
Regulators
Combination of above

Not in use beyond an initial proof of concept.
Limited use of the tool in sector.
Broad use of the tool in the sector.
Accepted as a standard practice in the sector.

3.f. Executor: Tool can be used by e.g. owners/operators, external 
auditors, technical experts, regulators

Analytic Section

1. Maturity: What is the level of maturity of the CI-VA / RM Tool 
in its sector? 
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

1-3 days
4-7 days
8-14 days
>14 days
Unknown

3.e. Cost: Estimated cost of completing or implementing the tool
minimal
< $5,000
$5,000 - $10,000
> $10,000
Unknown

Owner operators
External auditors
Technical experts
Regulators
Combination of above

Not in use beyond an initial proof of concept.
Limited use of the tool in sector.
Broad use of the tool in the sector.
Accepted as a standard practice in the sector.

3.f. Executor: Tool can be used by e.g. owners/operators, external 
auditors, technical experts, regulators

Analytic Section

1. Maturity: What is the level of maturity of the CI-VA / RM Tool 
in its sector? 
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Question                      Range of Replies
Descriptive Section 

1-3 days
4-7 days
8-14 days
>14 days
Unknown

3.e. Cost: Estimated cost of completing or implementing the tool
minimal
< $5,000
$5,000 - $10,000
> $10,000
Unknown

Owner operators
External auditors
Technical experts
Regulators
Combination of above

Not in use beyond an initial proof of concept.
Limited use of the tool in sector.
Broad use of the tool in the sector.
Accepted as a standard practice in the sector.

3.f. Executor: Tool can be used by e.g. owners/operators, external 
auditors, technical experts, regulators

Analytic Section

1. Maturity: What is the level of maturity of the CI-VA / RM Tool 
in its sector? 
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

1-3 days
4-7 days
8-14 days
>14 days
Unknown

3.e. Cost: Estimated cost of completing or implementing the tool
minimal
< $5,000
$5,000 - $10,000
> $10,000
Unknown

Owner operators
External auditors
Technical experts
Regulators
Combination of above

Not in use beyond an initial proof of concept.
Limited use of the tool in sector.
Broad use of the tool in the sector.
Accepted as a standard practice in the sector.

3.f. Executor: Tool can be used by e.g. owners/operators, external 
auditors, technical experts, regulators

Analytic Section

1. Maturity: What is the level of maturity of the CI-VA / RM Tool 
in its sector? 
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Question                      Range of Replies
Descriptive Section 

No, all asset/systems are included in the entire assessment 
process

x x

Yes, assets/systems are prioritized according to some level 
of criticality.

x x x x x x x

3a Threat / Hazard Types: 
3.a. What is the CI-VA / RM Tool Threats / Hazard approach?

Tool is not explicit as the threats / hazards.
Tool addresses only threats / hazards associated with x
Tool addresses all man made threats / hazards (Terrorism, 
Criminal Activity).

x x x x x x

Tool addresses man made and natural disaster threats / x x

Not quantified. x
Relative probabilities or likelihoods based on general 
judgment

x x x

Relative probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.

x x x x x

Absolute probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.

Simple listing of vulnerabilities.

4a. Does CI-VA / RM Tool conduct a Vulnerability Analysis with 
contextual standards and from a systemic perspective?

2. Criticality Screen: Is there a process of screening out low 
priority assets from further assessment?

3b. Threat / Hazard Quantification: Are threats / hazards 
tifi d?

4a. Vulnerability Types: 
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Question                      Range of Replies
Descriptive Section 

No, all asset/systems are included in the entire assessment 
process
Yes, assets/systems are prioritized according to some level 
of criticality.

3a Threat / Hazard Types: 
3.a. What is the CI-VA / RM Tool Threats / Hazard approach?

Tool is not explicit as the threats / hazards.
Tool addresses only threats / hazards associated with 
Tool addresses all man made threats / hazards (Terrorism, 
Criminal Activity).
Tool addresses man made and natural disaster threats / 

Not quantified.
Relative probabilities or likelihoods based on general 
judgmentRelative probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.
Absolute probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.

Simple listing of vulnerabilities.

4a. Does CI-VA / RM Tool conduct a Vulnerability Analysis with 
contextual standards and from a systemic perspective?

2. Criticality Screen: Is there a process of screening out low 
priority assets from further assessment?

3b. Threat / Hazard Quantification: Are threats / hazards 
tifi d?

4a. Vulnerability Types: 
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Question                      Range of Replies
Descriptive Section 

No, all asset/systems are included in the entire assessment 
process
Yes, assets/systems are prioritized according to some level 
of criticality.

3a Threat / Hazard Types: 
3.a. What is the CI-VA / RM Tool Threats / Hazard approach?

Tool is not explicit as the threats / hazards.
Tool addresses only threats / hazards associated with 
Tool addresses all man made threats / hazards (Terrorism, 
Criminal Activity).
Tool addresses man made and natural disaster threats / 

Not quantified.
Relative probabilities or likelihoods based on general 
judgmentRelative probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.
Absolute probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.

Simple listing of vulnerabilities.

4a. Does CI-VA / RM Tool conduct a Vulnerability Analysis with 
contextual standards and from a systemic perspective?

2. Criticality Screen: Is there a process of screening out low 
priority assets from further assessment?

3b. Threat / Hazard Quantification: Are threats / hazards 
tifi d?

4a. Vulnerability Types: 

FE
M

A
, E

m
er

ge
nc

y 
M

an
ag

em
en

t 
G

ui
de

 fo
r B

us
in

es
s a

nd
 In

du
st

ry
 

N
FP

A
 1

60
0,

 S
ta

nd
ar

d 
on

 D
is

as
te

r 
/ E

m
er

ge
nc

y 
M

an
ag

em
en

t a
nd

 
B

us
in

es
s C

on
tin

ui
ty

 P
ro

gr
am

s, 
20

04
 E

di
tio

n
FF

IE
C

, O
pe

ra
tio

ns
, I

T 
Ex

am
in

at
io

n 
H

an
db

oo
k

FF
IE

C
, I

nf
or

m
at

io
n 

Se
cu

rit
y,

 IT
 

Ex
am

in
at

io
n 

H
an

db
oo

k

FF
IE

C
, M

an
ag

em
en

t, 
IT

 
Ex

am
in

at
io

n 
H

an
db

oo
k

N
C

S,
 P

ub
lic

 S
w

itc
he

d 
N

et
w

or
k 

A
ss

es
sm

en
t G

ui
de

lin
es

N
C

S,
 T

he
 E

le
ct

ro
ni

c 
in

tru
si

on
 

th
re

at
 to

 n
at

io
na

l S
ec

ur
ity

 a
nd

 
Em

er
ge

nc
y 

Pr
ep

ar
ed

ne
ss

 (N
S/

EP
) 

In
te

rn
et

 C
om

m
un

ic
at

io
ns

N
IS

C
C

, G
oo

d 
Pr

ac
tic

e 
G

ui
de

, 
Te

le
co

m
m

un
ic

at
io

ns
 R

es
ili

en
ce

D
O

E,
 E

ne
rg

y 
In

fr
as

tru
ct

ur
es

 R
is

k 
M

an
ag

em
en

t C
he

ck
lis

ts
 fo

r S
m

al
l 

an
d 

M
ed

iu
m

 S
iz

ed
 E

ne
rg

y 
Fa

ci
lit

ie
s

A
W

W
A

, I
nt

er
im

 V
ol

un
ta

ry
 

Se
cu

rit
y 

G
ui

da
nc

e 
fo

r W
at

er
 

U
til

iti
es

, D
ec

em
be

r 9
, 2

00
4

x x x x x x x x x

x

x x x

x x x x

x x x

x x x x x x
x x x x

x

72



Assessment Tool

Question                      Range of Replies
Descriptive Section 

No, all asset/systems are included in the entire assessment 
process
Yes, assets/systems are prioritized according to some level 
of criticality.

3a Threat / Hazard Types: 
3.a. What is the CI-VA / RM Tool Threats / Hazard approach?

Tool is not explicit as the threats / hazards.
Tool addresses only threats / hazards associated with 
Tool addresses all man made threats / hazards (Terrorism, 
Criminal Activity).
Tool addresses man made and natural disaster threats / 

Not quantified.
Relative probabilities or likelihoods based on general 
judgmentRelative probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.
Absolute probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.

Simple listing of vulnerabilities.

4a. Does CI-VA / RM Tool conduct a Vulnerability Analysis with 
contextual standards and from a systemic perspective?

2. Criticality Screen: Is there a process of screening out low 
priority assets from further assessment?

3b. Threat / Hazard Quantification: Are threats / hazards 
tifi d?

4a. Vulnerability Types: 

A
W

W
A

, I
nt

er
im

 V
ol

un
ta

ry
 

Se
cu

rit
y 

G
ui

da
nc

e 
fo

r W
as

te
w

at
er

 
/ S

to
rm

 w
at

er
 U

til
iti

es
, D

ec
em

be
r 

9,
 2

00
4

A
SD

W
A

/N
R

W
A

, S
ec

ur
ity

 
V

ul
ne

ra
bi

lit
y 

Se
lf-

A
ss

es
sm

en
t 

G
ui

de
 fo

r S
m

al
l D

rin
ki

ng
 W

at
er

 
Sy

st
em

s S
er

vi
ng

 P
op

ul
at

io
ns

 
B

et
w

ee
n 

3,
30

0 
an

d 
10

,0
00

, 
N

ov
em

be
r 1

3,
 2

00
2

A
SI

S,
 B

us
in

es
s C

on
tin

ui
ty

 
G

ui
de

lin
e,

 0
1 

20
05

B
IT

S,
 B

IT
S 

G
ui

de
 to

 B
us

in
es

s-
C

rit
ic

al
 T

el
ec

om
m

un
ic

at
io

ns
 

Se
rv

ic
es

, N
ov

em
be

r 2
00

4

C
om

pe
nd

iu
m

 o
f S

up
po

rti
ng

 
D

oc
um

en
ts

 to
 th

e 
N

at
io

na
l 

St
ra

te
gy

 fo
r C

rit
ic

al
 In

fr
as

tru
ct

ur
e 

A
ss

ur
an

ce
 V

er
si

on
 1

.0
, M

ay
 1

3,
 

20
02

D
O

E,
 E

ne
rg

y 
In

fr
as

tru
ct

ur
es

 R
is

k 
A

ss
es

sm
en

t C
he

ck
lis

ts
 fo

r S
ta

te
 

G
ov

er
nm

en
ts

, D
ec

em
be

r 4
, 2

00
1

EO
C

 C
he

ck
lis

t

N
IS

T 
SP

80
0-

53
, R

ec
om

m
en

de
d 

Se
cu

rit
y 

C
on

tro
ls

 fo
r F

ed
er

al
 

In
fo

rm
at

io
n 

Sy
st

em
s, 

Fe
br

ua
ry

 
20

05
U

SC
G

, N
av

ig
at

io
n 

an
d 

V
es

se
l 

In
sp

ec
tio

n 
C

irc
ul

ar
 N

O
. 0

5 
03

, 
D

ec
em

be
r 1

5,
 2

00
3

x x x x x

x x x x

x x x x x
x

x x

x

x x x x x
x x x

x

x

73



Assessment Tool

Question                      Range of Replies
Descriptive Section 

No, all asset/systems are included in the entire assessment 
process
Yes, assets/systems are prioritized according to some level 
of criticality.

3a Threat / Hazard Types: 
3.a. What is the CI-VA / RM Tool Threats / Hazard approach?

Tool is not explicit as the threats / hazards.
Tool addresses only threats / hazards associated with 
Tool addresses all man made threats / hazards (Terrorism, 
Criminal Activity).
Tool addresses man made and natural disaster threats / 

Not quantified.
Relative probabilities or likelihoods based on general 
judgmentRelative probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.
Absolute probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.

Simple listing of vulnerabilities.

4a. Does CI-VA / RM Tool conduct a Vulnerability Analysis with 
contextual standards and from a systemic perspective?

2. Criticality Screen: Is there a process of screening out low 
priority assets from further assessment?

3b. Threat / Hazard Quantification: Are threats / hazards 
tifi d?

4a. Vulnerability Types: 
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Question                      Range of Replies
Descriptive Section 

No, all asset/systems are included in the entire assessment 
process
Yes, assets/systems are prioritized according to some level 
of criticality.

3a Threat / Hazard Types: 
3.a. What is the CI-VA / RM Tool Threats / Hazard approach?

Tool is not explicit as the threats / hazards.
Tool addresses only threats / hazards associated with 
Tool addresses all man made threats / hazards (Terrorism, 
Criminal Activity).
Tool addresses man made and natural disaster threats / 

Not quantified.
Relative probabilities or likelihoods based on general 
judgmentRelative probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.
Absolute probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.

Simple listing of vulnerabilities.

4a. Does CI-VA / RM Tool conduct a Vulnerability Analysis with 
contextual standards and from a systemic perspective?

2. Criticality Screen: Is there a process of screening out low 
priority assets from further assessment?

3b. Threat / Hazard Quantification: Are threats / hazards 
tifi d?

4a. Vulnerability Types: 
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Question                      Range of Replies
Descriptive Section 

No, all asset/systems are included in the entire assessment 
process
Yes, assets/systems are prioritized according to some level 
of criticality.

3a Threat / Hazard Types: 
3.a. What is the CI-VA / RM Tool Threats / Hazard approach?

Tool is not explicit as the threats / hazards.
Tool addresses only threats / hazards associated with 
Tool addresses all man made threats / hazards (Terrorism, 
Criminal Activity).
Tool addresses man made and natural disaster threats / 

Not quantified.
Relative probabilities or likelihoods based on general 
judgmentRelative probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.
Absolute probabilities or likelihoods based on specific 
analysis of intents, capabilities, etc.

Simple listing of vulnerabilities.

4a. Does CI-VA / RM Tool conduct a Vulnerability Analysis with 
contextual standards and from a systemic perspective?

2. Criticality Screen: Is there a process of screening out low 
priority assets from further assessment?

3b. Threat / Hazard Quantification: Are threats / hazards 
tifi d?

4a. Vulnerability Types: 
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Question                      Range of Replies
Descriptive Section 

Includes the evaluation of protection measures and 
standards.

x

Includes the evaluation of each protection measure for 
identified key assets

x x x

Includes the evaluation of each protection measure for 
identified key assets as part of a comprehensive security 
process (detection, assessment, delay, response).

x x x x x

4b. Vulnerability Quantification: Are vulnerabilities quantified?
Not quantified. x
Relative probabilities or likelihoods based on general x x x x x
Relative probabilities or likelihoods based on failure 
analysis.

x x

Absolute probabilities or likelihoods based on failure 
analysis.

Does not address critical structure or critical function 
identification.
Addresses only critical structure or critical function 
identification, but not both.
Addresses both critical structure and critical function 
identification.

x x x x x x x

5. Consequence: Does the CI-VA / RM Tool identify critical 
structures (such as utility systems, mechanical systems, fire alarm 
system, wall& window design, roofing system, structural system, 
security systems and site layout) and/or critical functions (i.e., 
primary services or outputs and the critical activities that take place 
at the site)
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Question                      Range of Replies
Descriptive Section 

Includes the evaluation of protection measures and 
standards.
Includes the evaluation of each protection measure for 
identified key assets
Includes the evaluation of each protection measure for 
identified key assets as part of a comprehensive security 
process (detection, assessment, delay, response).

4b. Vulnerability Quantification: Are vulnerabilities quantified?
Not quantified.
Relative probabilities or likelihoods based on general 
Relative probabilities or likelihoods based on failure 
analysis.
Absolute probabilities or likelihoods based on failure 
analysis.

Does not address critical structure or critical function 
identification.
Addresses only critical structure or critical function 
identification, but not both.
Addresses both critical structure and critical function 
identification.

5. Consequence: Does the CI-VA / RM Tool identify critical 
structures (such as utility systems, mechanical systems, fire alarm 
system, wall& window design, roofing system, structural system, 
security systems and site layout) and/or critical functions (i.e., 
primary services or outputs and the critical activities that take place 
at the site)
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Question                      Range of Replies
Descriptive Section 

Includes the evaluation of protection measures and 
standards.
Includes the evaluation of each protection measure for 
identified key assets
Includes the evaluation of each protection measure for 
identified key assets as part of a comprehensive security 
process (detection, assessment, delay, response).

4b. Vulnerability Quantification: Are vulnerabilities quantified?
Not quantified.
Relative probabilities or likelihoods based on general 
Relative probabilities or likelihoods based on failure 
analysis.
Absolute probabilities or likelihoods based on failure 
analysis.

Does not address critical structure or critical function 
identification.
Addresses only critical structure or critical function 
identification, but not both.
Addresses both critical structure and critical function 
identification.

5. Consequence: Does the CI-VA / RM Tool identify critical 
structures (such as utility systems, mechanical systems, fire alarm 
system, wall& window design, roofing system, structural system, 
security systems and site layout) and/or critical functions (i.e., 
primary services or outputs and the critical activities that take place 
at the site)
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Question                      Range of Replies
Descriptive Section 

Includes the evaluation of protection measures and 
standards.
Includes the evaluation of each protection measure for 
identified key assets
Includes the evaluation of each protection measure for 
identified key assets as part of a comprehensive security 
process (detection, assessment, delay, response).

4b. Vulnerability Quantification: Are vulnerabilities quantified?
Not quantified.
Relative probabilities or likelihoods based on general 
Relative probabilities or likelihoods based on failure 
analysis.
Absolute probabilities or likelihoods based on failure 
analysis.

Does not address critical structure or critical function 
identification.
Addresses only critical structure or critical function 
identification, but not both.
Addresses both critical structure and critical function 
identification.

5. Consequence: Does the CI-VA / RM Tool identify critical 
structures (such as utility systems, mechanical systems, fire alarm 
system, wall& window design, roofing system, structural system, 
security systems and site layout) and/or critical functions (i.e., 
primary services or outputs and the critical activities that take place 
at the site)
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Question                      Range of Replies
Descriptive Section 

Includes the evaluation of protection measures and 
standards.
Includes the evaluation of each protection measure for 
identified key assets
Includes the evaluation of each protection measure for 
identified key assets as part of a comprehensive security 
process (detection, assessment, delay, response).

4b. Vulnerability Quantification: Are vulnerabilities quantified?
Not quantified.
Relative probabilities or likelihoods based on general 
Relative probabilities or likelihoods based on failure 
analysis.
Absolute probabilities or likelihoods based on failure 
analysis.

Does not address critical structure or critical function 
identification.
Addresses only critical structure or critical function 
identification, but not both.
Addresses both critical structure and critical function 
identification.

5. Consequence: Does the CI-VA / RM Tool identify critical 
structures (such as utility systems, mechanical systems, fire alarm 
system, wall& window design, roofing system, structural system, 
security systems and site layout) and/or critical functions (i.e., 
primary services or outputs and the critical activities that take place 
at the site)
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Includes the evaluation of protection measures and 
standards.
Includes the evaluation of each protection measure for 
identified key assets
Includes the evaluation of each protection measure for 
identified key assets as part of a comprehensive security 
process (detection, assessment, delay, response).

4b. Vulnerability Quantification: Are vulnerabilities quantified?
Not quantified.
Relative probabilities or likelihoods based on general 
Relative probabilities or likelihoods based on failure 
analysis.
Absolute probabilities or likelihoods based on failure 
analysis.

Does not address critical structure or critical function 
identification.
Addresses only critical structure or critical function 
identification, but not both.
Addresses both critical structure and critical function 
identification.

5. Consequence: Does the CI-VA / RM Tool identify critical 
structures (such as utility systems, mechanical systems, fire alarm 
system, wall& window design, roofing system, structural system, 
security systems and site layout) and/or critical functions (i.e., 
primary services or outputs and the critical activities that take place 
at the site)
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Includes the evaluation of protection measures and 
standards.
Includes the evaluation of each protection measure for 
identified key assets
Includes the evaluation of each protection measure for 
identified key assets as part of a comprehensive security 
process (detection, assessment, delay, response).

4b. Vulnerability Quantification: Are vulnerabilities quantified?
Not quantified.
Relative probabilities or likelihoods based on general 
Relative probabilities or likelihoods based on failure 
analysis.
Absolute probabilities or likelihoods based on failure 
analysis.

Does not address critical structure or critical function 
identification.
Addresses only critical structure or critical function 
identification, but not both.
Addresses both critical structure and critical function 
identification.

5. Consequence: Does the CI-VA / RM Tool identify critical 
structures (such as utility systems, mechanical systems, fire alarm 
system, wall& window design, roofing system, structural system, 
security systems and site layout) and/or critical functions (i.e., 
primary services or outputs and the critical activities that take place 
at the site)
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Assessment Tool
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Question                      Range of Replies
Descriptive Section 

Addresses both critical structure and critical function 
identification and analyzes the probability and/or range of 
credible consequences.

x

Does not address risk reduction processes. x
Directs risk reduction steps for particular measures. x x
Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss of a particular asset.

x x x x x

Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss in context of a larger 
system and the entire sector.

6. Risk Reduction: Does the CI-VA / RM Tool determine risk 
reduction and cost benefit of mitigation?
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Addresses both critical structure and critical function 
identification and analyzes the probability and/or range of 
credible consequences.

Does not address risk reduction processes.
Directs risk reduction steps for particular measures.
Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss of a particular asset.

Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss in context of a larger 
system and the entire sector.

6. Risk Reduction: Does the CI-VA / RM Tool determine risk 
reduction and cost benefit of mitigation?
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Addresses both critical structure and critical function 
identification and analyzes the probability and/or range of 
credible consequences.

Does not address risk reduction processes.
Directs risk reduction steps for particular measures.
Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss of a particular asset.

Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss in context of a larger 
system and the entire sector.

6. Risk Reduction: Does the CI-VA / RM Tool determine risk 
reduction and cost benefit of mitigation?
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Addresses both critical structure and critical function 
identification and analyzes the probability and/or range of 
credible consequences.

Does not address risk reduction processes.
Directs risk reduction steps for particular measures.
Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss of a particular asset.

Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss in context of a larger 
system and the entire sector.

6. Risk Reduction: Does the CI-VA / RM Tool determine risk 
reduction and cost benefit of mitigation?
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Addresses both critical structure and critical function 
identification and analyzes the probability and/or range of 
credible consequences.

Does not address risk reduction processes.
Directs risk reduction steps for particular measures.
Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss of a particular asset.

Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss in context of a larger 
system and the entire sector.

6. Risk Reduction: Does the CI-VA / RM Tool determine risk 
reduction and cost benefit of mitigation?
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Addresses both critical structure and critical function 
identification and analyzes the probability and/or range of 
credible consequences.

Does not address risk reduction processes.
Directs risk reduction steps for particular measures.
Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss of a particular asset.

Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss in context of a larger 
system and the entire sector.

6. Risk Reduction: Does the CI-VA / RM Tool determine risk 
reduction and cost benefit of mitigation?
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Assessment Tool

Question                      Range of Replies
Descriptive Section 

Addresses both critical structure and critical function 
identification and analyzes the probability and/or range of 
credible consequences.

Does not address risk reduction processes.
Directs risk reduction steps for particular measures.
Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss of a particular asset.

Estimates risk reduction effectiveness in terms of threat, 
vulnerability, and consequence of loss in context of a larger 
system and the entire sector.

6. Risk Reduction: Does the CI-VA / RM Tool determine risk 
reduction and cost benefit of mitigation?
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