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With an increased focus on
biological terrorism, the
nation is intensifying its
focus on the need for reliable
healthcare and the provision
of vital human services. As
with the nation's other criti-
cal infrastructures, the sector
is experienc-
ing a dramatic
rise in cyber
and physical
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laboratory services, and per-
sonal heath services. The
sector's cyber infrastructures
support information technolo-
gy equipment and systems,
which house and transmit
patient care information.
Physical infrastructures sup-
port the access
and functionality of
health and medical
facilities essential

threats. The
risk of terror-
ist acts and
escalating
world events

to providing patient
care services, such
as hospital facili-
ties, blood supply,
vaccines, medi-

intensify
growing secu-
rity concerns
for the protec-
tion of health information,
physical structures, and key
assets.

The Healthcare Sector sup-
ports the essential delivery of
patient care services through
its facilities, systems, tech-
nologies, and related func-
tions. The goods and servic-
es it provides contribute to a
strong economy, public safe-
ty, and confidence.

The Healthcare Sector is
highly sophisticated, complex,
and increasingly vulnerable,
as the sector relies heavily
on human capital as well as
cyber and physical compo-
nents. Human capital encom-
passes prevention, surveillance,

CRITICAL INFRASTRUCTURE
PROTECTION PROJECT

cines, and equip-
ment.

Healthcare is rap-
idly becoming more intercon-
nected as suppliers, payers,
providers, and patients are
reaching new levels of infor-
mation exchange. The health-
care industry is poised to
achieve new levels of quality,
safety, and efficiency through
the adoption of information
technology, but must remain
aware of the associated risks
and necessary precautions.

This month's CIP Report is
focused on the Healthcare
Sector. This issue introduces
readers to the work of the
Healthcare Sector
Coordinating Council, the
Healthcare ISAC, and other
research and related initia-
tives.


http://www.gmu.edu/departments/law//////techcenter/programs/cipp.html
http://listserv.gmu.edu/cgi-bin/wa?SUBED1=cipp-report-l&A=1
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Excerpt from

Securing the Healthcare Sector:

A Growing Need for Action

The terrorist events of September
11, 2001, demonstrate with
shocking clarity the United
States' increasing vulnerability to
terrorist attacks. The Attorney
General's report from 1997
states that our country is becom-
ing more and more dependent on
computer-controlled critical func-
tions conducted within networks
that remain largely unsecured. As
a result, the President has asked
the Homeland Security Council
and the Department of
Homeland Security to work with
each critical sector of the econo-
my to ensure delivery of those
goods and services. The
Department of Homeland
Security was created by the
Homeland Security Act of 2002,
and the Homeland Security
Council is a coordinating body
similar to the National Security
Council. These actions demon-
strate the increasing level of fed-
eral efforts to protect the
American people against attacks
to their critical infrastructures.

Building an Industry Response

In his 2002 National Strategy for
Homeland Security, the President
identified 13 critical
infrastructure sectors: agricul-
ture, food, water, emergency
services, government, defense
industrial base, information and
telecommunications, energy,
transportation, banking and

A Call to Action

finance, chemical and hazardous
materials, postal and shipping,
and public health. The USA
Patriot Act defines critical infra-
structures as "systems and
assets, whether physical or virtual,

so vital to the United States that
the incapacity or destruction of
such systems and assets would
have a debilitating impact on
security, national economic secu-
rity, national public health or
safety, or any combination of
those matters."

America's critical infrastructure
sectors provide the foundation
for our national security,
governance, economic vitality,
and way of life. Furthermore,
their continued reliability,
robustness, and resiliency create
a sense of confidence and form
an important part of our

national identity and purpose.
Critical infrastructures frame our
daily lives and enable us to enjoy
one of the highest overall stan-
dards of living in the world.

The facilities, systems, and func-
tions that comprise our critical
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infrastructures are highly sophis-
ticated and complex. They
include human assets and physi-
cal and cyber systems that work
together in processes that are
highly interdependent. They also
consist of key nodes that, in turn,
are essential to the operation of
the critical infrastructures in
which they function.

Critical infrastructure sectors
such as agriculture, food, and
water, along with public health
and emergency services, provide
the essential goods and services
that Americans depend on to sur-
vive.

Energy, transportation, banking
and financial services, chemical
manufacturing, postal

services, and shipping sustain
the Nation's economy and make
possible and available a
continuous array of goods and
services.

The healthcare sector, as it
becomes increasingly intercon-
nected, grows more vulnerable to
physical attack and cyber and
information warfare. To mitigate
these growing risks, the industry
must develop an effective pre-
paredness, awareness and
response strategy for

protecting the Nation's ability to
deliver medical services.
Developing this strategy poses a
number of substantial chal-
lenges. Ultimately, the success of
(Continued, Page 3)
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Call to Action (Cont. from Page 2)
protecting and strengthening the
security of the healthcare indus-
try depends on a voluntary part-
nership between the private sec-
tor and federal, state, and local
governments.

A security model for the health-
care industry will be an integral
part of the national planning
process led by the new
Department of Homeland
Security (DHS). Already, our
industry has participated in the
creation of the National Strategy
to Secure Cyberspace, released
by the White House in February
2003. As one of the critical infra-
structure sectors, we continue to
evaluate our current state of
technology by examining cyber
security threats and vulnerabili-
ties. To mitigate current and
future vulnerabilities introduced
to the healthcare industry infra-
structure through technology, we
must develop a sector alert and
response strategy for cyber and
physical threats. The collabora-
tion of various industry players is
key to alerting and protecting
sector organizations and
responding to the growing cyber
and physical security threats fac-
ing healthcare. Protecting the
Nation's healthcare delivery sys-
tem depends on three factors:

1. An improved understanding
and awareness of the current
healthcare state by industry
players;

2. The industry's commitment to
partaking in cyber and physical
security initiatives; and
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3. The industry's focus on pro-
tecting cyber and physical infra-
structures essential to the
delivery of patient care.

The following sections discuss
these factors further.

Current Healthcare State

Primarily, discussions regarding
the current state of healthcare
take into account three key ele-
ments: the population that the
industry serves; the infrastruc-
ture, which includes physical
facilities and technologies associ-
ated with the delivery of care;
and the industry's financing,
composed of both private and
government healthcare coverage
for consumers. Together, these
elements drive the future state of
affairs regarding security for the
healthcare sector as a whole.

Population:

The term "population dynamics"
refers to a population's demo-
graphics and projected growth.

It is estimated that the U.S. popu-
lation will increase 20 percent by
2020. Meanwhile, the

population also continues to age.
The current projection indicates
20 percent of the

population will be over 65 by
2025". Other factors affecting
population dynamics are ethnic
mix, incidence of disease, cul-
ture, and lifestyle-all of which are
directly associated with the over-
all health of the population.
These population factors directly
affect the type of care consumers
receive, their access to care, and
the financing of the care provid-
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ed. As a result, the private sector
and the government continually
evaluate the demand of health-
care services in order to provide
appropriate care to consumers.

Recent trends in patient health-
care decisions reflect an appar-
ent increase in consumer
empowerment. The healthcare
industry's continued cost shifting
to patients has caused
individuals to take on greater
responsibilities with respect to
the healthcare products and
services they receive, thereby
greatly accelerating con-
sumerism. As a result, concerns
related to access and conven-
ience of medical care will require
the healthcare industry to
respond in @ manner similar to
that of other service industries by
empowering patients to manage
their overall healthcare experi-
ence. More and more, patients
are managing their health and
the health of their family mem-
bers online. Research has shown
increasing patient use of the
Internet to research medical con-
ditions, communicate with physi-
cians and caregivers, and access
clinical records. A national survey
conducted by Pew Internet and
American Life (2002) found that
62 percent of Internet users, or
73 million people in the U.S.,
have gone online in search of
health information?.

Infrastructure:

Several drivers, including technol-
ogy, obsolescence, capital costs,
and workforce availability, shape
the healthcare infrastructure. The
consistent introduction of new
(Continued, Page 17)
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LEGAL INSIGHTS

The notion of shared critical
infrastructure in the private sec-
tor seems to have taken root in a
number of industries. In health
and medicine, things have moved
more slowly. This should hardly
be a surprise, as this sector is
one of the largest and most
diverse enterprises in the U.S.
economy. While there are a num-
ber of important companies with
nationwide and often world-wide
scope, caregiver to patient inter-
action is very much a local affair.
There are tens of thousands of
hospitals, clinics and community
practices and just as many solo
or small practices. Unlike other
sectors such as energy, utilities
or financial services, healthcare
is in many ways a trillion dollar
cottage industry.

Although the healthcare indus-
try is difficult to precisely define
due to its size and complexity, it
is extremely important. Our sec-
tor has a myriad of physical and
information assets that must
work together across the nation
and the world, yet it must also
respond effectively to crises in
local communities. We are part
of and depend on the network
of first responders, public
health officials and govern-
ment, and our links to ground
transport, utilities and energy
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by Guest Columnists

are pervasive. Disruptions of
our critical infrastructure, either
in a local environment or at the
national and international level,
are bound to have significant
economic, social and human
costs.

Healthcare was the last of the
critical sectors identified by
Presidential Decision Directive
63 to self-organize as a Sector
Coordinator. While there had

Unlike other sectors
such as energy, utilities
or financial services,
healthcare is in many
ways a trillion dollar
cottage industry.

been a number of isolated
efforts over the years to pull
together a coordinating commit-
tee, it wasn't until a number of
healthcare officials/leaders
from industry and government
were invited to the White House
in the summer of 2002, that
support began to solidify. The
possibility of an Information
Sharing and Analysis Center in
healthcare and a need for the
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Organizing to Protect the Healthcare Infrastructure

Tim Gladura, Vice President and Chief Security Officer, Cardinal Health Systems
Tim Zoph, Vice President and Chief Information Officer, Northwestern Memorial Hospital

private sector to lead in infor-
mation sharing was raised.

A series of meetings was then
held with representation from
public health, government
healthcare providers, pharma-
ceuticals, medical devices, serv-
ices, payors and hospitals.

It was clear from the beginning
that the sector needed a focus,
and attendees at the meetings
of late 2002 and early 2003
agreed, upon some discussion
and a little controversy, to focus
on patient care, both up stream
and down stream, especially as
provided in the private sector. A
committee was established and
formal linkages were made with
colleagues in related govern-
ment areas. The committee
began to identify participants,
looking to industry leaders, prin-
cipally in information technology
and security-related positions.

One of the early challenges was
helping people understand that
the term "public health" (as the
sector was termed in PDD-63)
has a specific and narrow
meaning among health profes-
sionals. The term generally
refers to the study of overarch-
ing health and disease issues,
including such (Continued,
Page 5)
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As the premier provider of health-
care services in the Northern
Virginia area, Inova Health

j System is in
a unique
position to
provide
leadership
in the
design,
implementa-
tion, and
study of
issues relat-
ed to health-
care deliv-

Dy Hanfling, MD, chalr
aof Frverva Health's disaster
preparediness conuniiiiee
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Inova Health System: Disaster Preparedness Efforts

ery as a result of conventional or
unconventional terrorist acts or
those resultant from large-scale
disease outbreak events.
Following the disastrous events
of September 11, 2001, the
bioterror attacks of October
2001, the sniper attacks of
October 2002, and the most
recent disaster related to
Hurricane Isabel, there is ample
evidence of increased need to
better coordinate the acute
healthcare delivery sector into
the broad spectrum of emer-
gency response entities, includ-

ing the public safety, public
health and emergency manage-
ment communities. Long before
the horrors of 9-11, Inova Health
System has provided key leader-
ship in disaster planning and
response within the National
Capital Region, the
Commonwealth of Virginia, and
for the nation.

In the event of another terrorist
attack in the National Capitol
Region, Inova Health System will
be a major participant in the
(Continued, Page 10)

Legal Insights (Cont. from Page
4) things as tracking the num-
bers of people who contract a
certain disease, determining the
components of influenza vac-
cines and establishing response
procedures for major epidemics.
"Public health," which is carried
on principally by government enti-
ties like the Centers for Disease
Control (CDC) and local health
authorities, is therefore quite dif-
ferent from the delivery of health-
care, the domain of public and
private practices, as well as ven-
dors and suppliers. It is not to
denigrate the vital role that pub-
lic health plays in these areas to
observe that healthcare delivery
is larger by several orders of
magnitude and astonishingly
complex. Sector coordination
has thus focused on reaching
this broader array of large and
small, for-profit and not-for-profit,
community and international
based organizations, each
engaged in a unique set of func-
tions or services.

Once having clarified its mission
in a collaborative "Call to Action,"
the organizing committee trans-
formed into the Healthcare
Sector Coordinating Council
(HSCC). Secretary Thompson of
the Department of Health and
Human Services (HHS) formally
recognized the Council as the
Sector Coordinator for critical
infrastructure protection within
the healthcare industry in
September 2003. The Council is
now completing a strategic plan
for its activities. We are building
upon the experience of our col-
leagues in other sectors and the
guidance of our sector liaison,
HHS, and the Department of
Homeland Security (DHS).

The challenges are manifold and
raise significant questions. How
can our sector reflect both an
international agenda and the
essentially local flavor of much
of the industry? How do we
meet the needs of large phar-
maceutical or device companies
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on one end of the service spec-
trum as well as community
physician practices on the other
end? What are the overlaps of
our physical and cyber infra-
structures, and how do we
address each? Should issues
surrounding HIPAA security or
other pressing business
demands be incorporated into
the HSCC services? The ques-
tions are many, as are the
demands on professionals in our
field. The HSCC and our many
friends and colleagues in the
field are committed to forming a
partnership with Health and
Human Services and the
Department of Homeland
Security to address these funda-
mental infrastructure concerns,
and there is much to be done.
Despite our late start, we would
hope for some future commen-
tator to remark on how well
healthcare has taken to infra-
structure protection and how
much progress has been made
in collaborative security. %*



Protecting the Nation's Blood Supply

Project Update

Karen N. Plante, FACHE
Arnauld Nicogossian, M.D.

This research activi-
aty focused on epi-
|!demiological, bio-
medical, and tech-
nological aspects of
;. blood supply protec-
i‘ tion. The team con-
Dr. Nicogossian ducted an in-depth
evaluation of the strengths and
vulnerabilities of the existing
processes and procedures in
protecting the nation's blood
products and blood supply infra-
structure, and examined the pol-
icy issues related to enhancing

their safety and security.

At the present time, as the proj-
ect nears completion, the
research team has completed
the last of three workshops, and
the final report is being edited.
The following abstract summa-
rizes some of the issues and
findings; it was submitted for
presentation to "Science and
Technology in Context 2004", an
interdisciplinary graduate stu-
dent conference sponsored by

the National Science Foundation.

FEBRUARY 2004 / VOLUME 2. NUMBER 8

NEW DIRECTIVE AIMED AT
PROTECTING NATION'S
FOOD SUPPLY

The Bush Administration has
issued a decision directive to pro-
tect the nation's food supply from
terrorist attacks, natural disasters,
and other incidents. The
Administration policy, issued as
Homeland Security Presidential
Directive 9 (HSPD-9), Defense of
United States Agriculture and Food
(January 30, 2004) directs govern-
ment agencies to create security
strategies to govern the U.S. food,
manufacturing, and agriculture
sectors.

HSPD-9 outlines specific activities
Federal departments and agencies
must undertake to protect agricul-
ture and food economies.
Requirements include performing
vulnerability assessments, crafting
mitigation strategies, planning for
response and recovery, establish-
ing education programs, research-
ing new technologies, and increas-
ing awareness and warning capa-
bilities. Consistent with earlier poli-
cies, HSPD-9 places the
Department of Homeland Security
(DHS) in charge of coordinating all
Federal efforts to protect the
nation's critical infrastructure.
However, HSPD-9 also orders the
US Department of Agriculture
(USDA), Health and Human
Services (HHS), and the
Environmental Protection Agency
(EPA) to implement specific meas-
ures based on existing agency rela-
tionships and legal responsibilities.



THE CI1PREPORT

Healthcare Sector Coordinating Committee:
Raising the Bar in Sector Cyber Security

The U.S. healthcare industry faces
many security challenges and
threats associated with

protecting cyber and physical infra-
structures. The industry has often
lagged behind other

critical service sectors, primarily
with respect to IT and security
investments. The sector now has
the opportunity to assume a leader-
ship role in cyber and physical
security and begin with the end in
mind. Now is the time when the
industry's players can identify the
threats and vulnerabilities facing
healthcare infrastructures and-
together with the government-col-
lectively organize their efforts to
eliminate or mitigate those risks to
protect the delivery of healthcare, a
critical part of the U.S. economy.

The healthcare sector requires a
framework through which it can
protect the industry from cyber and
physical infrastructure threats.
Industry collaboration, the adoption
of best practices, the development
of security standards, and the
establishment of a governance
structure for the inclusion of new IT
systems, communication networks
and physical networks are vital for
the industry's future viability. The
Healthcare Sector Coordinating
Council (HSCC), a collaboration of
leaders from across the diverse
health and medical sector, is work-
ing to build such a framework to
achieve fundamental and vital
cyber and physical security objec-
tives for the industry.
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The charter of the HSCC is to pro-
tect the components of the health-
care industry's cyber and physical
infrastructure that are essential to
patient care delivery. The opera-
tional mission of efforts is to gath-
er, analyze, and disseminate to its
members an integrated view of the
healthcare industry's cyber and
physical threats and vulnerabilities
in partnership with our national
homeland security activities.

The HSCC is evaluating a number
of models of information sharing
and learning from the experience of
colleagues in private and public
sector ISAC's. The goal is to provide
an opportunity for organizations in
the healthcare sector to share
information regarding threat, vul-
nerability, risk and controls and
countermeasures. The expectation
is that such information will come
from a number of sources, the U.S.
government and law enforcement
agencies, technology providers and
security associations, and from the
private healthcare sector as a
whole. Information is likely to be
used for alerts and to develop
awareness and response based on
the state of the healthcare infra-
structures and the national threat
environment. Through the organiza-
tion of the healthcare sector, infor-
mation, such as industry best prac-
tices, may be shared among mem-
bers and exchanged with the gov-
ernment through the Department
of Homeland Security and
(Continued, Page 8)
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HSCC (Cont. from Page 7)
Department of Health and
Human Services. Most important-
ly, organization of the sector is
being established on the princi-
ples of trust, commitment,
respect and partnership to
advance cyber and physical secu-
rity for the industry, while increas-
ing public trust and confidence in
healthcare.

The healthcare infrastructure
supports the essential delivery of
patient care services.

Healthcare facilities, systems,
technologies, and functions com-
prise the critical healthcare
infrastructure making it highly
sophisticated, complex, and
increasingly vulnerable. The
healthcare industry is facing an
increasing number of threats and
vulnerabilities primarily to its
cyber and physical infrastructure.
HSCC is principally concerned
with protection and response to
cyber and physical attacks, yet
it is critical to establish robust
relationships with those enti-
ties addressing emergency pre-
paredness threats, such as bio-
terrorism, or nuclear and chem-
ical attacks.

There are underlying assump-
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tions about the value of sector-
wide information sharing. Its
success in healthcare hinges
on its ability to assure opera-
tional reliability, availability,
and integrity. The information
sharing network envisioned by
HSCC is to be interconnected
throughout the industry, mak-
ing it key to national infrastruc-
ture operations. The quickly
evolving nature of the current
threat environment and the
potential consequences the
threats carry necessitate a
faster, more efficient dissemi-
nation of information than ever
before.

Meaningful participation across
the healthcare sector should
yield a number of benefits
across the sector, and there
are several operational pro-
grams to be pursued:

e Industry-Wide Critical
Information Sharing Model:
Healthcare organizations may
receive and share appropriate
vulnerability and threat infor-
mation from within the indus-
try, but will also exchange infor-
mation with the Department of
Health and Human Services as
well as the Information Analysis

and Infrastructure Protection
directorate of the Department
of Homeland Security.

e Industry Alert Systems:
Organizations may receive
industry vulnerability and
threat alerts and early warn-
ings of impending attacks, pos-
sibly through a secure web por-
tal (Internet accessible with
secure login) and
email/pagers.

e Industry-Specific Response
Plan: Response plans consis-
tent with the National
Response Plan are useful.

e Cyber and Physical Security
'Best Practices': These can be
drawn from healthcare and
other industries.

e Industry-Government
Relationship: As many health-
care organizations are inter-
twined with government func-
tions at the federal, state and
local level, strong partnerships
with government agencies will
benefit all stakeholders.

e 'Raising the Bar' in
Healthcare Cyber Security:
HSCC believes it is critical to
plan, implement and evaluate
improved security in the health-
care sector. Information shar-
ing is a fundamental compo-
nent of this mission. «*
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After 9-11: Elevating Bioterrorism Preparedness in Hospitals
Jenifer K. Murphy

James Madison University, Health Services Administration Program

Executive Summary

Following the terrorist attacks of
September 11, 2001, bioterror-
ism preparedness became a
high priority in hospitals.
However, despite significant
advancements in preparedness,
many hospitals are still unpre-
pared to deal with the impact of
bioterrorism. The federal govern-
ment has provided initial funding
to state and local governments
for bioterrorism preparedness,
however much of this money has
yet to reach hospitals. Efforts by
hospitals to elevate bioterrorism
preparedness should focus on
several key areas. These are
community involvement, educat-
ing hospital staff, improving infor-
mation technology and disease
surveillance, and acquiring addi-
tional equipment and staff.
Hospitals should also make
bioterrorism preparedness plan-
ning a regional effort.

Introduction

A war exercise conducted in
2001, before the September 11
attacks, simulated the release of
smallpox. Within a thirteen-day

period, the virus had infected
thousands of people and spread
across twenty-five states and into
fifteen countries (McCarthy
2001). Subsequent to the ter-
rorist attacks of September 11,
hospitals in the U.S. had to cope
with the threat of anthrax, SARS,
and Monkey pox, and emergency
preparedness became a high pri-
ority focus. Since that time, many
hospitals made significant strides
in their emergency preparedness
(McCarthy 2001), but recently
the sense of urgency of pre-
paredness in hospitals appears
to have declined somewhat. This
is largely due to the perceived
belief that an attack is unlikely to
occur (Bartlett 2001). As centers
of health and medical resources
for their communities, hospitals
need to remember that even if
their locality is not a direct victim
of an attack they will still be
called upon for regional support
and may have to treat victims.
Bioterrorism has no boundaries
and can happen anywhere and at
anytime (Tieman 2002). All hos-
pitals, not just those in high threat
areas, should be prepared to com-
bat the catastrophic and wide-
spread effects of a bioterrorism.

This paper addresses the need
for hospitals to evaluate their cur-
rent levels of bioterrorism pre-
paredness and take the neces-
sary actions and precautions to
protect their staff, patients and
the surrounding communities in
the event of an attack. The fed-
eral government has provided
some initial funding to prepare
hospitals, but it is not enough to
adequately to be adequately pre-
pared. There are several aspects
of bioterrorist preparation that
hospitals should have in focus.
These priority focus areas are
promoting community involve-
ment and communication, edu-
cating hospital staff and area pri-
mary care physicians, improving
information technology, and
acquiring additional equipment
and staff to deal with a bioterror-
ist attack. An attack is seemingly
inevitable and all hospitals,
regardless of location and size,
will feel the effects of bioterror-
ism.

Biological Agents and Current
Hospital Preparedness Levels

There are other forms of terrorism
(Continued, Page 11)

Jenifer K. Murphy placed first in the Hil-FRom Management Essay Competition, Undergraduate Division,
sponsored by the American College of Healthcare Executives, for her essay entitled: "After 9-11: Elevating
Bioterrorism Preparedness in Hospitals." Jenifer is a senior Health Services Administration major at James
Madison University (JMU) who is from Virginia Beach, Virginia. She also serves as the
President of the Student Chapter of the American College of Healthcare Executives at JMU. Jenifer plans
on working in either hospital administration or ambulatory care when she graduates from JMU in May
2004, and eventually she will complete graduate study in Health Services Administration.
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INOVA (Cont. from Page 5)
response efforts to such attacks.
Inova Health System is has 5
acute care hospitals in northern
Virginia, with 3 additional 24/7
free-standing emergency depart-
ments that will all be critical ele-
ments in the management of
patients injured as result of terror
attacks. Our facilities are
equipped to manage chemical
and radiological decontamina-
tion, with fixed decontamination
showers that will provide for the
decontamination of over 500 vic-
tims of exposure per hour across
all of our facilities. Inova Health
System has also mobilized a
team of physicians and nurses
vaccinated against the smallpox
virus, who constitute a smallpox
response team in the event of
suspected smallpox cases arriv-
ing at any one of our facilities.

These efforts at increased pre-
paredness have been relentless
precisely because of our location
in the Northern Virginia area. Our
proximity to the CIA, Dulles
Airport, National Airport, the
Pentagon, high tech companies
(AOL and others), and other
national resources make it highly
likely that Northern Virginia will
be the target of

future terrorist activity.

Inova's current contributions
include:

e Providing centralized planning
for a fully integrated, multi-disci-
plinary all-hazards disaster readi-
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ness approach undertaken by the
Inova Health System, and as a
part of the healthcare planning
efforts throughout the Northern
Virginia and National Capitol
Region.

At this point in our history,
support for health care insti-
tutions must be viewed in
the same context as other
national security impera-
tives, especially in the capi-
tal region. Hospitals must
be recognized as part of the
country's critical infrastruc-
ture and supported for the
public safety efforts now
expected of them.

-Dan Hanfling, Director of
Emergency Management and
Disaster Medicine for Inova
Health System

e Providing leadership to the
Commonwealth of Virginia
and to the National Capital
Region by facilitating the
coordination of the health
and medical operational
response to disaster events,
in cooperation with the
Virginia Department of Health
and the Department of
Homeland Security, National
Capital Region Coordinator by
managing the MEDCOMM
communications clearing-
house radio network.
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e Providing leadership to the
Commonwealth of Virginia and
to the National Capital Region
by specifically promoting the
coordination of public health,
public safety and emergency
management cross-jurisdiction-
al preparedness efforts.

e Providing leadership to fed-
eral efforts in disaster plan-
ning, specifically with the
Department of Health and
Human Services (including the
Agency for Healthcare Research
and Quality and the Centers for
Disease Control), the
Department of Homeland
Security (including the Office of
Domestic Preparedness, the
Metropolitan Medical Response
System, and the Federal
Emergency Management
Agency), and the Department of
Defense.

e Promoting research and

peer reviewed publications in
the field of disaster medicine
and emergency management.

e Providing legislative liaison
to appropriate local, state, and
federal legislators and agen-
cies, including Congress.

e Providing subject matter
expertise in order to shape leg-
islative agendas to national
organizations including the
American Medical Association
and the American Hospitals
Association. <
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DHS Launches Protected Critical Infrastructure Information Program to
Enhance Homeland Security, Facilitate Information Sharing

The U.S. Department of
Homeland Security recently
announced the launch of the
Protected Critical Infrastructure
Information (PCIl) Program. The
PCIl Program enables the pri-
vate sector to voluntarily sub-
mit infrastructure information
to the Federal government to
assist the Nation in reducing
its vulnerability to terrorist
attacks.

Critical infrastructure includes
the assets and systems that, if
disrupted, would threaten our
national security, public health
and safety, economy, and way
of life. Although these indus-
tries, services and systems
may be found in both the pub-
lic and private sectors, the
Department of Homeland
Security estimates that more
than 85 percent falls within the
private sector.

Under provisions of the Critical
Infrastructure Information Act of
2002 (CII Act), information that
is voluntarily submitted per those
provisions will be protected from
public disclosure until and
unless a determination is made
by the PCIl Program Office that
the information does not meet
the requirements for PCII. If vali-
dated as PCII, the information
will remain exempt from public
disclosure. The rule establishing
the procedures for PCIl was pub-
lished this week in the Federal
Register. The PCIlI Program Office
is part of Homeland Security's
Information Analysis and
Infrastructure Protection (IAIP)
Directorate and is charged with
receiving submissions, determin-
ing if the information qualifies
for protection and, if validated,
sharing it with authorized enti-
ties for use as specified in the
CIl Act.

Initially, the PCIl Program Office
will limit the sharing of PCII to
IAIP analysts. PCIl may be used
for many purposes, focusing pri-
marily on analyzing and securing
critical infrastructure and pro-
tected systems, risk and vulnera-
bilities assessments, and assist-
ing with recovery as appropriate.
The IAIP Directorate plays a criti-
cal role in securing the home-
land by identifying and assessing
threats and mapping those
threats against vulnerabilities
such as critical infrastructure.

Effective immediately, members
of the public who wish to submit
information may do so through
the PCIl Program Office.

For more information about
the PCIl Program, or to access
the PCII regulation, please visit
the PCIl Program Office web-

X/

site on www.DHS.gov/pcii. <

Bioterrorism Preparedness (Cont.
from Page 9)and weapons of
mass destruction the United
States is certainly susceptible to
and that hospitals also need to
be prepared to handle. Some of
these include chemical agents,
power outages, radiation, and
nuclear weapons. For the pur-
poses of this paper, biological
agents are felt to be of the great-
est concern to hospitals because
of the far-reaching effect a bioter-
rorist attack would have. The
Centers for Disease Control cur-
rently list six diseases as

Category A biological threats.
Category A biological agents are
those the "U.S. public health sys-
tem and primary healthcare
providers must be prepared to
address" (Centers for Disease
Control 2003). They are consid-
ered threats to national security,
are highly transmittable, and
have high mortality rates (CDC
2003). These agents are
anthrax, botulism, smallpox,
tularemia, viral hemorrhagic fever
(VHF), and plague. Are hospitals
adequately prepared to deal with
the effects of these diseases?

—11-—

A study of 30 FEMA Region llI
hospitals completed in 2001
showed a majority of staff felt
unprepared to deal with the
mass casualties associated with
a bioterrorist attack (Treat et al.
2001). None of the hospitals
surveyed felt prepared for a
bioterrorism attack, 73% only
have a single decontamination
unit, and 87% said they could
only handle from 10-50 patients
at a time (Treat et al. 2001). A
2003 study conducted by the
American Hospital Association
(Continued, Page 12)
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Bioterrorism Preparedness (Cont.
from Page 11) (AHA) shows hos-
pitals are lacking in appropriate
medical equipment to deal with
mass casualties from bioterror-
ism. Furthermore, four out of five
hospitals in the study did have
plans in place to deal with an
attack, but did not have policies
for involving outside organiza-
tions, such as laboratories
(Crosse 2003). Much of this lack
of preparedness is due to hospi-
tals operating individually and
not coordinating their planning
efforts with outside organizations
(Barbera and Macintyre 2002).
The AHA study makes several
suggestions to hospitals for
improving bioterrorism prepared-
ness. Hospitals need to first
develop policies to include local
and state health departments in
their bioterrorism response sce-
narios, and test these policies in
JCAHO required drills. Staff edu-
cation, especially in the emer-
gency room, needs to be
improved as well. There should
also be an increase in critical
medical equipment, such as ven-
tilators, decontamination equip-
ment, I.V. infusion pumps, hyper-
baric chambers, and external
pacemakers (Greene 2002).

What Should Hospitals Do?

It is difficult to prepare for the
unknown. The unpredictability of
bioterrorism makes planning for
it extremely challenging because
no one knows when an attack
could actually occur.

Bioterrorism preparedness plans
are also extremely expensive to
implement and maintain.

Though the importance of bioter-
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rorism preparedness cannot be
argued, it is difficult for hospitals
to spend money on equipment
and systems that may never be
used, especially in areas where
the threat of an attack is low.
While important progress has
been made in hospital prepared-
ness levels (McCarthy 2001),
there are four main actions hos-
pitals should take to increase
their level of bioterrorism pre-
paredness.

Community Involvement

Hospital bioterrorism prepared-
ness needs to be a broad-based
community effort coordinated by
the hospital. In the event of a
bioterrorist attack, local commu-
nity organizations need to know
how to respond in order to avoid
and contain mass public panic.
These "first responder" organiza-
tions include local law enforce-
ment, the fire department, state
and local governments, hospitals,
HAZMAT teams, emergency med-
ical services, and area public
health departments (Crosse
2003). The involvement of and
communication among these
organizations will be vital to con-
trolling an infectious disease out-
break and to calming the mass
public panic that will ensue
(Powner 2003).

The emergency room is not the
only health provider that will be
flooded with victims of bioterror-
ist attacks. Physician involve-
ment in planning for bioterrorism
attacks is severely lacking (Kahn
2003). Primary care physicians
will also receive an influx of
patients in the event of a bioter-
rorist attack and have a critical
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role in any public health emer-
gency (Lane and Fauci 2001). A
survey done in 2002 of 1,000
AMA physicians showed only 21%
of physicians felt prepared to
handle a bioterrorist attack, and
only 22% felt hospitals in their
practice areas were prepared
(Alexander and Wynia 2003).
Also, these physicians will be
either admitting patients to hos-
pitals or referring patients to hos-
pitals, which are other reasons
why planning efforts need to be
coordinated with local physicians.
The American College of Public
Medicine estimates that $22.2
million is needed to adequately
train physicians to deal with a
mass biological agent attack
(Kahn 2003).

Educating Hospital Staff

In June 2002 the Public Health
Security and Bioterrorism
Preparedness and Response Act
was passed, which, among other
things, was aimed at improving
education for health care profes-
sionals (Frist 2002). This bill
highlights the need for hospital
staff to be able to treat these bio-
logical agents, many of which
have never been seen by this
generation of health care work-
ers. Victims of bioterrorism
events are going to go to hospital
emergency rooms. Emergency
room and infectious disease staff
need to be better educated and
trained to recognize the signs
and symptoms related to biologi-
cal agents. Several of these bio-
logical agents also result in physi-
cal signs and symptoms similar to
other common illnesses. Anthrax
and plague, for example, exhibit
(Continued, Page 13)
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Bioterrorism Preparedness (Cont.
from Page 12) signs similar to
influenza. Smallpox is also highly
communicable, so emergency
rooms staff needs to know how
and where to isolate possible vic-
tims (Powner 2003).

Some of the specific precautions
hospital staff need to be alerted
to vary depending on how the
biological agent is released and
what type of agent is released, as
shown in Table 1. Standard pre-
cautions include washing hands,
wearing gloves and masks, and
sterilizing equipment. These are
all precautions currently taking
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changes per hour, and appropri-
ate filtration of air before dis-
charged" (Werner 2002).

Hospitals also need to look at
vaccinating their essential first
responder staff against infectious
diseases as well. While the ben-
efits of the anthrax vaccine
remain questionable, the small-
pox vaccine does pose less of a
threat. The CDC Advisory
Committee on Immunizations
Practice (ACIP) released a state-
ment in June 2003 recommend-
ing the formation of "smallpox
response teams" to receive small
pox vaccinations (DHHS 2003).

Table 1. Bioterrorism Infection Control Precautions

All Bioterrorism Standard Precautions

Smallpox

Viral hemorrhagic fever (VHF)
Brucellosis

Anthrax

Pneumonic plague

Standard, Contact, and Airborne
Standard, Contact, and Airborne
Standard and Contact

Standard and Possibly Airborne

Standard and Droplet

Source: Healthcare Purchasing News, December 2002

place in hospitals. Contact pre-
cautions include the isolation of
patients and equipment likely to
be infected, as well as frequent
cleaning of equipment (Werner
2002). Droplet precautions
require masks to be worn at all
times, patient isolation, and
maintaining as much distance as
possible between health care
providers and patients (Werner
2002). Airborne precautions
require patients to be put in iso-
lated areas "with negative pres-
sure, a minimum of six air

These 40 person teams include
emergency room nurses and
physicians, epidemiologists, ICU
and PICU staff, infectious disease
consultants, respiratory thera-
pists, radiology technicians, engj-
neers, and selected security and
facilities management staff
(DHHS 2003).

Improving Information
Technology and Disease
Surveillance

Information technology (IT) is vital
to improving communication and

—-13—

the sharing of information in the
event of a bioterrorism attack. In
November 2002, the Agency for
Healthcare Research and Quality
(AHRQ) released a report with
suggestions for IT improvements.
IT can be used in a variety of
ways to help contain the effects
of a bioterrorist attack. It can be
used to gain information from
public health departments, which
can help to isolate the cases of
disease related to a bioterrorist
attack from those that may have
naturally occurred (Powner
2003).

Information technology can also
be used to send information to
public health departments for
record keeping purposes and sur-
veillance. The CDC is using IT for
syndromic surveillance which
tracks the number of people visit-
ing emergency rooms with symp-
toms similar to those presented
with certain biological agents
(McCarthy 2001). Some of these
symptoms are fever, headache,
and cough. A rise in the number
of patients with these symptoms
would cause the CDC to put up a
"red flag." IT is also being used
to monitor the number of over-
the-counter drugs being pur-
chased, such as Tylenol, which
victims of an attack would be
likely to purchase to treat initial
symptoms (McCarthy 2001).
Bioterrorism preparedness does
not stop at the emergency room
either. The Association of Public
Health Laboratories has devel-
oped an online education pro-
gram for clinical laboratories.
This program should accompany
training already occurring in labs
(Continued, Page 14)
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Bioterrorism Preparedness (Cont.
from Page 13) for surveillance of
bioterrorist agents (Business
Wire 2003). The program high-
lights the detection of anthrax,
tularemia, plague, and brucel-
losis, which is a Category B infec-

tious agent according to the CDC.

The DHHS has also designed a
new computer program to aid
hospitals in dispensing vaccines
and antibiotics in the event of a
bioterrorist attack (U.S. Newswire
2003).

Additional Equipment and Staff
To successfully treat the victims
of a bioterrorist attack requires
large quantities of specialized
equipment and medications.
Some of the equipment needed
by hospitals includes personal
protective equipment, mass
decontamination shower units,
and ventilators, as well as isola-
tion/ quarantine beds and sup-
plies of antibiotics, antidotes,
and vaccines. Purchasing all of
this equipment is one solution,
but another way hospitals can
acquire the equipment needed
for bioterrorism preparedness is

Table 2. Evaluation of Bioterrorism Preparedness Measures

Type of Bioterrorism

Preparation
Community Low
Involvement
Educating Hospital .
Staff Medium
Improving IT and :
Disease Surveillance High
Additional Equipment High

and Staff

Cost to Hospital
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through the sharing of resources
with other area hospitals. A
study involving 1,482 urban hos-
pitals reported that half currently
have resource sharing measures
already in place (Crosse 2003).

Resource sharing is also not lim-
ited to equipment. Many hospi-
tals also have staff sharing
agreements in place in the event
of a bioterrorist attack. Hospitals
can test how well they have
planned for the incorporation of
community organizations during
their JCAHO required drills. The
Joint Commission requires hospi-
tals to complete four drills annu-
ally to deal with the outbreak of
infectious diseases, which
include biological agents.

Evaluation of Bioterrorism
Preparedness Measures

With few guidelines currently
available for bioterrorism pre-
paredness, hospitals are on their
own for planning new policies
and implementing new proce-

dures. Hospitals must perform
an evaluation of their capacity to

Benefit to Hospital

Medium

High

High

Medium

Source: Compiled from author's review of relevant literature.
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address both the direct and indi-
rect effects of a bioterrorism
event. Table 2 suggests an
approach for hospitals to use to
evaluate the action steps dis-
cussed above. Hospitals located
in areas where the threat of an
attack is low (e.g., small urban
areas, towns and rural communi-
ties) should focus on different
measures than hospitals in high
threat areas (e.g., metropolitan
and large urban areas, and
smaller communities having vul-
nerable military and industry
sites).

Hospitals in low threat areas
should focus preparedness
efforts on staff training and com-
munity involvement. By training
staff and developing policies with
surrounding communities, low
threat area hospitals can be
called upon for necessary sup-
port by hospitals in high threat
areas. Hospitals in high threat
areas should focus their bioter-
rorism preparedness measures
more on information technology,
disease surveillance, and equip-
ment. If an attack occurred,
information technology and dis-
ease surveillance will help to
alert hospitals more quickly and
allow them to begin appropriate
treatment. Additional equipment
to treat bioterrorism victims will
also be needed in the event of a
direct attack in a high threat
area.

Funding Bioterrorism
Preparedness Measures

As the current literature suggests,
many hospitals are currently
(Continued, Page 15)
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Bioterrorism Preparedness (Cont.
from Page 14) ill equipped to
successfully handle a bioterrorist
attack. A March 2003 state-
ment from the Joint Commission
described bioterrorism prepared-
ness as "a brewing cataclysm of
underfunding, inexperience and
under-preparedness of emer-
gency response capabilities
across America's communities"
(PR Newswire 2003). Much of
this "under-preparedness" is due
to a lack of funding. Bioterrorism
preparedness is expensive and
most hospitals have trouble
investing funds into resources
that they may never utilize
(Crosse 2003). The federal gov-
ernment has dispersed money in
large amounts to deal with bioter-
rorist attacks, but little of this
money has been specifically
directed toward hospitals. Money
is being given to government
agencies and local and state gov-
ernment, but hospitals are find-
ing themselves waiting for the
funds to trickle down to them.
The financial burden of preparing
for bioterrorism has fallen on
state and local governments and
the federal government needs to
continue financial support if they
intend to mount a serious
defense to bioterrorism. The
Department of Health and
Human Services (DHHS), along
with the CDC, NIH, FDA, EPA,
DOE, and the Department of
Homeland Security are working
together to help better prepare
the public for bioterrorism
attacks, but efforts have yet to
entirely meet the needs of hospi-
tals (Business Wire 2003).

In the wake of the anthrax scares
of 2001, $1 billion was distrib-
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uted to the states for improving
information technology (Trembly
2002). In 2002, $125 million
was allocated through DHHS's
Health Resources and Services
Administration (HRSA) to
increase hospitals abilities to
deal with a bioterrorist attack,
however it did require organiza-
tions to apply for the funding
(Greene 2002). To apply for the
funding hospitals had to first con-
duct a needs assessment for
bioterrorism preparedness poli-
cies. After initial approval, hospi-
tals then had to submit a second,
more detailed plan of implemen-
tation addressing the issues of
"medications and vaccines; per-
sonal protection, quarantine, and
decontamination; communica-
tions; and biological disaster
drills" (Crosse 2003). This initial
$125 million from HRSA only
works out to $21,000 per hospi-
tal, a mere drop in the bucket
compared to what hospitals
need. The American Hospital
Association estimates $1.9 mil-
lion is needed for each of the
5,800 American hospitals, for a
total of $11 billion (Greene
2002).

In March 2003, HRSA again allo-
cated another $498 million to
the states, this time through its
National Bioterrorism Hospital
Preparedness Program. In 2003,
President Bush also allocated an
additional $300 million to the
CDC to increase supplies in the
Strategic National Stockpile. The
Strategic National Stockpile is a
federal government supply of
pharmaceuticals, antidotes, and
equipment that can be delivered
to bioterrorism attack sites
(Crosse 2003). Bioterrorist
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attacks are a threat to national
security and should be funded as
such. With limited financial
resources available to adequately
prepare themselves, hospitals
should consider preparing region-
ally rather than individually
(Greene 2002).

By sharing resources and plan-
ning bioterrorism policies region-
ally, hospitals focus on preparing
an entire region, rather than just
individual hospitals. Texas has
taken a regional approach in
preparing for bioterrorism. Using
the money from HRSA, they have
developed a bioterrorism guid-
ance manual to assist Texas hos-
pitals and have made their
bioterrorism preparedness a
regional effort. There are also
plans to develop similar manuals
to address planning for other
types of terrorist attacks (PR
Newswire 2003). Texas is also
already working with South
Dakota to develop their own
measures, similar to Texas' (PR
Newswire 2003).

Conclusion

It should not have to take a spe-
cific event actually occurring on
American soil to motivate hospi-
tals to elevate their bioterrorism
preparedness. Bioterrorism pre-
paredness needs to be one of
the top issues on hospital agen-
das, especially with the ongoing
world conflicts and the prolifera-
tion of weapons of mass destruc-
tion. Hospitals must continue to
do the best they can with what
funding they have received to
prepare their facilities and to pro-
tect their patients and the larger
(Continued, Page 16)
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Bioterrorism Preparedness (Cont.
from Page 15) community. By
focusing on improving community
involvement and information
technology, as well as obtaining
access to additional equipment
and training staff, hospitals can
elevate their preparedness for
bioterrorism. Hospitals have been
the center of care in communi-
ties for centuries, and will contin-
ue to be the primary source of
care for the victims of bioterror-
ism and other events in the post-
9-11 era.
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Call to Action (Cont. from Page 3)
technologies in healthcare diag-
nostics and treatments in the
U.S. enables the sector to be
more efficient, but it may also
increase the industry's overall
vulnerability to cyber attack.
Companies will continue to devel-
op less invasive technologies,
making treatment more accessi-
ble to both ends of the patient
spectrum, young and old™.
Information technology will con-
tinue to drive advances with
implications on both clinical and
supporting technologies utilized
for the delivery of healthcare
services. For instance, by year-
end 2003, PDA-sized mobile
devices for content look-up, drug-
drug interaction checking, and
dosage calculations will be used
by more than one-third of U.S.
physicians. That number is
expected to grow to represent at
least half of U.S. physicians by
the end of 20042,

At the same time, the healthcare
infrastructure as a whole faces a
multitude of
problems
with respect
to providing
the highest
|| possible

= | quality of

% | care. Over

= lthe past 50
4 |years, the
ol Tmajority of

" "healthcare
facilities have become obsolete,
both the physical plant and tech-
nology*.

Obsolete healthcare facilities
often result in lower levels of
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quality of care and, simultane-
ously, an increased number of
risks associated with patient
safety. Additionally,

increasing demands for higher
levels of care place additional
strains on organizations to invest
more readily in their physical and
technology infrastructures.
Responding to capacity issues
therefore requires the redevelop-
ment of existing facilities, which
is becoming increasingly more
expensive per square foot.
Between creating new capacity
and replacing existing capacity,
the industry may have to spend
more than a half-trillion dollars
on healthcare facility construc-
tion over the next 20 years®. For
example, the Centers for
Medicare & Medicaid recently
predicted that U.S. spending on
hospital and nursing home con-
struction would grow from $21.3
billion in 2002 to $33.1 billion in
2010

With the release of the recent
Institute of Medicine companion
studies, "To Err is Human" and
"Crossing the Quality Chasm," it is
clear that the healthcare industry
will require major IT investments
to enable major advancements in
patient safety and a higher quali-
ty of patient care. A requisite
transformation from paper-based
to electronic medical records
(EMR) is underway in the provider
sector. EMR will be coupled with
automated decision support tools
that will link new scientific knowl-
edge with patient conditions and
provide appropriate rules and
alerts to guide the adoption of
best clinical practices, reduce
variation in care, and drive signif-

17—

icant improvements in patient
outcomes. Leapfrog Group
reports that, based on a
Computerized Provider Order
Entry (CPOE) standard study that
included 948 urban and subur-
ban hospitals, 5 percent have
"fully implemented CPOE" and 25
percent expect to have CPOE in
place by 2004°. The interconnect-
edness of healthcare systems is
increasing at an alarming rate, as
is the use of wireless access.

Additionally, patients are becom-
ing more and more responsible
for the care they receive. In
2000, almost 61 percent of
healthcare seekers (45 million
Americans) noted that the
Internet improved the way they
managed their health?.

The healthcare infrastructure is
therefore changing dramatically,
giving rise to a growing

array of threats and vulnerabili-
ties as the industry becomes
more dependent on the support
of cyber and physical infrastruc-
ture to deliver patient care.

In light of the challenges that
face the current healthcare infra-
structure, the ability to provide
high levels of quality care
depends on the healthcare work-
force. Currently the national
vacancy rates for 2001 indicate
that there are significant short-
ages of medical professionals:
nurses (11 percent), pharmacists
(21 percent), radiology techni-
cians (18 percent), and lab tech-
nicians (12 percent)®. Given the
demand for growth, the industry
will need more clinicians of all
(Continued, Page 18)



|PREPORT

THE

Call to Action (Cont. from Page
17) types, as well as effective
managers, to deliver the care
that is needed in this country
over the next 20 years®.

Financing:

The healthcare financing system
consists of both government and
private providers. Medicare and
Medicaid are government-funded
programs that provide healthcare
for patients over 65, or the dis-
abled and low-income individuals
respectively. Private insurance
companies provide coverage to
patients primarily through their
employers. Currently the health-
care financing system does not
account for 39 million
Americans’. The burden of the
uninsured on the healthcare sys-
tem is great. The amount of
uncompensated care delivered
by non-federal community hospi-
tals grew from $6.1 billion in
1983 to $20.7 billion in 19998.
Over the next several years,
increasing demand, political
processes, and growing con-
sumer dissatisfaction will be key
drivers of healthcare coverage.

There is little dispute that the
demand for services and fund-
ing will increase primarily as a
result of new technology, a
growing aging population, and
disease. In addition, consumer
dissatisfaction will persist and
could increase in areas related
to employer and government
coverage, access and quality
barriers, and the uninsured.

These components are key fac-
tors in shaping the current and
future states of healthcare. As
healthcare becomes more inter-
connected and dependent on
technology to support delivery
of patient care and as patients
increasingly access the Internet
for health information, the
threats and vulnerabilities fac-
ing healthcare's cyber security
also increase. The healthcare
sector must recognize that the
growing

vulner- /V
abili-

ties ’ 2
facing _
our ’A *
indus- .// .
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try are real. The sector must
now take the appropriate
actions to address the increas-
ing number of threats and ways
of responding to them.
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