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navigation system effectively
destroyed, combined with other
critical infrastructure issues, the
Coast Guard Captain of the Port
closed the channel to all vessel
traffic pending the repair of these
vital services.

Following their planning doctrine
the Coast Guard began to surge
assets toward the affected area even
before the storm’s landfall to be
positioned to quickly respond to
the potential damage and
environmental issues, and to
provide for assistance to mariners.
A primary component of this surge
included the entire gulf-coast fleet
of six Coast Guard Inland
Construction Tenders, which are
used to drive piles used for fixed
ATON structures®. These two
storms caused more than 1,200
ATON failures in the waterways
along the inland and coastal areas.
And of these discrepancies, 334
occurred to fixed ATON structures

This U.S. Coast Guard photo shows some of the more
than 100 vessels anchored waiting to enter the port of
Houston-Galveston.

where only Coast Guard Inland
Construction Tenders had the
inherent capabilities and supplies to
immediately effect repairs.

As a result of this massive surge of
operational resources, the Coast
Guard rapidly restored the most
critical components of ATON
system. Working in conjunction
with other federal agencies and
local port partners, all major
waterways were reopened to vessel
traffic within just four days of the
hurricanes’ landfall. Restoring

the navigation system leading to
the port of Houston was a critical
first step in this recovery. As the
nation’s second largest port area,
the ports of Houston-Galveston are
responsible for moving 212 million
short-tons of commerce each year.
The economic impact of a single
day of closure for this port has been
estimated at $322M*,

Mississippi River Oil Spill - 2008

On July 24th,
2008, the
tugboat Mel
Oliver pushing a
loaded fuel barge
collided with the
tank vessel
Tintomara,
resulting in an oil
spill that closed a
100-mile stretch
of the Mississippi
River near the
port of New
Orleans. The

collision was so

severe it broke the barge in half,
causing about 276,000 gallons of
fuel oil to be spilled, about 60%
of the cargo carried at the time of
accident. Cut nearly completely in
half, the stern section of the barge
sank 100 feet to

the river’s bottom, significantly
complicating recovery operations.
As the oil proceeded downriver it
involved over 1,000 vessels. Oil
product was found throughout the
water column, and with the river’s
height falling, oil clung to many
vessels and local infrastructure.

In response to this accident the
Coast Guard Captain of the Port of
New Orleans restricted all river
traffic to ensure marine safety by
focusing on the simultaneous
challenges of both responding to
the sunken barge and ensuring that
vessels would not spread
contamination throughout the river
system. Part of the recovery
strategy included establishing
cleaning stations that removed oil
from vessels within the contami-
nated zone. Additionally, concerns
about exacerbating ongoing cleanup
efforts were addressed through the
implementation of a safety zone in
the vicinity of the sunken barge.

The four day river closure to address
the spill caused a back-up of more
than 200 ships waiting to enter
port. Although this closure was
temporary, it still had significant
impact on the local, national, and

(Continued on Page 20)

3'The ATON system generally consists of floating buoys and fixed structures marking channel limits and obstructions.

4 hetp://www.portofhouston.com/busdev/tradedevelopment/economicimpact.html, accessed on March 28, 2009.
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United States Coast Guard Sector Hampton Roads Command Center
Joint - The Living and Breathing Port of Hampton Roads

The Port of Hampton Roads can be
described as the commercial
heartbeat of the Mid-Atlantic. Like
every form of life, the Port of
Hampton Roads continues to grow
and become more efficient with
every passing year. According to the
Port of Virginia port statistics, in
2007, the Port of Hampton Roads
had over 3,000 vessel calls and was
the third largest U.S. East Coast
container and general cargo port'.
In 2008, the port handled
approximately 1.2 million
containers. Virginia’s sheltered, ice-
free harbor encompasses 25 square
miles of easily accessible waterways
and is located just 18 nautical miles
from the open sea. It offers ships
carrying the heaviest cargoes the
ease of steaming in and out of 50-
foot-deep, obstruction-free
channels. With these opportunities
come challenging situations, such as
drug traflicking, terrorist threats,
and the need for environmental
protection. The port security
challenges force the Coast Guard
and its Federal, State, and private
industry partners to work together
to maintain “life” within the port.

The basis for every DNA strand in

a port is the definition of the
Captain of the Port (COTP) found
in Title 33 of the Code of Federal
Regulation (CFR) Part 6. The
COTP regulates all law enforcement
activity. A few of the
responsibilities listed in 33 CFR 6

by Brittani Lashaway, LTJG, USCG
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vessels while in the port; and the
issuance of documents and
employment of persons aboard U.S.
vessels. The COTP Zone for
Hampton Roads is found in Title
33 CFR 3.25-10 and has these
boundaries: the southern border is
the Virginia/North Carolina state
line; the northern border is the
Chesapeake Bay of the Virginia/
Maryland state line; the northern
border for the Atlantic side of the
Eastern shore is the Maryland/
Delaware state line; the western
boundary is the western portion of
the Virginia state line; and the
eastern boundary is out 200
nautical miles from the baseline (see
Figure 1). Another important
strand of the DNA is the Regulated
Navigation Area (RNA) found in
Title 33 CFR 165. This area defines
the navigational equipment required
onboard commercial vessels to
protect the port from what the U.S.
believes to be possible shortfalls

that other foreign countries might
have in regards to navigational
equipment. The RNA begins 12
nautical miles seaward with the
remainder of its perimeter defined
by the James River Bridge, the West
Norfolk, I-64 High-rise, and
Campostella Bridges which cross
various tributaries of the Elizabeth
River, and an imaginary line from
Hampton, Virginia across the
Chesapeake Bay to Cape Charles,
Virginia on the eastern shore. The
final and most important strand of
the DNA is the Coast Guard’s
Notice of Arrival (NOA)
requirement. It requires commercial
vessels to submit an electronic
notice to the National Vessel
Movement Center (NVMC). This
notice is put into a database to
inform U.S. ports of the vessel’s last
ports of call, size, cargo, flag, and
crewmembers names and
nationalities.

(Continued on Page 11)

! heep://www.portofvirginia.com/development/port-stats.aspx.
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The brain, or information
management center, for the Captain
of the Port is the Sector Command
Center-Joint (SCC-]). Within the
SCC-], there are cameras to view
the port, and communication is
conducted via marine radios. The
SCC-]J has nine different watch
positions; seven of them are manned
twenty-four hours a day, seven days
a week, and 365 days of the year.
The jobs the SCC-] watch standers
complete are diverse and are the
vanguard of port security. The
Command Duty Officer (CDO)

is a twenty-four hour watch
position. During the watch period,
the CDO is the direct representative
of the COTP, and oversees the other
eight individuals on the watch floor.
Operational Unit Controller
(OUQ) is the first line of response
for search and rescue cases, marine
casualty cases (onboard commercial
vessels), pollution spills, and
suspicious/actual terrorist activity
within the COTP zone of Hampton
Roads. Two individuals man the
OUC desk twenty-four hours a day,
standing twelve hour watch shifts.
This position is an essential part of
the SCC-J. Just as the brain directs
the muscles to move and react to
various situations, the OUC directs
Coast Guard assets from seven boat
stations and five patrol boats, and
coordinates between Federal/State
agencies to launch for emergency
situations. OUC:s not only direct
assets to launch, they also gather
essential information and enter it
into a central database to ensure the
entire Coast Guard is aware of all
known facts for each case. Two
people stand the Communications
Unit (CU) watch each twelve hour
period. The CU watch standers

monitor the Sector’s marine radios
for distress calls or other
abnormalities that come across the
radios. They then pass this
information to the OUC who
begins to prosecute the case. The
Vessel Arrivals Desk (VAD) is
manned seven days a week for nine
hours a day. This position screens
all commercial vessels coming to the
COTP zone based on the
information provided in the Notice
of Arrival (NOA). Each vessel is
evaluated based on its last ports of
call, cargo, flag, nationality of crew,
and size, and then, in totality,
assessed and assigned a level of risk
associated with its arrival to the
port. Depending on the risk
assessment, it may have to be
boarded before entering, or it may
transit without any further
investigation by the Coast Guard.
The VAD also schedules vessel
examinations to ensure compliance
of safety and security standards. The
Situation Unit (SU) watch stander
is stood by one person in twelve
hour shifts and maintains overall
situational awareness of all watch
positions. The SU watch stander is
responsible for double checking all
commercial vessels that the VAD
has evaluated to ensure accuracy,
keeps track of all aids-to-navigation
discrepancies within the COTP
zone, and assists with the tracking
of all radar contacts of commercial
vessels either entering or transiting
through the Port of Hampton
Roads. The Enforcement Duty
Officer (EDO) is in the SCC-] eight
hours a day during the work week
and is on call the remainder of the
time. The EDO is the primary
point of contact for drafting COTP
orders that coordinate High Interest
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Vessels (HIV) movements. HIVs
are vessels that wish to enter the
Port of Hampton Roads, but due to
some elevated level of risk require
additional security measures prior to
entry. The final position in the
Command Center is the Sensor
Manager (SM) watch stander. This
position is staffed by United States
Navy personnel who keep track of
all vessels that wish to enter the
Regulated Navigation Area within
the Port of Hampton Roads. SM
watch standers track vessels in the
Port using Radar, Automated
Identification System (AIS), and
cameras that are strategically placed
throughout the port. AlS is a
required tracking system for all
commercial vessel 300 gross tons or
larger, and uses a radio transponder
to provide a real time positions of
vessels in the area. The SM watch
standers work closely with the
Virginia and Maryland Pilots to
ensure all vessels entering/transiting
through Hampton Roads comply
with safety and security regulations
and are cleared to enter/transit. The
Coast Guard/Navy relationship is
the reason that Hampton Roads is
designated as a Sector Command
Center-Joint, one of only four in
the entire Coast Guard.

To truly experience the heartbeat of
Hampton Roads, imagine working
this actual scenario that a CDO
experienced in the SCC-J.

On Thursday morning November 8,
2007 at exactly 0600 in the
morning, as I entered the
Command Center, the sliding glass
door opened up from the

(Continued on Page 17)
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has been the subject of a thesis by
Edward Pigeon, and work is
ongoing.

The other effort consists of an
analytic model called PORTZ
whose purpose is to determine
optimal dispatching rules. The
queue is treated analytically in
PORTZ, but only in equilibrium;
that is, the delay is assumed to be
indefinite. The intention is that
WCPORT and PORTZ will be
complementary, with PORTZ
suggesting modifications to the
dispatch rules of WCPORT, and
with each serving as a verification
tool for the other.

Optimum port security will require
collaboration between all key
parties. MIST is addressing the

collaboration requirements for

maritime domain awareness and
security. It is currently sponsored
by the Naval Postgraduate School’s
MDSRP and the Department of
Transportation’s Maritime
Administration (MARAD). MIST
was stood up in the summer of
2008 as a prototype program to
help the federal maritime domain
awareness effort incorporate the
input of the private sector into the
sharing of maritime threat
information. The National
Maritime Security Policy, the
Intelligence Reform and Terrorism
Prevention Act of 2004, and the
National Strategy for Information
Sharing have all called for increased
participation by the private sector
in improving maritime domain
awareness. The MIST effort
supports this call for action by
facilitating cooperation between

15

local, private sector stakeholders
and federal stakeholders.
Leveraging the private sector to
enhance information sharing could
result in a potential increase of
resilient response to emergencies
and disasters affecting critical
maritime infrastructure.

Conceived as a multi-agency
response, MIST worked closely in
2008 with the U.S. Coast Guard,
MARAD, the Office of Global
Maritime Situational Awareness
(OGMSA), Global Maritime

and Air Intelligence Integration
(GMALII), Customs and Border
Protection (CBP), and state and lo-
cal government agencies to conduct
a pilot workshop with private sector
shipping at the Port of Long Beach/
Los Angeles (LA/LB). The goal of
the workshop was to prototype a
process for uncovering private
sector issues and solutions related to
the sharing of threat information at
the local level. The workshop was
well received and provided
actionable information regarding
the general needs of the private
sector. For example, the workshop
delivered useful data about how to
align private sector incentives with
national strategy, leverage key local
practices, streamline government
interactions, collaborate with
communities of interest, and
improve information quality.

In May of 2009, MIST will look to
address information sharing
coordination and best practices in
the Seattle/Tacoma maritime
region. It will do so by replicating
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international maritime commerce.
The total estimated cost of this
closure was $500M - $1B.

Section II: Trade Resumption/
Resiliency Plan (TR/RP) -
Building Resiliency into the MTS

Examples such as the 2008
Hurricanes and the Mississippi
River oil spill previously discussed
illustrate the importance of
immediate response and recovery
operations to support an effective
recovery of the MTS. It also
illustrates the role that contingency
planning plays in preparing for
these high-consequence events.
Considering the economic costs and
the unpredictable nature of
waterway and port closures, it is of
vital importance to the economic
security of the United States that
alternatives to this transportation
segment are analyzed and
appropriate response and planning
doctrines developed.

A security program focused on
layered initiatives, programs, and
cooperative work with stakeholders
throughout the international supply
chain provides the greatest flexibility
and support to reduce the chances
of a breach in the security network.
A holistic supply chain strategy can
help reduce the risk of disruptions
at the marine ports, or even while
the vessel is at sea where it can

be vulnerable to pirate attacks or
other incidents prior to reaching its
destination. An important
component of a holistic risk
management framework is the
development and implementation

of a Trade Resumption/Resiliency
Plan (TR/RP), as well as other

strategic risk management plans and
response and recovery programs.

The TR/RP is an important
component of the DHS Port
Security Grant Program (PSGP)
that is designed to identify
initiatives that would aid the
preparedness of regional port
communities by adding resiliency in
the basic systems that support port
commerce and trade. The TR/RP
supports and complements other
strategic maritime regional planning
activities, including the Area
Maritime Security Plan (AMSP),
the Area Contingency Plan (ACP),
and the Strategic Risk Management
Plan (SRMP) and others as
highlighted in the figure below.

The goal behind these initiatives is
to build resiliency into the MTS by
identifying gaps in security,
authorities, capabilities, capacities,
competences and partnerships
across the security continuum of

Time of
ERFORMANCE TSI or INS Full Impact
A | D 4

Pre-Incident
(Normal Trade
Environment)

Response

awareness, prevention, protection,
response and recovery. These efforts
can enhance the system’s ability to
operate under normal conditions,
and improve its capability to address
a Transportation Security Incident
(TSI) or an Incident of National
Significance (INS).

As Figure 1 below highlights,
following a TSI or an INS,
performance of the port (i.e.
measured by container throughput
or other productivity measures) will
be impacted during the immediate
response stage as well as in the early
recovery stages. Response and
immediate MTS recovery is usually
led by government entities, such as
the U.S. Coast Guard’s efforts
previously mentioned, with the
assistance of the private sector and
begins within 1-3 days of the event
and last for 90 days or longer.
Resumption of trade is primarily a
function of the private sector who

(Continued on Page 21)

~
~ Long-Term
V4 Impact

—
Recovery &
Resumption of Trade

TIME
Adapted from The Resilient Enterprise, Overcoming Vulnerability for Competitive Advantage, 2005; Yossi Sheffi; The MIT Press; Cambridge, MA, USA; London, England.

TSI  Transportation Security Incident
INS Incident of National Significance

A Organizations and communities that have a higher level of resiliency can often regain their performance

levels pre-incident or improve it following the incident.

B Organizations and communities that have a lower level of resiliency can often struggle to recover and

resume trade to pre-incident levels of performance.

Figure 1. Conceptual Framework for Response and Resumption of Trade

Following a TSI or INS
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own most of the assets and can take
months to years.

Section III: The Experience of the
Lower Mississippi River (LMR)

Evidence of the implementation of
this national strategy can be found
in the planning work recently
completed in the Lower Mississippi
River (LMR). The Ports in the
LMR? are a critical gateway for
imports and exports for the United
States, especially for food products,
petroleum products, and chemicals.
To increase the resiliency of the
LMR MTS, which extends from
Baton Rouge to the Gulf of Mexico,
the LMR Ports joined forces to
form the Port-Wide Strategic
Security Council (PSSC). The PSSC
has launched some important
initiatives to increase its
preparedness position and
collaborate on security grant
applications. One of the activities
the PSSC has commissioned is a
Trade Resumption and Resiliency
Plan (TR/RP) to identify gaps in
the current LMR operating
environment and to identify
respective capital investments and
initiatives that can help to address
the critical institutional and
planning, waterway, and landside

issues in the
region.

Figure 2. Ports of the Lower Mississippi River (LMR)

With the
support of

DHS, the Ports
of the LMR,

and others

across the U.S.,
are increasing
coordination
with regional,
local, and

federal agencies
and the private
sector to

enhance its
capabilities to
protect the MTS.
Under the leadership of the U.S.
Coast Guard, local law enforcement
agencies, and other key sector
stakeholders, it is also enhancing
system-wide situational awareness
and communications capabilities to
detect, deter, mitigate, respond, and
recover from disruptive events such
as the ones discussed in this article
or other high consequence events.

As the nation prepares to
implement the American Recovery
and Reinvestment Act 2009
Projects, it will be important for the
MTS stakeholders to continue to

coordinate closely so that
competing demands don't distract
resource allocation and attention
from the critical infrastructure and
key resources essential for trade and
the economic well-being of our
nation. The focus for future
transportation investments needs
to be on smart infrastructure that
leverages technology and adds
redundancy, capacity, flexibility, and
control into the transportation
system to ensure the nation’s
competitiveness, as well as safe and
secure supply chain operations. **

>The LMR Ports includes the Port of South Louisiana, Port of New Orleans, the Greater Baton Rouge Port, the Plaquemines PHT District,

and the St. Bernard PHT District.




