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ACCOMPLISHMENTS > 
The CIP Program has leveraged its substantial academic resources to 
enhance the preparedness, protection, and resilience of the Nation’s critical 
infrastructure by leading scholarly discussion, promoting industry awareness, 
and providing support for public and private sector efforts.  By convening 
global leaders in areas such as law, telecommunications, insurance, and 
energy, the CIP Program has enhanced the dialogue between public and 
private stakeholders, facilitating the sharing of research and exchange of 
ideas.  Additionally, the CIP Program has assessed risk management both in 
various sectors and in general, examined interdependency issues facing the 
private sector, and analyzed energy risk mitigation and transfer.  In particular, 
the CIP Program has researched critical infrastructure protection through 
prisms of law and economics, and this focused research has brought a rich 
branch of inquiry and knowledge to the national research agenda.  

The CIP Program has published roughly 300 articles, reports, and 
monographs on numerous critical infrastructure topics.  The publications 
range in topics from structures and economic value of critical infrastructure 
and key resource (CI/KR) sectors and foreign direct investment in U.S. critical 
infrastructure, to posse comitatus and the military’s role in disaster relief, to 
privacy concerns and information sharing between public and private sectors.  
In order to maintain awareness about critical infrastructure issues, the CIP 
Program generates a monthly newsletter (The CIP Report) that is read by 
innumerable stakeholders from the public and private sectors, academia, 
international organizations, and other entities concerned with critical 
infrastructure.  Ultimately, the CIP Program has become a national forum 
for exploring concepts and developing real-world solutions for protecting the 
Nation’s CI/KR.

Research products and information on various CIP Program efforts can be 
found on the Program’s website at http://cipp.gmu.edu/. 

MISSION > 
The George Mason University 
School of Law’s Critical 
Infrastructure Protection 
(CIP) Program integrates 
law, policy, and technology 
to conduct comprehensive, 
nationally signifi cant critical 
infrastructure research.  

The CIP Program provides stakeholders with valuable analysis of the 
cyber, physical, and economic frameworks supporting the Nation’s critical 
infrastructures.  Its mission is to:
 

> Integrate basic and applied research in the disciplines of law, 
   policy, and technology;
> Perform timely and focused analysis of current issues;
> Convene critical communities for action; and 
> Conduct outreach and awareness for key decision-makers and 
   stakeholders. 

BACKGROUND > 
After the critical infrastructure failures of September 11, the Federal 
government acted to fi ll gaps in the Nation’s critical infrastructure 
preparedness.  George Mason University’s location near the Nation’s capital 
and its strong law and economics programs made it a natural base for 
performing critical infrastructure research.  In 2002, Congress funded the 
creation of the CIP Project through the National Institute of Standards and 
Technology (NIST).  Since its inception, the CIP Project has evolved into the 
widely recognized CIP Program through collaborations with NIST, the U.S. 
Department of Homeland Security, the U.S. Department of Energy, and other 
organizations throughout the Nation and abroad.

MISSION > 
The mission of the Security 
Analysis and Risk Management 
Association (SARMA) is to 
promote the rapid maturation 
and standardization of security 
analysis and risk management 
techniques by providing an 
open forum for cooperation 
and collaboration among all 

practitioners.  It is dedicated to providing leadership, educational programs, 
and certifi cation for all security analysis and risk management professionals.  
By integrating government, academia and the private sector in its activities, 
SARMA also helps each work together in developing more mature, 
standardized and consistent methods. SARMA envisions that these methods 
will one day be practiced by a growing cadre of formally trained and certifi ed 
professionals. The driving purpose behind SARMA’s activities is to help make 
our nation more secure and prepared through eff ective, risk-based decision-
making. SARMA’s specifi c initiatives include:

• Providing an open forum for all security analysis and risk management 
professionals to share information, ideas, and methodologies; 
• Standardizing the professional lexicon and generally accepted security 
analysis and risk management principles for the benefi t of all security 
professionals;
• Supporting the professional development of members through 
voluntary participation in meeting minimum professional standards; and,
• Promoting the profession of security analysis and risk management as a 
desirable career choice, thereby creating professional opportunity.

BACKGROUND >   
Over the past two decades, security analysis and risk management have 
become increasingly critical to the national and economic security of the 
United States.  On September 11, 2001, it became important to our homeland 
security, as well.  

Recognizing the need for a professional association to serve those responsible 
for analyzing and managing security risks to systems, structures and operations 

from man-made threats, SARMA was incorporated in early 2006.  The Association 
was, and remains, an all-volunteer professional association, led by dedicated 
professionals and experts in the fi eld, and open to partnership with all security 
analysis and risk management professionals and organizations. The association 
is strictly non-partisan, and strives to represent the profession and involved 
organizations in a fair, balanced and independent manner. 

Since its inception, SARMA has become one of the fastest-growing and best 
known professional associations in the security fi eld. Yet, what makes SARMA 
unique is its focus on the analysis and management of a broad array of 
security risks. Now starting its third year in operation, SARMA is poised to grow 
into the security profession’s most infl uential and forward-looking association.

ACCOMPLISHMENTS >   
Thanks to the collective eff orts of numerous dedicated professionals, 
the security analysis profession has now taken its fi rst bold steps toward 
organizing with a common goal and the public good in mind.  One of 
SARMA’s fi rst, and most ambitious projects, is to collect and document the 
existing knowledge of the profession through its Common Knowledge Base 
(CKB) Program. This Program is creating the foundation of knowledge that 
can be shared within the profession, as well as taught to future generations 
of security professionals. To facilitate the collection and sharing of this 
knowledge, SARMA also created the SARMApedia, a wiki-based technology 
that allows anyone to contribute. The SARMApedia, has since expanded 
beyond its original purpose, and now holds over 300 articles describing 
methodologies, key terms, R&D eff orts, best practices and a listing of experts 
and key organizations. 

Currently the SARMApedia contains the following fi ve sections:
• Common Lexicon
• Encyclopedia of Security Analysis Methods
• Research and Development in Risk Management
• Who’s Who in Security Analysis
• Generally Accepted Risk Assessment Principles (GARAP)

For more information about SARMA , its activities and projects, please 
visit the SARMA web site at www.sarma.org, and the SARMApedia at 
www.SARMApedia.org. 
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LYLE JACKSON
The Food and Agriculture Sector Criticality 
Assessment Tool (FASCAT)  >  Room 244 

ARUN SOOD
Self Cleansing Intrusion Tolerance – A 
Proactive Risk Management Strategy
>  Room 317 

JULIAN TALBOT
What Security Risk Management Means 
for the Enterprise  >  Room 302

C O N F E R E N C E  AG E N DA > TUESDAY, MAY 13, 2008

STEVEN MABEUS & KRISTINE POPTANICH
Homeland Infrastructure Threat and Risk 
Analysis Center (HITRAC)  >  Room 244 

DEAN E. CHECKNITA
U.S. Army Approach to Critical 
Infrastructure Risk Management (CIRM)
>  Room 317 

CELINA REALUYO
Safeguarding Supply Chains from 
Geopolitical Risks  >  Room 330

JAMES SCOURAS & ROBERT M. LIEBE
Risk Analysis Frameworks for 
Counterterrorism  >  Room 244 

PAUL KURTZ
Cyber Warfare and Governments’ 
Awakening  >  Room 317 

STEPHEN SPOONAMORE
A Capability Maturity Model Approach to 
SCADA Risk Analysis  >  Room 330

BRIAN A. JACKSON & HENRY H. WILLIS
Assessing the Benefi ts of Terrorism 
Security  >  Room 244 

ROB HOUSMAN
The Use of Simulation Technology as a 
Homeland Security Analysis and Risk 
Management Tool  >  Room 317

ROBERT LISCOUSKI
The Business Case for Risk Management – 
Protecting Intangible Assets to Drive Value 
for the Business  >  Room 330 

5:30 - 7:30 PM Welcome Reception / Networking Social  >  Mei’s Asian Bistro / 3434 Washington Blvd, Arlington, VA 22201

MATT MCKEAN
RMAP - The Risk Management Analysis 
Process - A Modeling and Simulation Tool-
set for Aviation Security  >  Room 244 

RICK ESTBERG
They Didn’t Really Do That, Did They? 
OPSEC Fiascos, And Lessons Learned
>  Room 317 

TONY DIGREGORIO
Professional Liability - A Standard of Care
>  Room 302

C O N F E R E N C E  AG E N DA > WEDNESDAY, MAY 14, 2008

AGENDA CONTINUES ON NEXT PAGE >

2:30 - 2:45 PM Break  >  Exhibit Area

2:45 - 3:45 PM TECHNICAL SESSION 2

3:45 - 4:00 PM Break  >  Exhibit Area

4:00 - 5:00 PM TECHNICAL SESSION 3

7:00 - 8:00 AM Conference Registration  >  Outside of Room 329, Original Building

7:00 - 8:00 AM Continental Breakfast Sponsored by Cybrinth, Inc., a duostech company  >  Room 329

8:00 - 9:00 AM Opening Plenary Session with DIRK MAURER
  Deputy Assistant Secretary of Defense, Crisis Management and Defense Support of Civil Authorities  >  Room 329 

9:00 - 10:00 AM Plenary Session with CATHLEEN BERRICK
  Director, Homeland Security and Justice Team, U.S. Government Accountability Offi ce
  Highlights of a GAO Forum: Strengthening the Use of Risk Management Principles in Homeland Security  >  Room 329

10:00 - 10:15 AM Break  >  Exhibit Area

10:15 - 11:15 AM TECHNICAL SESSION I

11:15 - 11:30 AM Break  >  Exhibit Area

11:30 AM - 12:30 PM TECHNICAL SESSION 2

7:00 - 8:30 AM Conference Registration  >  Outside of Room 329, Original Building

7:00 - 8:30 AM Continental Breakfast Sponsored by PricewaterhouseCoopers, LLP  >  Room 329

8:30 - 9:10 AM SARMA and George Mason CIP Program Welcome  >  Room 329

9:10 - 9:30 AM Hire Heroes USA / Giving Our Returning Heroes a Second Chance to be First in Line  >  Room 329

9:30 - 10:30 AM Opening Plenary Session with CHRISTOPHER T. GELDART
  Director, Offi ce of National Capital Region Coordination, Federal Emergency Management Agency  >  Room 329 

10:30 - 10:45 AM Break  >  Exhibit Area

10:45 - 11:30 AM Plenary Session with BRANDON WALES
  Deputy Director, Homeland Infrastructure Threat and Risk Analysis Center (HITRAC)
  Challenges for the Infrastructure Risk Analysis Community  >  Room 244

11:30 AM - 1:30 PM Luncheon with Keynote Speaker, The HONORABLE JOEL B. BAGNAL
  Deputy Assistant to the President for Homeland Security >  Room 329

1:30 - 2:30 PM TECHNICAL SESSION I
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C O N F E R E N C E  AG E N DA > THURSDAY, MAY 15, 2008

C O N F E R E N C E  AG E N DA > WEDNESDAY, MAY 14, 2008 [CONTINUED]

MARTIN CHAVIRA
Bureau of Reclamation - Security Risk 
Assessment Methodologies for Large 
Federal Dams  >  Room 244 

WILLIAM MCGILL & IRWIN M. PIKUS
Toward Open Standards for Characterizing 
and Comparing Security Risk Analysis 
Methodologies  >  Room 317 

CHRISTINE POMMERENING & MICHAEL E. EBERT
Using Federal Statistical Data & GIS to Analyze 
the CI/KR Sectors: Using the New 18th Sector 
as a Case Study  >  Room 302

CHARLES (CHUCK) PEÑA
Strategic Risk and Resilience as a 
Paradigm for Framing and Guiding 
Homeland Security Decision-Making and 
Choices  >  Room 244 

BEN NERUD
Terrorist Attack Analysis, A Systems 
Approach to Developing Proactive Anti-
terrorism Programs (Part 2)  >  Room 317 

ANDREA RIGONI
The Role of Information Sharing in Threat 
and Vulnerability Analysis  >  Room 302 

ROBERT G. ROSS 
Managing Risk Management in Homeland 
Security  >  Room 244 

BEN NERUD
Terrorist Attack Analysis, A Systems 
Approach to Developing Proactive Anti-
terrorism Programs (Part 1)  >  Room 317 

IRVING LACHOW
Cyber Terrorism: Menace or Myth?
>  Room 302

CHARLES H. DAVIS & LISA BENDIXEN
Implementation of the National 
Infrastructure Protection Plan and the 
Sector-Specifi c Plans—Current Highlights  
>  Room 317 

ROBIN DILLON
Interpreting Past Events in Disaster 
Preparedness Decisions  >  Room 302

LCDR BRADY DOWNS & JEFF FULLER
Balancing Resources to Risk
>  Room 244 

GEOFFREY S. FRENCH
Intelligence Analysis for Strategic Risk 
Assessments  >  Room 244 

THOMAS “SANDY” YOUNG
Army Antiterrorism Doctrine - Field Manual 
3-07.2, Antiterrorism  >  Room 317 

JAY ROBINSON 
The Automation of a Risk Analysis and 
Management Methodology  >  Room 302

SHARON MIELBRECHT
Towards an “All-Hazards” Critical 
Infrastructure Risk and Vulnerability 
Assessment Methodology  >  Room 244 

MARK HARVEY
Federal Protective Service Risk 
Assessment and Management Program 
(RAMP)  >  Room 317 

NITIN NATARAJAN & ALLEN KROTMAN
Network Analysis and Modeling – A 
Strategic Approach to Risk Management in 
the Healthcare and Public Health Sector
>  Room 302

ANDREW HARTER & BRIAN MOON
SARMA Common Lexicon Project  
>  Room 244 

STEVEN M. FRUCHTMAN
Security Vulnerability Assessments (SVAs) 
under the New Department of Homeland 
Security Chemical Facility Anti-Terrorism 
Standards (CFATS)  >  Room 317 

JAMIE IAN
NYS’s Efforts to Link Threat, Consequence and 
Vulnerability to Counter-terrorism Planning

2:30 - 2:45 PM Break  >  Exhibit Area

2:45 - 3:45 PM TECHNICAL SESSION 4

3:45 - 4:00 PM Break  >  Exhibit Area

4:00 - 5:00 PM TECHNICAL SESSION 5

5:15 - 7:00 PM SARMA Reception / Networking Social  >  Room 329

12:30 - 1:30 PM Luncheon / Introduction of SARMA Board of Directors Candidates  >  Room 329

1:30 - 2:30 PM TECHNICAL SESSION 3

7:00 - 8:00 AM Conference Registration  >  Outside of Room 329, Original Building

7:00 - 8:00 AM Continental Breakfast Sponsored by Booz Allen Hamilton  >  Room 329

8:00 - 9:00 AM Opening Plenary Session with JULIAN TALBOT
  Director, Risk Management Institution of Australasia
  Security Down Under - The Aussie Experience  >  Room 329

9:00 - 9:15 AM Break  >  Exhibit Area

9:15 - 10:15 AM TECHNICAL SESSION I

10:15 - 10:30 AM Break  >  Exhibit Area

10:30 - 11:30 AM TECHNICAL SESSION 2

2:00 - 2:15 PM Break  >  Exhibit Area

2:15 - 3:15 PM TECHNICAL SESSION 4

11:30 AM - 1:00 PM Luncheon Sponsored by SRA International, Inc.
  SARMA General Membership Meeting and Board of Directors Election  >  Room 329

1:00 - 2:00 PM TECHNICAL SESSION 3

3:15 - 4:00 PM General Session / Closing  >  Room 329
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CHRISTOPHER T. GELDART
Director, Offi ce of National Capital 
Region Coordination, Federal Emergency 
Management Agency
Christopher Geldart is FEMA’s Director of the 
Offi ce of National Capital Region Coordination. 
Before joining FEMA in April 2007, Mr. 
Geldart worked for the State of Maryland as 
Assistant Director of the Governor’s Offi ce 
of Homeland Security, beginning in 2004. 
He designed, developed and led the State’s 
Homeland Security Program Executive 
Offi ce, which included management of 
over $400 million in funding and required 
coordination with all of Maryland’s local 
and municipal governments and the entire 
state enterprise. He also designed and led 
grant application, allocation/distribution and 
outcome tracking processes for Department 
of Homeland Security (DHS), Department 
of Health and Human Services and Centers 
for Disease Control and Prevention grant 
programs for the improvement of Maryland’s 
all hazards prevention, protection, response 
and recovery capabilities. In addition, he 
served as primary liaison for the State to 
the multiple coordinating offi ces of DHS, to 
include Preparedness, Grants and Training, 
Infrastructure Protection, Information 
Analysis and the Offi ce of State and Local 
Coordination, and the Federal Bureau of 
Investigation.

From 2002-2004, Mr. Geldart was a Program 
Manager at Booz Allen Hamilton, where 
he provided program management for the 
Installation Preparedness Program, Unifi ed 
Defense Exercise 04 and the Technical 
Assistance Team. He served as a lead in 

developing scenarios and training materials 
that test naval installation Weapons of Mass 
Destruction plans and directives. 

From 1989-2001, Mr. Geldart served in the 
United States Marine Corps, where he had 
several leadership positions in the Fleet 
Marine Force and was certifi ed and served as 
an instructor in a joint military formal school 
environment at the Marine Corps Mountain 
Warfare Training Center. He has a Bachelor’s 
degree in American History from the University 
of Maryland.

BRANDON WALES
Deputy Director, Homeland Infrastructure 
Threat and Risk Analysis Center (HITRAC)
Brandon Wales is Deputy Director of HITRAC-
-the Department of Homeland Security’s 
infrastructure-intelligence fusion center.  Mr. 
Wales manages the day-to-day operations of a 
$150 million program to monitor and analyze 
the threats and risks posed to the Nation’s 
critical infrastructure and key resources by 
man-made and natural hazards. Under Mr. 
Wales’ leadership, HITRAC has emerged as a 
leading provider of classifi ed and unclassifi ed, 
infrastructure-related threat and risk analysis 
to Federal, State and local authorities, and the 
private sector, and he is regularly called upon 
to brief the White House and Congressional 
leadership on HITRAC’s programs. Mr. Wales 
also represents the Department during 
the preparation of specialized Intelligence 
Community Threat Assessments by the 
National Intelligence Council—a role which 
was recognized by the Director of National 
Intelligence with an Exceptional Performance 
Award in 2006.  

Before joining DHS, Mr. Wales served as the 
principle national security aide to U.S. Senator 
Jon Kyl.  In that capacity he developed 
and implemented strategies to advance 
Senator’s national security-related legislative 
objectives, coordinating these activities with 
offi ces of other Senators, key Committees 
and government agencies.  He prepared 
legislation and amendments and assisted 
Senator on the fl oor with major legislation, 
including the Intelligence Reform and 
Terrorism Prevention Act.

From 1997-2004 Mr. Wales was a Senior 
Associate with the Center for Security Policy, 
a defense and foreign policy think-tank 
in Washington, DC.  He served as project 
coordinator for the Center’s program on 
International Islamist Threats, managing a 
team that was examining domestic terror 
support networks and their international 
affi liates.  Mr. Wales supported senior 
government offi cials, including agents at the 
FBI, DOJ, DHS and U.S. Attorneys’ offi ces, 
helping to develop strategies to combat 
domestic terrorist support and fi nancing 
networks, minimizing damage from terrorist 
attacks, and responding to terrorist incidents.  
He authored numerous memoranda and 
reports on topics such as targeting priorities 
of terrorist groups, radical domination of 
the U.S. military chaplain corps and prisons 
chaplain programs, strategic investments by 
Saudi fi nanciers of al-Qaeda, and profi les of 
key foreign- and U.S.-based Islamist groups. 

ABSTRACT / Challenges for the 
Infrastructure Risk Analysis Community
In his presentation, “Challenges for the 

MR. JOEL BAGNAL was appointed by President Bush to be Deputy 
Assistant to the President for Homeland Security in January of 2007.  
Joel chairs the Homeland Security Council Deputies Committee and co-
chairs the Counterterrorism Security Group.  Along with the Assistant 
to the President for Homeland Security and Counterterrorism, he leads 
the Homeland Security Council staff.    

Previously, Joel served as Special Assistant to the President for 
Homeland Security and Senior Director for Response Policy, where he 
oversaw the development and coordination of national policy relating 
to incident management and continuity of operations.  Prior to serving 
in that capacity, Joel served as Chief of Staff of the Homeland Security 
Council.  

From July 2004 to May 2005, Joel served as a Special Assistant to the 
Commander of the North American Aerospace Defense Command and 
the United States Northern Command. 

From January 2003 to June 2004, Joel served as the Special Assistant 
to the President and Senior Director for Domestic Counterterrorism.  In 
this role he was the principal advisor to the Assistant to the President 
for Homeland Security for all matters pertaining to prevention of 
terrorism against the United States homeland, as well as incident 
management and information sharing. He also coordinated national 
response actions to terrorist threats and incidents that affected the 
security of the United States homeland on a daily basis including 
adjustments to the National Threat Level. 

Joel served as Director of Incident Management and Threat 
Countermeasures within the White House Offi ce of Homeland Security 
from December 2001 to December 2002. He helped develop the 
National Strategy for Homeland Security and policy for national incident 
management. 

Joel came to the White House after serving as a Special Assistant 
to the Director of the Homeland Security Task Force, Offi ce of the 
Secretary of Defense. Prior to this position, he served as a Senior 
Advisor to the Deputy Chief of Staff for Programs of the United States 
Army from June 2000 to September 2001. He served as a Domestic 
Preparedness Offi cer from September 1999 to May 2000, training 
First Responders on weapons of mass destruction consequence 
management in the nation’s largest cities. 

From August 1998 to August 1999, Joel served as Chief of Operations 
for Multinational Division North and Task Force Eagle in Tuzla, Bosnia-
Herzegovina during the Kosovo Air Campaign. From 1996 to 1998, 
Joel served as the Director of Applications and Technical Support for 
Bytewise, Inc., a software engineering fi rm in Columbus, Georgia. From 
1986 to 1996, Joel held various command and staff positions as an 
Infantry offi cer in the U.S. Army. 

Joel earned a Bachelor of Science degree from the United States 
Military Academy.  Joel resides in Fairfax, Virginia with his wife Mandi 
and daughters Shannon and McKayla.

FEATURED PLENARY SESSION SPEAKERS > 

KEYNOTE SPEAKER > THE HONORABLE JOEL BAGNAL  Deputy Assistant to the President for Homeland Security
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Infrastructure Risk Analysis Community,” Mr. 
Wales will address the gaps and challenges 
the community will need to address in the 
year, and years, to come, including the need 
for increased awareness and coordination 
horizontally, amongst the varying risk analysis 
efforts currently underway and planned, as 
well as vertically between the risk analysts 
and their customers at the National, regional, 
state, local, territorial, tribal, or owner/
operator level through customer-centric 
decision support.  Mr. Wales will use the 
strategic infrastructure risk analysis work of 
the Homeland Infrastructure Threat and Risk 
Analysis Center (HITRAC) as context for his 
discussion with conference participants. 

DEREK “DIRK” MAURER
Deputy Assistant Secretary of Defense for 
Crisis Management and Defense Support of 
Civil Authorities, Department of Defense
Mr. Maurer is currently serving in the Offi ce of 
the Under Secretary of Defense for Policy as 
the Deputy Assistant Secretary of Defense for 
Crisis Management and Defense Support of 
Civil Authorities.

From November 2005 until his assignment 
in the Offi ce of the Assistant Secretary of 
Defense (Homeland Defense and Americas’ 
Security Affairs) in 2008, Mr. Maurer served 
as a Counsel on the Senate Armed Services 
Committee for the Chairman, Senator John 
Warner.  He subsequently served as a Counsel 
for the Ranking Minority Member, Senator 
John McCain.  Mr. Maurer was responsible for 
the Readiness and Intelligence portfolios.

In December, 2003 he began working as 
Military Legislative Assistant and Counsel for 
Senator Susan Collins of Maine, the Chairman 
of the Governmental Affairs Committee.  He 
supported Senator Collins’ work as a member 
of the Senate Armed Services Committee.  
A Marine Corps Reservist, in June 2004, 
he was mobilized and deployed to Iraq with 
the 4th Civil Affairs Group.  In April 2005, 
he resumed his job with Senator Collins on 
the newly renamed Homeland Security and 
Governmental Affairs Committee.

In early 2003, Mr. Maurer was mobilized for 
Operation Iraqi Freedom and deployed to 
Bahrain as part of Marine Forces, Central 
Command.  From 2001 to 2003, Mr. Maurer 
worked as a Legislative Assistant for Senator 
Jim Bunning of Kentucky, primarily dealing 
with the Senator’s responsibilities as a 
member of the Armed Services Committee.

In December 1994, he left the active duty 
Marine Corps to pursue a career in the private 
sector.  After a year working in the private 
sector, and some Reserve duty, he began 
law school at Georgetown University Law 
Center in the fall of 1997.  Mr. Maurer worked 
as a paralegal in the Terrorism and Violent 
Crime Section of the Criminal Division of the 
Department of Justice during his last two 
years of law school.

In 1989, following his graduation from 
college, Mr. Maurer was commissioned as a 

Second Lieutenant in the Marine Corps, and 
served on active duty as a logistics offi cer 
for fi ve years.  During that time, he deployed 
to Saudi Arabia for Operations Desert Shield 
and Desert Storm and also throughout the 
Western Pacifi c on a six-month shipboard 
deployment.

Mr. Maurer received a Bachelor of Arts 
in Political Science from the University of 
Washington in 1989 and a Juris Doctorate 
from Georgetown University Law Center in 
2000.  He is a member of the Virginia Bar.

CATHLEEN BERRICK
Director, Homeland Security and Justice 
Team, U.S. Government Accountability Offi ce
Cathleen Berrick is a senior executive 
with GAO’s Homeland Security and Justice 
Team.  In this position, she oversees 
GAO’s reviews of aviation and surface 
transportation security matters and 
Department of Homeland Security (DHS) 
management issues.  She has developed a 
broad knowledge of transportation security 
practices and related federal policies, as well 
as federal management practices.  She has 
leveraged this expertise to lead numerous 
reviews of DHS and Transportation Security 
Administration (TSA) initiatives to strengthen 
the security of U.S. transportation systems 
and DHS management initiatives, and to 
interpret the complex array of legislation 
passed and policies instituted in the 
aftermath of the September 11, 2001, 
terrorist attacks.  Ms. Berrick has also been a 
leading voice in understanding and analyzing 
the impact of federal legislation, policies, 
and programs on transportation security 
and performance; the implications of new 
security measures; transportation-related 
risk assessments to identify vulnerable and 
critical transportation assets throughout the 
country; and ongoing efforts to balance the 
federal and private-sector role in securing all 
modes of transportation, among other issues. 
Ms. Berrick was awarded the 2005 William 
A. Jump Memorial Foundation’s Meritorious 
Award for Exemplary Achievement in Public 
Administration, and GAO’s Distinguished 
Service Award in 2006.

ABSTRACT / Highlights of a GAO Forum: 
Strengthening the Use of Risk Management 
Principles in Homeland Security
From the terrorist attacks of September 
11, 2001 to Hurricane Katrina, homeland 
security risks vary widely.  The nation can 
neither achieve total security nor afford to 
protect everything against all risks. Managing 
these risks is especially diffi cult in today’s 
environment of globalization, increasing 
security interdependence, and growing fi scal 
challenges for the federal government. It is 
increasingly important that organizations 
effectively target homeland security funding—
totaling more than $57 billion in 2007 federal 
spending alone—to address the nation’s most 
critical priorities. 

GAO convened a forum of experts on October 
25, 2007, to advance a national dialogue 
on applying risk management to homeland 

security.  Participants included federal, state, 
and local offi cials and risk management 
experts from the private sector and academia. 

This presentation will be based on GAO’s 
summary of the forum proceedings, 
highlighting the issues discussed by the 
participants, including specifi c effective 
practices, challenges that federal agencies 
face in applying risk management to 
homeland security, and actions that 
can strengthen homeland security risk 
management.

JULIAN TALBOT
Director, Risk Management Institute 
of Australasia
Julian Talbot is a Senior Consultant with 
Jakeman Business Solutions and a Certifi ed 
Protection Professional (CPP). He holds a 
Master of Risk Management, is lead author of 
the inaugural Security Risk Management Body 
of Knowledge (SRMBOK), a Director of the 
Risk Management Institution of Australasia 
(RMIA), Assistant Regional Vice President 
with ASIS International and a Research 
Associate with the Australian Homeland 
Security Research Centre. His career includes 
international experience as Head of Security 
for Australia’s largest natural resources 
project (the $22 billion North West Shelf 
Project) and for the Australian Government’s 
most extensive overseas network (the 
Australian Trade Commission) with operations 
in 60 countries. 

ABSTRACT / Security Down Under - 
The Aussie Experience
Antipodean isolation may explain a lot of 
things - including a tendency to do things 
somewhat differently . . . It may for example 
explain (in part at least) why Australia went 
its own way and developed the fi rst version of 
the AS/NZS4360 Risk Management Standard 
back in 1994.  Since then, AS4360 has been 
revised twice, been the basis for series of risk 
management handbooks (including HB167 
Security RM) and is currently being evolved 
into ISO31000 Risk Management Standard 
(due out March 2009) with an Australian 
selected to Chair the 83 nation International 
Standards Association committee developing 
it.  The ‘land down under’ is also heavily 
involved in security and risk management 
through South East Asia and much of the work 
in this area refl ects a multi-cultural blend of 
Asian, US, European and other international 
frameworks.  One of these, the recently 
released Security Risk Management Body of 
Knowledge (SRMBOK) - developed by over 
80 international subject matter experts – is 
an example of government agencies and the 
private sector working together to contribute 
to an integrated body of knowledge for the 
security profession. 
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TECHNICAL SESSIONS > 

May 13 / TECHNICAL SESSION 1

Homeland Infrastructure Threat and Risk 
Analysis Center (HITRAC)
> STEVEN MABEUS & KRISTINE POPTANICH
Representatives from the Department of Homeland 
Security’s Offi ces of Intelligence and Analysis and 
Infrastructure Protection will provide an overview 
of the Homeland Infrastructure Threat and Risk 
Analysis Center (HITRAC), and the strategic 
threat and risk analysis conducted by the Center 
in furtherance of the Department of Homeland 
Security’s infrastructure analysis and protection 
mission.  

STEVE MABEUS accepted his current position 
with DHS in 2005.  He is presently the deputy 
director for the Critical Infrastructure Threat 
Analysis Division with in the Offi ce of Intelligence 
and Analysis, which focuses on terrorist threats 
to Homeland Critical Infrastructure and Key 
Resources.  Steve earned his undergraduate degree 
from the University of Wisconsin in 1984 and is a 
graduate from the Joint Military Intelligence College 
earning a Master of Science in Strategic Intelligence 
in 1994.  Steve is a retired US Army Military 
Intelligence offi cer.  He served for over 21 years 
in assignments at the battalion, brigade, division 
and Army level in Germany, Hawaii, Fort Carson 
and Fort Belvoir.  He ended his military career with 
the Special Operations Command and a tour in 
Afghanistan. 

KRISTINE POPTANICH currently leads the Strategic 
Risk Analysis Team within the Department of 
Homeland Security’s Homeland Infrastructure 
Threat and Risk Analysis Center (HITRAC).  
Ms. Poptanich manages a team of analysts 
that leverage risk analysis to inform security 
risk management decision making within the 
infrastructure protection community.  Ms. 
Poptanich’s team is responsible for a number of 
risk-based products and programs, most notably the 
Strategic Homeland Infrastructure Risk Assessment 
(SHIRA).  

Before joining DHS, Ms. Poptanich managed a 
number of anti-terrorism programs and initiatives 
for the U.S. Customs and Border Protection’s Offi ce 
of Anti-Terrorism, and served as the principle 
national security, foreign policy, and trade advisor to 
U.S. Senator Mike DeWine. 

Ms. Poptanich graduated from the University of 
California, Irvine, prior to earning her Master’s 
degree at Johns Hopkins School of Advanced 
International Studies, where she graduated with 
distinction.

U.S. Army Approach to Critical Infrastructure 
Risk Management (CIRM)
> DEAN E. CHECKNITA 
This session will present an overview of the U.S. 
Army Critical Infrastructure Risk Management 
Program. Identifi cation, assessment, and 
critical infrastructure risk management strategy 
development will be covered, to include metrics 
used for measuring risk.

DEAN E. CHECKNITA is Chief, Critical Infrastructure 
Risk Management Branch, Army Operations Center. 
He is responsible for identifying, assessing, and 
developing remediation solutions for Army critical 
infrastructure around the world. He oversees the 
U.S. Army Critical Infrastructure Risk Analysis 
Center that supports Army Senior Executive 
Leader decision making, the Army Staff, and Army 
Commands in addition to providing land domain 
consequence analysis of infrastructure disruptions 
to the Assistant Secretary of Defense (Homeland 
Defense and Americas’ Security Affairs) and the 
Joint Staff Defense Critical Infrastructure Program.

Mr. Checknita has extensive experience in 
unconventional warfare and strategic target 
analysis. He has Fortune 500 corporate 
management experience and has won many 
awards in both government and private service. 
Mr. Checknita holds an MBA from Fayetteville State 
University.

Safeguarding Supply Chains from 
Geopolitical Risks
> CELINA REALUYO
Globalization has revolutionized and accelerated 
the way goods and services are sourced, 
produced, and delivered around the world.  
Increased integration and interconnectivity have 
greatly improved the quality of life for global 
citizens.  However, along with all the benefi ts from 
globalization have come increased and magnifi ed 
risks that threaten not just the global economy 
but international security as well.  Supply chains 
at every stage of their process -- from acquiring 
raw materials for, manufacturing, and transporting 
fi nished products – are particularly vulnerable to 
geopolitical risks such as terrorism and crime.

While professional risk managers have long-standing 
experience with credit, liquidity, market, operational, 
and legal risks, every enterprise risk manager now 
needs to factor geopolitical risks into his/her risk 
management strategies. In this globalized world, 
risk managers must identify, analyze the potential 
impact of, and manage geopolitical risks to their 
supply chains.  Such risks can be managed through 
a process of prioritizing risks and threats, emergency 
planning and preparedness, and testing and 
exercising risk management practices to best protect 
the supply chain of an enterprise.  A case study 
demonstrating the vulnerabilities of pharmaceutical 
supply chains and countermeasures to safeguard 
the supply chain is illustrative of this geopolitical risk 
management process. 

CELINA REALUYO educates top U.S. and foreign 
military and civilian leaders on national security 
and counterterrorism strategies at the National 
Defense University, teaching the “Global War on 
Terrorism” and “Terrorism and Crime” courses.  
From 2002-2006, Professor Realuyo served as the 
Director of Counterterrorism Finance Programs at 
the State Department’s Offi ce of the Coordinator 
for Counterterrorism in Washington, D.C. where 
she applied her international banking skills to 
the fi nancial front of the war on terror post-9/11.  
Under her stewardship, the United States delivered 
technical assistance to 20 countries, training over 
1800 foreign counterparts, and her team received 
an “A-” from the 9/11 Commission in 2005 for its 
efforts to combat terrorist fi nancing.

Prior to returning to Washington, Ms. Realuyo was a 
private banker with Goldman Sachs in London.  She 
began her career as a U.S. Foreign Service Offi cer 
with overseas assignments in Madrid, Panama, 
and the U.S. Mission to NATO, Brussels and in 
Washington, at the State Department Operations 
Center, National Security Council’s White House 
Situation Room, and as Special Assistant to the 
Secretary of State.  She is a member of the Council 
on Foreign Relations, International Institute for 
Strategic Studies, Women in International Security, 
and the Professional Risk Managers International 
Association. 

May 13 / TECHNICAL SESSION 2

Risk Analysis Frameworks for 
Counterterrorism
> JAMES SCOURAS & ROBERT M. LIEBE
This presentation focuses on risk frameworks, the 
fi rst step towards coordinated risk management 
approaches.  We will fi rst discuss essential risk 
terminology and the relationships among basic 
concepts.  We then introduce the concept of a risk 
framework and summarize our research on 17 
diverse frameworks.  Based on this research, we 
identify 12 risk analysis elements that can be used 
to evaluate risk frameworks.  We illustrate two types 
of risk frameworks:  conceptual and procedural.   

JAMES SCOURAS is a senior decision analyst 
with Innovative Decisions, Inc. and specializes 
in risk analysis methods and their applicability 
to homeland security and resource allocation 
problems.  After eight years fl ying Marine 
helicopters, Mr. Liebe served as an operations 
analyst for the Marine Corps, where he applied 
a wide array of analysis techniques to the Corps’ 
analytic challenges.  The challenges include 
creating optimal 10-year V-22 aircrew training plans 
using mixed integer programming; forecasting 
wartime equipment attrition using Markov models; 
assessing the comparative value of traditional and 
distance education programs for Marine offi cers 
using a web-based survey and data analysis 
techniques; and supporting 3d Marine Aircraft Wing 
assessment division with quantitative analyses 
while deployed to Iraq in Spring 2003.  Since joining 
IDI, Mr. Liebe has assisted in development and 
testing of high-level aviation campaign models for 
force structure analysis, applied multi-objective 
decision and risk analysis techniques for Navy 
Anti-Terror/Force Protection decision making, and 
developed discrete event simulations to support 
maritime prepositioning ship design and assembly 
process improvement.  In addition to his extensive 
military experience Mr. Liebe holds a Master’s 
Degree in Operations Research from the Naval Post 
Graduate School and a Bachelor’s Degree from the 
United States Naval Academy.

DR. JAMES SCOURAS serves as Chief Scientist of 
the Advanced Systems and Concepts Offi ce (ASCO) 
in the Defense Threat Reduction Agency where he 
is responsible for ensuring the scientifi c merit and 
analytic quality of ASCO’s research program and 
publications, providing guidance on prospective 
and ongoing projects, and engaging the broader 
academic, governmental, and contractor scientifi c 
communities.  He also leads the ASCO research 
portfolios in deterrence and uncertainty analysis.  
Prior to joining DTRA, Dr. Scouras was Program 
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Director for Risk Analysis at the Homeland Security 
Institute, an FFRDC established in 2004 to support 
the Department of Homeland Security.  Earlier 
in his career, he supported the Congressional 
Commission to Assess the Threat to the United 
States from Electromagnetic Pulse, focusing on 
civil and military infrastructure vulnerabilities.  He 
was also an employee of the Institute for Defense 
Analyses, a physicist at the Rand Corporation, 
a consultant to the U.S. Department of State, 
Associate Director of the Strategic Weapons System 
Department at System Planning Corporation, and 
taught in the University of Maryland’s General 
Honors Program.

Dr. Scouras earned his B.S. in physics from the 
University of Rochester and his Ph.D., also in 
physics, from the University of Maryland.  Among 
his publications is the co-authored book, A New 
Nuclear Century.

Research team includes: Gregory S. Parnell, United 
States Military Academy, West Point, NY  and Bilal 
M. Ayyub, University of Maryland, College Park, MD
 

Cyber Warfare and Governments’ Awakening
> PAUL KURTZ
Remarks will trace events over the past year that 
have led to an awakening among key governments 
to the risks of poor information security.  What are 
the implications of greater government attention 
to this issue for information, communications, 
and telecommunications industry, as well as the 
defense industrial base, and owners and operators 
of critical infrastructure owner and operators. 

PAUL KURTZ is a Partner and COO of Good Harbor 
and a recognized cyber security and homeland 
security expert. He served in senior positions on 
the White House’s National Security and Homeland 
Security Councils under Presidents Clinton and Bush.

Individual: Paul Kurtz is the COO of Good Harbor, 
advising clients on cyber-security and homeland 
security issues. Kurtz joins Good Harbor, Kurtz after 
serving as the founding Executive Director of the 
Cyber Security Industry Alliance (CSIA), an advocacy 
group dedicated to ensuring the privacy, reliability 
and integrity of information systems through public 
policy, technology, education and awareness. Prior 
to joining CSIA, Kurtz most recently was special 
assistant to the President and senior director 
for critical infrastructure protection on the White 
House’s Homeland Security Council (HSC), where 
he was responsible for both physical and cyber 
security.
Before joining HSC in 2003, Kurtz served on the 
White House’s National Security Council (NSC) as 
senior director for national security of the Offi ce 
of Cyberspace Security and a member of the 
President’s Critical Infrastructure Protection Board, 
where he developed the international component 
of the National Strategy to Secure Cyberspace. 
Previously, he was a director for counterterrorism 
in the NSC’s Offi ce of Transnational Threats from 
1999-2001.

Prior to his White House work, Kurtz served 
in several bureaus in the State Department, 
specializing in weapons of mass destruction non-
proliferation policy and strategic arms control. He 
also served as political advisor to Operation Provide 

Comfort in Incirlik, Turkey, and as science attaché 
in Vienna, Austria. He participated in several arms 
control inspection teams, traveling to Iraq and North 
Korea.

Kurtz received his Bachelor’s degree from Holy Cross 
College and his Master’s degree in International 
Public Policy from Johns Hopkins University’s School 
of Advanced International Studies.

A Capability Maturity Model Approach to 
SCADA Risk Analysis
> STEPHEN SPOONAMORE
A variety of risk analysis methods that were 
developed for information technology, business, 
and economic applications have been applied to 
Supervisory Control And Data Acquisition (SCADA) 
and related industrial control systems. However, 
SCADA systems have unique characteristics and 
requirements that have to be considered and 
addressed in conducting risk analyses.  For example, 
programmable logic controllers (PLCs) on Ethernet 
networks can malfunction when exposed to scanning 
Internet Control Message Protocol (ICMP) messages.  
Because of the complexity and real-time nature of 
control systems, they are also increasingly vulnerable 
to hardware failures and administrative security 
faults, such as running unauthorized software on 
plant fl oor computers.  Local control elements in 
a plant have memory and processing limitations 
and cannot accommodate suites of security-related 
software without affecting plant performance and 
safety. These limitations sometimes preclude the 
implementation of authentication or encryption. 
In the world of industrial control, plant operations, 
product quality, production, and safety trump 
information system security.  Because of real and 
imagined practical concerns, disabling unnecessary 
software capabilities or applying patches is not 
performed as required.

In this presentation, Spoonamore propose a 
Capability Maturity Model (CMM)–based risk 
analysis process that is based on the continuous 
improvement paradigm.  The CMM supports 
continuous reduction of residual risk by focusing 
on the unique real-time and near real-time 
characteristics and operational requirements 
of SCADA and industrial control systems.  The 
associated risks are specifi ed in Base Practices that 
are grouped into key Process Areas (PAs).  The PAs 
of the CMM will embody the innate characteristics 
of SCADA and control systems in analyzing risk and 
not effect a sometimes force-fi t of IT risk analysis 
methods to entities comprising the nation’s critical 
infrastructure. 

STEPHEN SPOONAMORE is a leading expert 
on cyber security solutions worldwide. He has 
developed solutions for government agencies 
and elements of the United States Armed Forces. 
Mr. Spoonamore has contributed to standards 
development for E-Authentication of Identity and 
the EPAD All-Hazards National Alert System.  He 
is the Founder and Chief Executive Offi cer of 
Cybrinth, Inc., a cyber security solutions company 
headquartered in Washington, D.C. Cybrinth is 
owned by Duos Technology, a provider of intelligent 
digital video solutions. Mr. Spoonamore is Chief 
Technology Offi cer of Duos.  Mr. Spoonamore 
has founded a number of successful technology 
companies over the past 20 years. As CEO of 

Cybrinth, he developed methodologies and best 
practices that have become standards in the 
credit card industry. He has served on several 
public sector investigation boards examining 
disaster after-actions. He has received awards for 
his contributions to the public sector. In 1995, he 
was awarded a Civilian Citation for outstanding 
contributions to the Defense Department by 
Secretary of Defense William Cohen. In 2003, he 
was recognized by Mayor Michael Bloomberg for his 
work helping expand the NYCTV system. In 2004, he 
was recognized by Secretary Tom Ridge for his work 
in developing the www.ready.gov web site. He has 
also served on delegations and task forces for the 
United Nations and U.S. Army. He has served as an 
expert witness for Congressional testimony before 
the U.S. Senate and House of Representatives 
in the areas of secure communications and 
emergency systems used in communications.  Mr. 
Spoonamore has written numerous articles and 
delivered technical presentations on cyber security 
challenges, practices, and trends. He resides in 
Washington, D.C.

May 13 / TECHNICAL SESSION 3

Assessing the Benefi ts of Terrorism Security
> BRIAN A. JACKSON & HENRY H. WILLIS
Each year the United States allocates billions 
of dollars to investments intended to protect 
communities from the risks posed by terrorism.  
Because of the diffi culty of estimating terrorism 
risk, new approaches are required to manage these 
investments wisely.  

Over the past year, RAND has developed and 
demonstrated an approach for using break-even 
analysis and probabilistic terrorism risk modeling to 
provide leadership at DHS a structured measure of 
a program’s cost-effectiveness even when there is 
not enough information available to fully assess the 
benefi ts of a security measure.  

This approach is complemented by other RAND 
work reviewing the history of terrorist confl icts 
to understand terrorists’ counter-technology 
efforts. Depending on the adaptive capabilities 
of the adversary, a defensive model built of a 
variety of security measures that can be adjusted 
and redeployed as their vulnerable points are 
discovered provides a superior approach to 
addressing this portion of terrorist behavior. 

This session will review the fi ndings from several 
RAND studies which informed the regulatory impact 
assessment of recent terrorism security regulation 
and describe lessons history provides about 
incorporating anticipation of adversary adaptation 
into design and operation of security measures.

BRIAN A. JACKSON is a Senior Physical Scientist 
and Associate Director of RAND’s Homeland 
Security program.  His terrorism-focused research 
has examined organizational learning by terrorist 
groups, terrorist groups’ use of technology, 
development of assessment methods for novel 
terrorist threats, and examination of strategies to 
respond to terrorist targeting of national economies.  
Dr. Jackson’s recent relevant publications include 
RAND reports entitled Aptitude for Destruction 
and Breaching the Fortress Wall: Understanding 
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Terrorist Efforts to Overcome Defensive 
Technologies.  Dr. Jackson holds a Ph.D. from the 
California Institute of Technology, a Master’s degree 
from The George Washington University, and a 
Bachelor’s degree from Haverford College.   

HENRY H. WILLIS is a Policy Researcher at RAND 
and Principal Investigator with the DHS-USC Center 
for Risk and Economic Analysis of Terrorist Events 
(CREATE).  He is the author of dozens of publications 
on applied risk analysis and has testifi ed before 
Congress as an expert on applying risk analysis 
to homeland security policy.  Dr. Willis’ recent 
research includes developing approaches for risk-
based resource allocation, assessing the benefi ts 
of terrorism security, and evaluating emergency 
preparedness grant programs.  Dr. Willis earned his 
Ph.D. from Carnegie Mellon University and holds 
degrees from the University of Pennsylvania (B.A.) 
and the University of Cincinnati (M.A.).

The Use of Simulation Technology as a 
Homeland Security Analysis and Risk 
Management Tool
> ROB HOUSMAN
One of the greatest challenges faced in homeland 
security is the lack of data and experience by 
which to gauge threats and responses.  No major 
American port has been shuttered by a terrorist 
attack.  No American city has faced a nuclear 
attack.  As a result, plans and exercises are based 
on untested assumptions.  

Similar challenges face planners implementing new 
security programs.  Data is insuffi cient to enable 
accurate cost and benefi t analyses.  Opponents 
and proponents infl ate/defl ate impacts to suit their 
ends.  More importantly, the lack of real experience 
prevents planners from developing the most cost 
effective programs possible.

Such problems are especially pronounced in 
homeland security—where the challenge is to 
prevent the future occurrence of fi rst-time, relatively 
low probability/high impact events.

Simulation technologies offer offi cials the ability 
to pre-test plans and systems against a variety of 
scenarios.  They can provide 20/20 hindsight in 
advance.  Such technologies are beginning to be 
utilized in this sector.  However, wider application 
could provide signifi cant economic, security and 
public policy benefi ts of simulation technology.

This presentation will demonstrate current 
homeland security simulation technology 
applications. It will conclude with a case study of 
nuclear attack response to demonstrate the need 
for wider use. 

ROB HOUSMAN is a partner with Book Hill 
Partners.  His practice focuses on national and 
homeland security.  His clients range from national 
governments to cutting-edge technology companies.  
From 1997 to 2001, he served as Assistant Director 
for Strategic Planning in the White House Drug 
Czar’s Offi ce. As an adviser at large to Gen. Barry R. 
McCaffrey, he had input on virtually all aspects of 
our nation’s counter-drug policies, including a range 
of areas now within the homeland security fi eld.  He 
teaches homeland security and counter-terrorism 
for the University of Maryland, University College.  

He has also taught international law at American 
University’s Law School and national security at 
Syracuse University’s Maxwell School.  He has 
also served as a homeland security advisor to a 
range of political campaigns, including the Clark for 
President and Kerry for President Campaigns.  He is 
a contributing author of the Homeland Security Law 
Handbook (Government Institutes Press, 2003)—the 
fi rst treatise on homeland security.  He recently co-
authored the family and youth preparedness guides 
for the District of Columbia.  He also co-authored 
a 2007 Center for American Progress study on 
market-based measures for Homeland Security.

The Business Case for Risk Management -
Protecting Intangible Assets to Drive Value for 
the Business
> ROBERT LISCOUSKI
Companies invest the majority of their resources 
in activities that contribute to their fi nancial health 
and growth and limit investment in activities 
that represent costs with no material impact on 
improving fi nancial performance. However, events 
such as the September 11th attacks, Hurricane 
Katrina, the blackout of August 2003, supply chain 
failures, technology failures, the prospect of the 
pandemic fl u, etc. all have an impact on business 
operations and consequently the company’s 
investment and spending profi le.  One of the single 
biggest challenges faced by the Department of 
Homeland Security is engaging and motivating 
the private sector (which owns/operates 85% 
of  US Critical Infrastructure) to protect its assets 
and companies to correspond with natural and 
manmade threats and hazards.  The government’s 
challenge becomes signifi cantly more complicated 
by the lack of transparency into the private sector’s 
vulnerabilities and risk mitigation programs.  Risk 
Management solutions must focus on products 
and services that increase, protect and recover 
intangible asset (IA) value that are key to driving 
business value.   Corporate intangible assets 
include intellectual properties, business process 
know-how and reputations for innovation; quality 
and integrity; security and resilience; and safety. 
In public companies, these assets comprise 
approximately 70% of the market capitalization.  
Successful Homeland Security strategies are those 
that result in the protection of the corporation’s 
most vital assets and business processes and 
signaling mechanisms that communicate what has 
been done and to what level, thus contributing to 
the nation’s overall security and economic health.  

ROBERT LISCOUSKI is President, Advisory 
and Forecasting, and a partner in Centurion 
Holdings, LLC, New York, NY, a private equity 
and management consulting fi rm that invests 
in and manages technology and technology-
related companies offering solutions across the 
spectrum of Homeland Security and Intelligence 
Communities. He is on the board of Content Analyst 
Company, LLC, Trebuchet Analytics, LLC, and 
Integrated Strategies Group, LLC. Mr. Liscouski 
was the fi rst Assistant Secretary for Infrastructure 
Protection for the U.S. Department of Homeland 
Security, having the post from March 2003 to 
February 2005. Previously, he was Director of 
Information Assurance for The Coca-Cola Company 
in Atlanta, GA and Vice-President, Law Enforcement 
Division, ORION Scientifi c Systems, an agent 
with the Diplomatic Security Service of the US 

Department of State and a homicide and narcotics 
investigator in Bergen County, NJ. He holds a BS 
degree in Criminal Justice from John Jay College 
of Criminal Justice in New York and Masters of 
Public Administration from the Kennedy School 
of Government, Harvard University. Mr. Liscouski 
is a member of the Intelligence Science Board, 
an advisory board to the Director of National 
Intelligence on Science and Technology matters 
and is a Senior Fellow at the Center of Strategic and 
International Studies (CSIS).

May 14 / TECHNICAL SESSION 1

The Food and Agriculture Sector Criticality 
Assessment Tool (FASCAT)
> LYLE R. JACKSON
The Offi ce of Infrastructure Protection and partners 
have developed an assessment tool to assist 
in and support the process of determining and 
documenting the most critical food and agriculture 
infrastructure systems and sub-systems. This tool 
is called the Food and Agriculture Sector Criticality 
Assessment Tool (FASCAT).  FASCAT provides a 
means to identify sector elements and systems that 
are critical to key state commodity chains or food 
distribution systems, and a method of prioritization 
for further state or private sector vulnerability 
assessment and possible protective measure(s) or 
mitigation strategy development. 

LYLE R. JACKSON, DVM (COL USAR), is a Sector 
Specialist for the Offi ce of Infrastructure Protection 
at the Department of Homeland Security.  In 
this capacity Dr. Jackson serves as the lead 
Infrastructure Protection Specialist and primary 
focal point for all Infrastructure Monitoring, 
Assessment and Coordination activities dealing 
with the Food/Agriculture Sector.  He is responsible 
for developing and managing information sharing 
programs with owners and operators of the 
nation’s food and agriculture infrastructures. 
Dr. Jackson has served in the Army for over 36 
years, and has wartime service in the Persian Gulf 
(1991) and Afghanistan (2003, 2004, 2005, and 
2006).  During his army career he has worked with 
veterinary and other public health offi cials from 
multiple countries in Central America, Asia, and the 
Middle East.  

His most recent assignment in Afghanistan was 
performed in cooperation with the Department of 
Homeland Security on Foot and Mouth Disease 
(FMD) and other current issues affecting national 
security and bio-terrorism.  His extensive fi eld 
experience and ongoing contact with Afghans 
has given Dr. Jackson a unique perspective on 
the critical global challenges of FMD. In this 
assignment he also worked with the Department of 
Homeland Security’s Plum Island Animal Disease 
Center and the National Bio-forensics Analysis and 
Countermeasures Center.

Self Cleansing Intrusion Tolerance – 
A Proactive Risk Management Strategy
> ARUN SOOD 
The complexity of modern information services, 
and the sophistication, pace, and variety of 
attack techniques, requires a new thinking 
about the computer security problem. In spite 
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of large investments in computer security, 
attackers continue to evade the most advanced 
intrusion prevention and detection systems.  The 
problem stems in large part from the constant 
innovation and evolution of attack techniques, 
and rapid development of exploits based on 
recently discovered software vulnerabilities. The 
sophisticated cyber attacks lend importance to the 
concept of intrusion tolerance: a critical system 
must fend off, or at least limit, the damage caused 
by unknown and/or undetected attacks.

The current intrusion prevention (fi rewalls) or 
detection approaches are reactive and require prior 
knowledge of all the attack modalities and software 
vulnerabilities. We have developed a proactive risk 
management approach - Self Cleansing Intrusion 
Tolerance (SCIT). SCIT servers are focused on 
limiting the losses that can occur because of an 
intrusion. To achieve this goal we limit the exposure 
time of the server to the internet. In the SCIT 
approach we have achieved sub-minute exposure 
time for servers without service interruption. We 
show that exposure time is a good security metric 
and use this in our risk management approach.

ARUN SOOD is a Professor of Computer Science 
and Director of the Laboratory of Interdisciplinary 
Computer Science at George Mason University. 
He is founder of SCIT Labs Inc. His research has 
attracted support by US and State governments 
and the private sector. His research has resulted in 
more than 150 publications. 

He and his colleagues have developed the concept 
of intrusion tolerance, and developed a new 
server security architecture based called Self 
Cleansing Intrusion Tolerance. This research has 
been supported by the US Army, National Institute 
of Standards and Technology through the Critical 
Infrastructure Protection Program, SUN, Lockheed 
Martin, Commonwealth of Virginia CTRF (in 
partnership with Northrop Grumman). He is currently 
forming a university spin-off to commercialize this 
technology.  This will be based on the patents that 
have been applied by George Mason University.

What Security Risk Management Means for 
the Enterprise - The Business Case for 
Proactive SRM
> JULIAN TALBOT
This presentation will discuss the business case for 
investment in security. In particular, it will highlight 
some of the best practice methods from a variety 
of disciplines that security risk management (SRM) 
professionals can use to measure and improve the 
effectiveness of SRM as a profi t driver for large and 
medium enterprises.  

SEE TALBOT BIOGRAPHY UNDER PLENARY 
SESSION SPEAKERS. 

May 14 / TECHNICAL SESSION 2

RMAP - The Risk Management Analysis 
Process - A Modeling and Simulation Toolset 
for Aviation Security 
> MATTHEW MCKEAN
The U.S. Transportation Security Administration 
(TSA) and industry are working together to develop 

a risk-based toolset, RMAP, for the commercial 
aviation sector. RMAP, the Risk Management 
Analysis Process, is a new, innovative capability that 
includes:

- A toolset that facilitates identifi cation of   
  vulnerabilities and evaluation of alternative 
  defenses against asymmetric attack in   
  commercial aviation; 
- A unique model to determine the operations 
  and economic impacts of attacks on 
  commercial aviation; and 
- An analytical process for identifying the best 
  total risk reduction for the least operational/
  economic impacts

This presentation will provide a summary of 
RMAP (toolset, modeling approach, and analytic 
capabilities); challenges being overcome by 
government and industry; and the benefi ts of 
these risk management capabilities as applied to 
commercial aviation security.

MATTHEW MCKEAN is a Transportation Security 
Specialist with TSA’s Operational Process and 
Technology Division. In this role, he develops risk 
management and analysis tools, which improve 
TSA’s ability to identify the most cost effective 
countermeasures. Currently, he is working with 
aviation sector stakeholders to develop RMAP – the 
Risk Management Analysis Process - a modeling 
and simulation toolset for aviation security.

“They Didn’t Really Do That, Did They?” - 
OPSEC Fiascos and Lessons Learned
> CHARLES E. “RICK” ESTBERG
This is an entirely new style of OPSEC awareness 
briefi ng, combining a series of real-world examples 
of good and bad Operations Security practices, with 
plenty of humor interspersed.  You’ll hear stories of 
ridiculous OPSEC failures that are bound to make 
you ask, “They Didn’t Really Do That, Did They?”  
This briefi ng highlights how the combination of lack 
of understanding as to what constitutes critical 
information and lack of awareness of technology 
vulnerabilities leads to extremely dangerous 
situations.  These poor OPSEC practices endanger 
our military operations, contractor programs, 
installations and facilities, even our families.  Learn 
about what has gone wrong -- and right -- in the 
recent past, then take essential information on the 
OPSEC process back to your workplace.  We’ve got 
to stop being our own worst enemies and the best 
fi rst step is a solid grasp of Operations Security!

CHARLES E. “RICK” ESTBERG has been employed 
by the Department of Defense (DoD) for more than 
30 years.  He began his career with a four-year stint 
in the Army, serving as a linguist at the U.S. Army 
Field Station in Berlin, Germany.  He began his 
civilian career with DoD in January 1980.  For the 
fi rst nine years he held various technical positions, 
including work as a German and Russian translator, 
at Ft. Meade, MD, and in Berlin.

From 1989-1992, he served as an intelligence 
advisor to the U.S. European Command, located in 
Stuttgart, Germany.  Over the next fi ve years he held 
various staff and management positions, including 
two years as the senior speech writer for his 
Agency’s Director and Deputy Director at Ft. Meade, 
before being named a Brookings Institution LEGIS 
Fellow in 1997.  He served on the personal staff 

of Representative Bobby Scott (D-VA), acting as a 
speech writer and staffer responsible for legislative 
topics to include defense, Native Americans, NASA, 
the National Park Service, and veterans affairs. 

In the next six years prior to his arrival at the 
Interagency OPSEC Support Staff (IOSS), Rick held 
positions on a foreign relations staff and in several 
operational offi ces.  His “other duties as assigned” 
included serving as a mediator in his Agency’s 
Dispute Resolution Center and a corporate briefer 
– he has delivered his Agency’s “story” over 300 
times to more than 4,800 high-ranking visitors, 
to include U.S. Ambassadors, foreign dignitaries, 
military commanders, and the Director of the FBI.

He arrived at the IOSS in late 2003 and is presently 
Chief of Staff.  Since his arrival at the IOSS, he has 
addressed audiences totaling over 34,000 (in 26 
states and 4 countries), covering topics ranging 
from the 5-step OPSEC process to building an 
OPSEC program to “the blogs of war” to identity 
theft.  Additionally, over 1,800 students have 
attended his briefi ng skills classes.

Rick holds Bachelor of Arts degrees in German 
and Education from Ripon College and from the 
University of Maryland in History, as well as a 
Master of Arts degree from Boston University in 
the fi eld of International Relations.  He is also the 
recent recipient of his Agency’s second-highest 
recognition, the Meritorious Civilian Service Award.

He has served for years as a volunteer at Ford’s 
Theatre in Washington, D.C., where he has now told 
the story of the Lincoln assassination to more than 
29,000 tourists.  His hobbies include rescuing and 
studying Eastern box turtles, community theater, 
and, not surprisingly, public speaking (he is an 
accomplished Toastmaster, winning 16 contests in 
5 years).

Professional Liability - A Standard of Care
> TONY DIGREGORIO
The presentation is a practitioner’s view of 
professional liability in the conduct of Security Risk 
Assessments for clients. Is there a standard of 
care for assessors of risk involving the protection 
of client assets beyond which the practitioner 
may be held liable for the consequences of his 
recommendations?  Are we professionals in the 
context of laws respecting professional liability? 
Are we immune from the consequences of our 
recommendations that are implemented by our 
clients? The presentation is a “Think Piece” for 
those conducting Security Risk Assessments in an 
era of rapidly increasing security based standards. 
Many standards require Security Risk Assessments 
but do not delineate the qualifi cations or the 
responsibilities of those conducting assessments. 
Are we Professionals? If so, are we as liable for our 
actions as a Heart Surgeon who makes a mistake 
during an operation?

TONY DIGREGORIO is a Principal Technical Advisor 
in electronic and physical security systems design 
and the conduct of threat and risk assessments 
including countermeasures development. With 
more than 35 years experience in the security 
fi eld, he served in both the military and civil 
sectors. He brings physical security, electronic 
systems design, and anti-terrorist threat and risk 

2008 NATIONAL CONFERENCE ON SECURITY ANALYSIS AND RISK MANAGEMENT

9

SARMA_ConferenceProgram2008.indd   10SARMA_ConferenceProgram2008.indd   10 5/6/2008   11:00:25 PM5/6/2008   11:00:25 PM



assessment expertise to client needs. With this 
expertise, he develops security system designs 
from concept through installation and leads or 
participates in threat and risk assessment studies 
examining aspects of deterrence, detection, delay, 
and response to terrorist threats. Mr. DiGregorio 
performs numerous threat and risk assessments 
for new construction and renovation projects 
for various government agencies. Assessments 
resulted in development of security design criteria 
based on Government Services Administration / 
Interagency Security Committee (GSA/ISC) Security 
Design Criteria. He provides owners with prioritized 
recommendations and Rough Order of Magnitude 
costs allowing knowledgeable decision-making. 
Clients include General Services Administration; 
Bureau of Alcohol, Tobacco, Firearms and 
Explosives; Department of Transportation; National 
Institutes of Health; Smithsonian Institute; Peace 
Corps; Commonwealth of Pennsylvania; New York 
City Courts; Federal Aviation Administration; and 
National Park Service. He retired as an MP Colonel 
with 28 years service and is a Certifi ed Protection 
Professional.

May 14 / TECHNICAL SESSION 3

Balancing Resources to Risk
> JEFF FULLER & LCDR BRADY DOWNS
The current United States Coast Guard 
Commandant initiated a maritime security risk 
assessment project when he was the Atlantic Area 
Commander in the weeks following 9/11/2001.  
This project has evolved into a program that 
supports decision from a Captain of the Port-level 
to a national HQ level; it is a process, method, and 
database.  We will describe the key features of the 
process, method, and tool and will highlight lessons 
learned in supporting USCG maritime security risk 
management.  

JEFF FULLER is a Retired Army Special Forces 
Offi cer and is currently serving as Senior Technical 
Advisor to the USCG Domestic Port Security 
Evaluation Division and Director of Teledyne 
Brown Engineering’s Homeland Security Services.  
Mr. Fuller has supported USSOCOM, JCS, OSD 
and USCG with combating terrorism mission 
analysis, training, program management and risk 
assessment.  

LCDR BRADY DOWNS is the USCG program 
manager of the USCG Maritime Security Risk 
Analysis Program.  LCDR Downs has served in USCG 
Field commands and staff assignments and is a 
former Marine.  He was on duty at Sector New York 
on 9/11/2001 and has led development of the 
USCG’s Maritime Security Risk Analysis Program.  
He is near completion of an MA in Homeland 
Security Studies from the Naval Postgraduate 
School.  

Implementation of the National Infrastructure 
Protection Plan and the Sector-Specifi c 
Plans—Current Highlights and Future 
Directions
> CHARLES H. DAVIS – NIPP PROGRAM
> LISA BENDIXEN – SPECIFIC INITIATIVES
The National Infrastructure Plan (NIPP) sets forth a 
comprehensive risk management framework and 

clearly defi nes critical infrastructure protection roles 
and responsibilities for the DHS; Sector-Specifi c 
Agencies; and other Federal, State, local, tribal, 
territorial, and private-sector security partners. 
The NIPP provides a coordinated approach 
for establishing national priorities, goals, and 
requirements for infrastructure protection so that 
funding and resources are applied in the most 
effective manner.  The NIPP risk management 
framework responds to an evolving risk landscape; 
as such, there will always be changes to the 
NIPP—from relatively minor to more signifi cant.  The 
2006 NIPP established the requirement to fully 
reissue the plan every three years to ensure that 
it is current and of maximum value to all security 
partners. This presentation will address the current 
status of implementation efforts, describe recent 
updates to the NIPP and ongoing updates to the 
Sector-Specifi c Plans, and talk about the revision of 
the NIPP that has just begun.

CHARLES H. DAVIS (COL, USAR) is the Director 
of the National Infrastructure Protection Plan 
(NIPP) Program Management Offi ce, Offi ce of 
Infrastructure Protection, DHS.  Mr. Davis’ team 
is tasked with the primary responsibility to lead, 
integrate, coordinate, and manage the overall 
development and implementation processes of 
the NIPP and the Sector-Specifi c Plans. Mr. Davis 
joined DHS after over 30 years in the United States 
Army; his last tour of duty was as a Division Chief 
within the Logistics Directorate (J-4), Joints Chiefs 
of Staff, at the Pentagon.  He previously served 
in a broad range of command and staff, medical 
plans, operations, training, logistics and security, 
aviation, and aero-medical evacuation assignments 
throughout the world and across the continental 
United States. 

LISA BENDIXEN is a Vice President at ICF 
International with 27 years of experience in risk 
assessment, risk management, and emergency 
management for a broad set of industry clients as 
well as various government agencies at national, 
state, and local levels. She has developed 
and evaluated risk assessment and ranking 
methodologies for a range of natural and man-
made hazards, and has worked on regulations and 
policies related to the use of such techniques. She 
also applies her skills and experience to the areas 
of chemical demilitarization, counter terrorism, 
deterrence, and vulnerability assessment for clients 
and on expert panels/committees.  

Interpreting Past Events in Disaster 
Preparedness Decisions
> ROBIN DILLON
When making decisions, a rational decision 
maker should consider the probability of a loss, 
the cost of mitigating actions, the size of the loss 
with or without such actions, and (if relevant) the 
duration of the protection afforded by the mitigating 
actions.  Then, the rational decision maker 
chooses actions where the expected benefi ts, 
as measured by a reduction in damage, exceed 
the cost of the mitigation.  Costs and benefi ts 
should be discounted to consider the time value 
of money.  How well does this framework hold for 
decisions regarding preparing for potential disasters 
(both natural and manmade)?  This presentation 
examines how individuals cognitively interpret 
past events and currently available probability 

information in the context of a risk-based decision 
framework for disaster preparedness decisions.  

ROBIN DILLON, an Assistant Professor with 
Georgetown University, specializes in decision and 
risk analysis. The focus of her research is using 
programmatic risk analysis to improve project and 
operational management in complex, resource-
constrained environments. She is particularly 
interested in how prior near-miss events infl uence 
risky future decisions. The National Science 
Foundation and National Aeronautics and Space 
Administration are currently funding some of her 
research, and she has participated as a National 
Science Foundation fellow in its sponsored 
program, “Enabling the Next Generation of Hazard 
Researchers,” and as a NASA Summer Faculty 
Fellow in 2004. She has served on several National 
Academies Committees and is currently serving on 
the Committee on New Orleans Regional Hurricane 
Protection Projects.

Co-authors include Cathy Tinsley from the 
McDonough School of Business at Georgetown 
University and Matthew Cronin from George Mason 
University.

May 14 / TECHNICAL SESSION 4

Intelligence Analysis for Strategic Risk 
Assessments
> GEOFFREY S. FRENCH 
For the critical infrastructure protection community 
to implement a risk-based prioritization of resources 
— whether at the facility, community, or other 
level — it requires information about the threats, 
vulnerabilities, and consequences of a variety of 
potential scenarios. Comprehensive information 
on the terrorist threat can only come from the 
government. Strategic terrorism threat assessment, 
however, is particularly challenging for the U.S. 
Intelligence Community because it requires a degree 
of prediction and communication with the public 
— both of which run counter to the community’s 
culture. To form a basic strategy for reducing the 
risk from terrorist attacks, decision-makers need 
(1) evidence-based threat assessments to provide 
comparative analysis of a range of adversaries and 
attack methods, and (2) imagination-based analysis 
to give them alternate perspectives on the threats 
they face, including information on the ways that the 
terrorist threat may change.

GEOFFREY S. FRENCH is a Program Manager for 
CENTRA Technology, Inc., and currently supports 
strategic risk analysis for the U.S. Department 
of Homeland Security. Mr. French has worked in 
counterintelligence and in the critical infrastructure 
protection community since the 1990s, supporting 
government agencies such as the Federal Bureau of 
Investigation and the U.S. Department of Defense. 

In addition to overseeing risk methodological 
development, he provides subject matter expertise 
in cyber counterintelligence and defensive 
information warfare, especially in policy and 
guidance. He has a B.A. in History from Wichita 
State University and an M.A. in National Security 
Studies from Georgetown University. He is a 
founding member of the Security Analysis and Risk 
Management Association.
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Army Antiterrorism Doctrine – Field Manual 
3-07.2, Antiterrorism
> THOMAS “SANDY” YOUNG
The presentation will familiarize conference 
attendees with the current effort to develop the 
fi rst Army fi eld manual (FM) focused specifi cally 
on Antiterrorism (AT).  The FM provides the Army’s 
doctrinal framework on how it intends to fi ght, train, 
equip, and modernize regarding the threat of modern 
terror.  The FM will help train and educate Army 
leaders to reduce the threat posed by terrorism by 
applying risk management principles while planning 
and executing their assigned missions.

THOMAS “SANDY” YOUNG is the lead writer 
assigned to the current effort to develop Army 
Antiterrorism doctrine.  Mr. Young has extensive 
experience in Antiterrorism and other Risk 
Management program areas.  In his last position, 
Mr. Young supported the Army DCS, G2 with the 
Research and Technology Protection mission.  Mr. 
Young worked directly with the Army’s largest 
material acquisition program, the Future Combat 
System (FCS), to identify and protect critical 
program information.  Mr. Young’s last military 
assignment was Branch Chief of the Headquarters, 
Department of Army, Provost Marshal General, 
Operations Division, Antiterrorism (DAPM-OPS-AT).  
Mr. Young’s Antiterrorism experience also includes 
duty with the HQDA Inspector General where he 
planned and executed two worldwide assessments 
of the Army Antiterrorism program.  The assessment 
reports and their recommendations were briefed to 
and accepted by the Army’s senior leadership.

Mr. Young holds a dual Bachelor of Arts Degree in 
Political Science and Economics from Claremont 
Men’s College in Claremont, California and a 
Masters of Military Arts and Science from the 
United States Army Command and General 
Staff College in Fort Leavenworth, Kansas.  His 
military schooling includes the Field Artillery Basic 
and Advanced courses, the United States Army 
Command and General Staff College, the Inspector 
General course, the Antiterrorism Program 
Manager course (Level II), and the U.S. Army 
Airborne and Ranger training courses.

The Automation of a Risk Analysis and 
Management Methodology
> JAY ROBINSON
As infrastructures become increasingly complex 
and interrelated, automated risk analysis and 
management applications can be deployed to 
assist owners/operators in the analysis of the risk 
associated with their enterprises. The presentation 
will address the end-to-end process of automating 
a risk analysis program focusing on a generic 
seven step process. Points of emphasis: the critical 
elements to be included in the process, minimum 
technological requirements, use of private/public 
partnerships and beta tests, and the best practices 
identifi ed. Finally, presentation will conclude with 
the trade-off analysis of the use of automated 
versus paper deployed risk methodology.
 
JAY ROBINSON manages both Alion Petrochemical 
and Education risk analysis softwares and 
confi gures security datasets for the Alion Science 
and Technology’s CounterMeasures software. 
He also is the technical contact for ruggedized 
handheld computer units. Jay consults with many 

federal, state, and private clients. Jay received a 
Bachelor’s degree from Virginia Polytechnic Institute 
and State University  and served in the United 
States Marine Corps,  receiving several meritorious 
promotions and awards. He holds certifi cates in 
CVI, CPC, and RAMPCAP. Jay enjoys volunteering in 
his community through Meals on Wheels and the 
Juvenile Mentoring program, and offi ciates for the 
Northern Virginia Football Offi cials Association.

May 14 / TECHNICAL SESSION 5

Towards an “All-Hazards” Critical 
Infrastructure Risk and Vulnerability 
Assessment Methodology
> SHARON MIELBRECHT
The Department of Homeland Security (DHS) is 
placing increased emphasis on developing an “all-
hazards” approach to assessments of the risks and 
vulnerabilities of the nation’s critical infrastructure.  
While DHS currently uses the Strategic Homeland 
Infrastructure Risk Assessment (SHIRA) methodology 
to assess the levels of risk to critical infrastructure 
from terrorism, as well as to identify high-risk 
scenarios, it is seeking ways to integrate threats 
posed by natural hazards. This presentation 
summarizes the Pacifi c Disaster Center’s recent 
study of how natural hazards might be incorporated 
into an All-Hazard Risk Assessment Framework.  It 
also describes a case study to exercise and test 
the All-Hazards Risk Assessment Framework using 
a historical earthquake event to assess the risk to 
key sectors, assets, and populations in selected 
areas of Los Angeles, California, and using the All-
Hazards Framework in conjunction with the Federal 
Emergency Management Agency’s (FEMA) HAZARDS 
U.S. (HAZUS) risk assessment software program.  

SHARON MIELBRECHT’s professional experience 
includes emergency management operations 
support, information processing and analysis, and 
product generation and dissemination using a variety 
of analytical tools and applications.  In addition, she 
has experience in the development, coordination and 
implementation of operationally oriented training 
programs, including curriculum development, 
facilitation of workshops, training sessions, exercises, 
and informational meetings.  Since 2003, she has 
served as the Hazard Mitigation Specialist at the 
Pacifi c Disaster Center, advancing the development 
and implementation of methodologies and strategies 
to reduce the risks posed by natural hazards while 
supporting the Center’s Risk and Vulnerability 
Assessment program.

Federal Protective Service Risk Assessment 
and Management Program (RAMP)
> MARK HARVEY
The DHS Federal Protective Service (FPS) is 
responsible for mitigating risk to more than 8,800 
Federal facilities nationwide.  To better enable its 
personnel to provide security and law enforcement 
services to the Federal community, FPS is developing 
the Risk Assessment and Management Program 
(RAMP).  This program will provide a comprehensive 
tool that standardizes the risk assessment process 
and enables FPS personnel to recommend effective 
countermeasures, monitor them throughout their 
lifecycles, and conduct regular testing to ensure that 
they are working as designed.

To accomplish this, FPS has designed a risk 
assessment methodology that adheres to 
the baseline criteria put forth by the National 
Infrastructure Protection Plan and incorporates 
the variety of standards that Federal facilities are 
required to meet.  When completed, RAMP will 
provide access to risk information in a dynamic 
nature so that FPS personnel can utilize situational 
awareness activities and tools to ensure that 
appropriate law enforcement and security practices 
are delivered where they will be most effective in 
reducing risk.  
 
This presentation will provide attendees with 
an overview of the RAMP development process, 
methodology, concept of operations, and lessons 
learned from the development and transition 
process.

MARK HARVEY currently serves as a Program 
Manager for the Federal Protective Service Risk 
Management Division.  He was a lead author for the 
Government Facilities Sector-Specifi c Plan as part 
of the National Infrastructure Protection Plan (NIPP) 
and is responsible for representing the Government 
Facilities Sector on a variety of Department of 
Homeland Security and interagency working groups on 
emergency preparedness and risk management.  In 
this role, Mr. Harvey has overseen the development of 
the FPS Risk Assessment and Management Program 
and has been the chief architect of the methodology 
that will be used by RAMP.
 
Before coming to FPS, Mr. Harvey worked for the 
NIPP Program Management Offi ce, where he 
served on the writing team for the NIPP.  He has 
served as an advisor to a variety of organizations, 
including Lexis-Nexis, the Virginia Commission on 
National and Community Service, the Center for 
Excellence in Government, and the Virginia House 
of Delegates.
 
Mr. Harvey is a graduate of the University of Virginia.  
He lives in Fairfax, VA with his wife, Sarah, and their 
Border Collie, Scout.
 

Network Analysis and Modeling – A Strategic 
Approach to Risk Management in the 
Healthcare and Public Health Sector
> NITIN NATARAJAN & ALLEN KROTMAN
The Healthcare and Public Health Sector is a 
vital component of our Nation’s stability and 
longevity. Comprised of interconnecting operations, 
information-systems, activities, processes, and 
resources, Healthcare functions as a single system 
for the provision of care and emergency response. 
Taken independently, Public Health has one of the 
most singularly diverse and essential roles across 
all Healthcare capabilities, from food and water 
protection to emergency planning, management, 
and policy development. During an emergency, 
Public Health must take a lead role in community 
outreach and response, requiring a high-degree 
of pre-planning and testing in order to prepare 
for such events. While organizations at all levels 
strive to work and plan collaboratively to identify 
systemic weaknesses in emergency management 
and best practices in planning scenarios, the ability 
to provide a holistic view of the Sector, representing 
local, regional, and national considerations has 
yet to be fully explored.  Healthcare and Public 
Health has a vision to achieve overall resiliency 
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against all threats – natural and manmade 
– in order to prevent or minimize damage to, or 
destruction of, the Nation’s Healthcare and Public 
Health infrastructure, and to preserve the ability 
to mount timely and effective responses to both 
routine and emergency situations. Looking across 
the Sector, we strive to identify, analyze, and 
develop approaches to ensure continuity of mission 
through preparedness and response, with a focus 
on “consequence reduction” across the sectors.  
One methodology for better understanding the 
totality of sector risk is through network analysis, 
modeling, and simulation. Network analysis will 
result in a methodical, Sector-wide identifi cation of 
essential capabilities, the functions that support 
those capabilities, links between capabilities 
and activities, and an identifi cation of essential 
resources.  More importantly, this approach 
will reveal the underlying building blocks of and 
relationships within the system, which if destroyed 
or degraded could have cascading effects resulting 
in overall mission failure.  Leveraging the network 
analysis data, we can integrate modeling and 
simulation of varying scenarios with a focus on 
Sector dependencies nationally, regionally, and 
locally to develop mitigation strategies, enhance 
protective programs, and identify gaps in services 
associated with emergency response, recovery, 
and consequence reduction activities. The 
Sector is currently working through modeling and 
simulation requirements that would allow this 
analysis to be leveraged for real-time decision 
support at the local, regional, and national levels. 
A key component of the analysis will be to evaluate 
critical dependencies (within and external to the 
Sector), identify essential processes, and to analyze 
alternative approaches for improving emergency 
preparedness. 

NITIN NATARAJAN is the Bioterrorism Coordinator 
for the District of Columbia Department of 
Health, Health Emergency Preparedness and 
Response Administration.  His responsibilities 
include the oversight of the District’s bioterrorism 
and pandemic infl uenza programs in addition to 
management of the Department’s emergency 
preparedness and homeland security grants.  He 
also manages a number of other critical projects 
including the Department’s participation in the 
Metropolitan Washington Fusion Center, the 
development of a new public health laboratory 
annex with biosafety level III capabilities, and the 
Department’s chemical, biological, radiological/
nuclear, explosive (CBRNE) planning.  He serves 
as a liaison to a number of District, regional, and 
national committees in addition to working closely 
with both the Association of State and Territorial 
Health Offi cials and the National Association of City 
and County Health Offi cials.

He has served on a number of national working 
groups including the development of the Hospital 
ICS version IV program, the Healthcare and Public 
Health Government Coordinating Council, and 
is currently the District’s representative on the 
national Directors of Public Health Preparedness 
committee.

He holds a Bachelors of Science from the State 
University of New York and a Master of Arts from the 
Naval Postgraduate School in Security Studies.  His 
graduate thesis was on the National Imperative for 
a Domestic Medical Intelligence Center.

ALLEN KROTMAN is a senior project leader in the 
Healthcare Mission Area in MITRE Corporation’s 
Center for Enterprise Modernization (CEM).  Mr. 
Krotman’s expertise and experience includes over 
25 years in the practice of forming and leading 
technical and non-technical teams, designing and 
implementing new and improved systems and 
processes, and managing large programs. 

Since joining MITRE in 2005, Mr. Krotman has 
contributed technically to and managed large 
programs for the Department of Health and Human 
Services (HHS).  Currently, Mr. Krotman is the 
MITRE Project Lead for the Healthcare & Public 
Health Sector Critical Infrastructure Protection (CIP) 
Program.  In this role, Mr. Krotman supports the 
Offi ce of the Assistant Secretary for Preparedness 
and Response (ASPR) within the HHS.  The 
Healthcare and Public Health CIP Program supports 
Homeland Security Presidential Directive-7 
(HSPD-7) and the implementation of the National 
Infrastructure Protection Plan of 2006.
Mr. Krotman graduated with distinction from Purdue 
University with a bachelor’s degree in Computer 
Science. 

May 15 / TECHNICAL SESSION 1

Managing Risk Management 
in Homeland Security
> ROBERT G. ROSS
There is little dispute that “risk” is a factor that 
must be considered as DHS decision-makers 
decide what, if anything, should be done about 
a given identifi ed risk.  There has been far less 
agreement, however, on what this means in 
practical terms.  This session will provide a situation 
and progress report on DHS’s efforts to come to 
grips with the risk management problems facing 
it.  The presentation will provide an overview of 
the Department’s current understanding of its risk 
management responsibilities from a management 
perspective (i.e., the allocation of responsibilities 
across the organization) together with a discussion 
of a few of the overarching issues affecting the 
risk analytic function. The presentation will also 
provide glimpses into specifi c risk assessment 
methodologies and/or risk management efforts in 
a number of DHS components or agencies.  Overall, 
the session will provide signifi cant insights into 
the complexities of the risk management and risk 
analytic problems facing the national homeland 
security enterprise as well as into the efforts being 
made to provide defensible risk-informed homeland 
security decisions at the strategic, operational and 
tactical levels.

ROBERT G. ROSS is the Chief of the Risk Sciences 
Branch in the Department of Homeland Security 
S&T.  He is a retired Captain of the US Coast Guard 
who spent 30 years as an offi cer.  Mr. Ross led 
the response to largest US oil spill post-Exxon 
Valdez and other major incidents.  He also directed 
development of Ports and Waterways Safety 
Assessment process, which was adopted by the 
International Association of Lighthouse Authorities 
as the world standard process for assessing vessel 
traffi c and navigation risks in restricted waterways.  
He has presented on various risk issues at Society 
for Risk Analysis events (2006 and 2007), Rutgers 
University, SARMA 2007 conference, and presented 

and published on general homeland security issues 
from before 9/11.

Terrorist Attack Analysis, 
A Systems Approach to Developing Proactive 
Antiterrorism Programs 
(2-hour session)
> BEN NERUD
Based on a soon to be published research paper, 
this briefi ng identifi es the critical requirements 
necessary to conduct a terrorist attack.  These 
requirements are incorporated into a realistic 
planning model designed to emphasize the 
point at which the critical requirement is vital 
to the terrorist operation.  Establishing these 
critical points may lead to the identifi cation of 
vulnerabilities in the operational cycle of an 
adversary.  This perspective helps identify the 
essential requirements associated with a terrorist 
operation, and more importantly identifi es 
those requirements we can and should deny or 
disrupt.  Directly targeting a critical vulnerability, 
as determined by the analytic models, gives 
greater precision and rigor to countermeasure 
development, and ensures economy of force and 
effective employment of protection capabilities.

BEN NERUD is the Deputy Branch Chief for the 
Support Branch of Combat Support Assessments 
Division at the Defense Threat Reduction Agency 
(DTRA).  Prior to becoming the Deputy Branch 
Chief, he was a Terrorist Operations Specialist 
and a Security Operations Specialist for the 
Support Branch and provided support to Joint Staff 
Integrated Vulnerability Assessment Teams.   In 
his role as Deputy Branch Chief, he serves as the 
Program Manager for the DoD Antiterrorism (AT) 
Program Mobile Training Team,  and conducts 
research and analysis of terrorist operations, 
security technology, and risk management.  Prior 
to joining DTRA in 2000, Ben worked as a threat 
analyst for the Immigration and Naturalization 
Service, a Security Operations Manager for 
Department of Energy, and was a project manager 
in the Department of State Diplomatic Security 
Service.  A former Marine, Ben began his career in 
security, antiterrorism, and threat analysis on the 
Marine Security Guard program, providing security 
at US Embassies in Paris, France and Bamako, Mali.

Cyber Terrorism: Menace or Myth?
> IRVING LACHOW
Cyber terrorism is often portrayed as a major 
threat to the United States.  Articles, books, and 
reports discussing the subject conjure images of 
infrastructure failures, massive economic losses, 
and even large-scale loss of life.  To date, the hype 
surrounding this issue has outpaced the magnitude 
of the risk: there has not been a single documented 
incidence of cyber terrorism against the U.S. 
government.  Why is that?  Is it just a matter of 
time until terrorists launch a massive cyber attack 
against the United States or are current trends likely 
to continue?  This presentation will address these 
questions by utilizing a risk management framework 
to explore the factors that terrorists must consider 
when deciding whether to pursue cyber-based 
attacks.  It provides an assessment of the overall 
risks posed by cyber terrorism today and in the 
next few years.   The talk closes with a series of 
observations and recommendations. 
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IRVING LACHOW is a Senior Research Professor 
at the National Defense University’s Information 
Resources Management College.  Dr. Lachow has 
extensive experience in both information technology 
and national security.  He has worked for Booz Allen 
Hamilton, the RAND Corporation, and the Offi ce 
of Deputy Under Secretary of Defense (Advanced 
Systems & Concepts).  Dr. Lachow received his 
Ph.D. in Engineering & Public Policy from Carnegie 
Mellon University.  He earned an A.B. in Political 
Science and a B.S. in Physics from Stanford 
University.

May 15 / TECHNICAL SESSION 2

Strategic Risk and Resilience as a Paradigm 
for Framing and Guiding Homeland Security 
Decision-Making and Choices
> CHARLES (CHUCK) PEÑA
According to the October 2007 National Strategy for 
Homeland Security (NSHS):
The assessment and management of risk underlies 
the full spectrum of our homeland security 
activities, including decisions about when, where, 
and how to invest in resources that eliminate, 
control, or mitigate risks.  In the face of multiple 
and diverse catastrophic possibilities, we accept 
that risk – a function of threats, vulnerabilities, 
and consequences – is a permanent condition.  
We must apply a risk-based framework across 
all homeland security efforts in order to identify 
and assess potential hazards (including their 
downstream effects), determine what levels of 
relative risk are acceptable, and prioritize and 
allocate resources among all homeland security 
partners, both public and private, to prevent, 
protect against, and respond to and recover from 
all manner of incidents.  A disciplined approach 
to managing risk will help to achieve overall 
effectiveness and effi ciency in securing the 
Homeland. (p. 41)

We have experience and expertise – particularly in 
the private sector – in understanding and mitigating 
systematic, operational, and programmatic risk.  
But the risk we have yet to come to grips with 
– largely for political reasons that cuts across party 
and ideological lines – is strategic risk.  We must be 
able to make choices both between and within the 
major goals set forth in the NSHS (p. 1):

- Prevent and disrupt terrorist attacks
- Protect the American people, our critical 
  infrastructure, and key resources
- Respond to and recover from incidents 
  that do occur

We cannot prevent every conceivable terrorist 
attack, so we must decide what risks we are willing 
(or forced in the case of natural disasters) to accept 
in order to determine how best to allocate scarce 
resources for programs designed to prevent attacks.  
We cannot protect the entire population or every 
potential target, so we must be willing to accept 
some (perhaps a lot) of risk.  As the IRA once said 
after a failed attempt on Prime Minister Margaret 
Thatcher’s life: “We only have to be lucky once; you 
will have to be lucky always.”

To help make the diffi cult choices about prevention 
and protection, the concept of resilience can allow 

us to better understand and manage strategic risk.  
The essence of resilience is the ability to respond 
and recover quickly from a catastrophic event.  
Instead of trying to prevent every attack or protect 
every target, resilience would ensure that we always 
have the ability to respond to and recover from any 
attack or any natural disaster.  Resilience means 
accepting risk, which in turn would better guide 
our ability to make choices about prevention and 
protection in particular and homeland security in 
general – to be able to make more rational choices 
and drive budgeting/acquisition in a cost-effective 
manner.

If we continue to avoid making choices about 
strategic risk, we will try to do everything and 
run the risk (pun intended) of doing nothing well 
(or doing well at the wrong things).  We can get 
better at managing systematic, operational, and 
programmatic risk, but we have to get strategic risk 
right fi rst to know which systems, operations, and 
programs are the ones to manage (and the priority 
in which we should manage them).

CHARLES (CHUCK) PEÑA is a senior policy 
analyst at The Tauri Group working on homeland 
security programs.  He is also senior fellow at the 
Independent Institute and senior fellow with The 
George Washington University Homeland Security 
Policy Institute.  He was previously the director of 
defense policy studies at the Cato Institute and has 
over 20 years experience as a defense policy and 
program expert working for Department of Defense 
and Department of Homeland Security clients.  He 
is the author of the book Winning the Un-War: A 
New Strategy for the War on Terrorism (Potomac 
Books) and an analyst for MSNBC television.  He 
has made numerous television appearances on 
all three 24-hour cable news stations – including 
“Hardball with Chris Matthews” on MSNBC, “The 
O’Reilly Factor” on Fox News, and “NewsNight with 
Aaron Brown” on CNN – and all four broadcast 
networks, as well as international television.  He 
has also been a guest on The McLaughlin Group, 
television’s original political talk show.  His opinions 
have appeared in a variety of domestic and 
international print media including the New York 
Times, The Washington Post, USA Today, The Wall 
Street Journal, Los Angeles Times, Chicago Tribune, 
Defense News, Defense Week, Space News, and 
Aviation Week & Space Technology. Peña received 
his M.A. in Security Policy Studies from The George 
Washington University and has a B.A. in Political 
Science from Claremont Men’s College.

Terrorist Attack Analysis, 
A Systems Approach to Developing Proactive 
Antiterrorism Programs 
(2-hour session - see previous listing)
> BEN NERUD

The Role of Information Sharing in Threat and 
Vulnerability Analysis
> ANDREA RIGONI
Today almost any organization relies on Information 
and Communications Technology infrastructures to 
deliver core and critical services.  The risk scenario 
is changing so quickly that a new Dynamic Risk 
Management approach is required. One of the 
major challenges is to keep a shared situational 
awareness of the Digital Battlefi eld, which is 

fragmented under the responsibility and visibility of 
many private and public organizations. 

Information Sharing can help both the single 
organizations and national bodies to keep an 
updated situational awareness and to defi ne 
proactively the correct countermeasures. Despite 
a common acknowledgment of the importance of 
Information Sharing, many initiatives have failed 
and many organizations still look at it with suspect.

During his speech, Andrea will illustrate the 
different approaches adopted by private companies, 
service providers and national authorities for 
Information Sharing and Early Warning. In particular, 
Andrea will show how the positive developments of 
the Military doctrine (Network Centric Operations) 
can be used to defi ne new Information Sharing 
approaches. He will also provide an overview of the 
different initiatives in the United States and Europe, 
and will discuss the issues that have prevented 
Information Sharing from being widely adopted at a 
National and International level. 

ANDREA RIGONI is in charge of Symantec’s 
European Union and European Critical 
Infrastructure Protection Consulting. Based in 
Brussels, Rigoni has over 16 years experience in 
the security sector having concentrated on the 
government ICT security sector for the past decade, 
both in European Member States and the Middle 
East.  Rigoni regularly participates in international 
initiatives calling for Symantec’s expertise in 
information security. As such he recently joined 
the European Commission’s critical infrastructure 
expert group. Rigoni has also participated in the 
Interpol IT crime working group, Italian association 
of critical infrastructures experts, Union for the 
Coordination of Transmission of Energy (UCTE), 
Council for Large Power Companies (CIGRE), Italian 
Police, and Information Security Forum.  Before 
joining Symantec in 2003, Rigoni worked four 
years in Getronics as director of the mission critical 
BU, working on security and business continuity 
projects. Rigoni is an expert in critical infrastructure 
protection (CIP), computer incidents and emergency 
response (CERT), and security operation centres.  
He is fl uent in Italian and English. 

May 15 / TECHNICAL SESSION 3

Bureau of Reclamation - 
Security Risk Assessment Methodologies for 
Large Federal Dams 
> MARTIN CHAVIRA
The Bureau of Reclamation (Reclamation) has 
constructed more than 600 dams and reservoirs 
in the 17 western states including the Hoover 
Dam and Grand Coulee Dam.  These facilities 
provide water to more than 31 million people 
and generate nearly a billion dollars in annual 
power revenues. In 1998 Reclamation proactively 
developed a security risk analysis methodology 
based on its established dam safety methodology.  
Concurrently, Reclamation participated in the 
development of the Risk Asessment Methodology 
for Dams (RAM-D) by Sandia National Laboratory, 
which was a joint effort with the Interagency 
Forum for Infrastructure Protection.  The events of 
September 11, 2001 prompted the development of 
a comprehensive and sustainable security program 
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within Reclamation and security risk assessment 
became the core of the security risk management 
program.  Reclamation has used the methodologies 
mentioned above and several others to assess 
the security risks of US dams.  This presentation 
will describe a few of the methodologies, their 
advantages and disadvantages, and lessons 
learned from their use.  The presentation will 
include a description of a recent analysis of one of 
Reclamation’s most critical facilities. 

MARTIN CHAVIRA received a B.S. in Civil 
Engineering from the University of New Mexico 
in 1980. Martin served as a Structural Engineer 
in Reclamation’s Technical Service Center for 
18 years in the Plant Structures and Structural 
Analysis Groups in Denver, Colorado.  During this 
period he designed specialized structures in steel 
and concrete.  In 1994 Martin began working for 
Reclamation’s Dam Safety Program and contributed 
to the development of Reclamation’s dam safety 
risk assessment process and facilitated early 
dam safety risk assessments.  In 1998 he began 
coordinating technical and engineering support of 
Reclamation’s Security Program and coordinated 
the development of Reclamation’s Security Risk 
Analysis Methodology and Reclamation’s Matrix 
Security Risk Analysis process.  Martin also 
participated in the development of Risk Assessment 
Methodology for Dams (RAM-D), working with 
Sandia National Laboratory and representatives 
from the US Army Corps of Engineers, Tennessee 
Valley Authority, Bonneville Power Administration, 
Federal Energy Regulatory Commission, and other 
federal agencies.  In recent years Martin has been 
involved in continued development and refi nement 
of security risk analysis processes, facility security 
risk assessments, and physical security upgrades.  

Toward Open Standards for Characterizing 
and Comparing Security Risk Analysis 
Methodologies
> WILLIAM MCGILL & IRWIN M. PIKUS
There are many risk analysis methodologies, 
in use and in development, designed to inform 
security investment decisions.  Each methodology 
is unique in the types of questions it answers, the 
level of leadership it supports, the scope of the 
analysis, and the data and resources required for 
its use.  This begs the following all too important 
question: to what degree is one methodology 
compatible with another?  And to what degree 
is a methodology compatible with a baseline 
standard, such as that outlined in the National 
Infrastructure Protection Plan (NIPP)?  The purpose 
of this talk is to describe SARMA’s progress toward 
developing an open standard for classifying, 
characterizing, and comparing security risk analysis 
methodologies.  The goal of such a standard is to 
provide a transparent and standardized framework 
for describing methodologies that facilitates 
meaningful judgments of compatibility among 
methodologies and their respective utility in various 
decision contexts.

WILLIAM MCGILL is a risk researcher and 
practitioner focused on applying risk analysis 
methodologies to security and intelligence analysis 
problems.  He has worked on numerous projects 
for the Intelligence Community and the Department 
of Homeland Security focused on the development 
of risk analysis methodologies to inform strategic 

and tactical decisions.  Mr. McGill is currently on 
the faculty of Pennsylvania State University where 
he engages in security risk analysis research and 
education.

IRV PIKUS was senior staff scientist at RCA 
and General Electric for 15 years, leading and 
performing applied research projects in aerospace, 
defense and electronics fi elds. He specialized 
in remote sensing, advanced communications 
systems and re-entry physics.  From 1975 to 
2000 he held Senior Executive (levels 4 & 5) 
positions at the Department of State (Offi ce of 
Technology Policy and Space Affairs), National 
Science Foundation (Director, Strategic Planning 
and Policy Analysis) and Department of Commerce 
(Director, Offi ce of Foreign Technology Availability). 
In 1996 he was appointed Commissioner on the 
President’s Commission on Critical Infrastructure 
Protection (PCCIP) where he led the team dealing 
with those infrastructures providing vital human 
services (water, emergency services, government 
services). At the completion of the PCCIP, Dr. 
Pikus returned to the Commerce Department 
where he established and led the lead agency 
offi ce for telecommunications and information 
infrastructure assurance, delegated to Commerce 
under Presidential Decision Directive (PDD)-63.  
Since retiring from the government in 2000, Dr. 
Pikus has been Visiting Professor of Systems 
and Information Engineering at the University 
of Virginia where he is affi liated with the Center 
for Engineering Risk Management. He has also 
consulted on critical infrastructure protection 
for Sandia National Laboratories and other 
government and private organizations. He was 
principal investigator on a contamination monitoring 
project under a cooperative agreement with 
Environmental Protection Agency. He is also chair 
of the Methodology Subcommittee of American 
Society of Civil Engineers’ Water Infrastructure 
Security Enhancement Standards Committee. He 
was recently selected as member of EPA’s Water 
Sentinel Executive Committee.

Using Federal Statistical Data & GIS to Analyze 
the CI/KR Sectors: Using the New 18th Sector as 
a Case Study
> CHRISTINE POMMERENING & MICHAEL E. EBERT
The presentation will examine potential benefi ts, 
challenges and limitations of “mapping” the 
previously existing 17 CI/KR sectors geographically 
and defi ning the sectors using the North American 
Industrial Classifi cation System (NAICS) and 
other established statistical metrics. A team of 
CIP Program researchers examined these issues 
and preliminary fi ndings will be presented. Next, 
we will examine the newly created 18th CI/KR 
sector, “Critical Manufacturing.” We will show how 
this sector has been defi ned in conformity with 
3- and 4+-digit level NAICS classifi cations. We will 
illustrate what kinds of analysis can be performed 
using datasets compiled by the federal statistical 
agencies, notably the Bureau of the Census and 
the Bureau of Labor Statistics (BLS). Certain 
analyses of this sector and the extent of foreign 
direct investment in it are possible under a 1990 
federal data-sharing law. We will show potential 
uses of GIS technologies to analyze CI/KR data 
and information geographically. A new geographic 
information system (GIS)-based research proposal 
with Census, Department of Energy and NIST will 

be discussed. Lastly, we will discuss the limitations 
of these sources of data, particularly with regard to 
disclosure issues.  

CHRISTINE POMMERENING is a Research 
Associate Professor at George Mason University’s 
School of Public Policy. Her research interests 
include organizational and institutional theory 
and the role of information and communications 
technology, and she teaches graduate courses in 
public administration and public policy. She has 
been involved in academic research and project 
management in the United States and Germany 
on issues of homeland security, national and 
international governance structures, regional 
economic development, and science and 
technology policy. Until recently, she was a Senior 
Research Associate at the Critical Infrastructure 
Protection Program at George Mason University 
School of Law, focusing on public and private 
sector approaches to infrastructure security, and 
institutional responses to low-probability/high-
consequence events such as natural disasters and 
terrorist attacks. Pommerening holds a Ph.D. in 
Public Policy from George Mason University, and an 
M.A. in Sociology from Ruhr-Universität Bochum in 
Germany.

MICHAEL E. EBERT is a Principal Research 
Associate with the Critical Infrastructure Protection 
Program at George Mason University School of 
Law. At the CIP Program, he has been involved in 
a broad range of CI/KR related projects and has 
been the research project lead on Department of 
Energy-funded activities. He has worked on: legal 
and legislative analysis of the Homeland Security 
Act of 2002 with emphasis on Title II, Protected 
Critical Infrastructure Information (PCII); analysis 
of Sector-Specifi c Plans; analysis of the creation of 
an Electric Reliability Organization (ERO) under the 
EPACT of 2005; energy utility cost recovery after 
catastrophes; evaluation of state energy emergency 
response plans; and cyber security and liability 
issues. His previous experience ranges from serving 
as senior legislative assistant to Rep. Phil Sharp 
(retired; former chairman of the House Energy & 
Power Committee) to serving as IT director of a large 
international law fi rm. He holds a B.A. in political 
science from Indiana University, a Masters of Public 
Policy from George Mason University, and two 
certifi cates in mediation/confl ict resolution from the 
Northern Virginia Mediation Service at the Institute 
for Confl ict Analysis and Resolution, George Mason 
University. 

May 15 / TECHNICAL SESSION 4

SARMA Common Lexicon Project
> ANDREW HARTER & BRIAN MOON
Methodology and terminology have grown and 
incubated in a number of government agencies, 
companies, and academic circles without suffi cient 
overlap, resulting in confusion, misunderstanding, 
and incompatibility of results.  Progress in security 
risk analysis is hampered by the inability of 
practitioners to communicate with each other 
about progress and needed improvements.  
SARMA’s Common Lexicon Project provides a 
technology-facilitated and reliable methodology 
for reaching voluntary consensus around risk 
analysis terminology. The Project will be marked by 
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openness, balance of interest, due process, and 
an appeal process. This presentation will focus on 
the Common Lexicon Project’s methodology and 
process.

ANDREW HARTER is currently the Team Leader 
for the SARMA Common Lexicon Project and has 
signifi cant experience in communications, analysis, 
and business process design, including experience 
in the counterterrorism and intelligence fi elds.  He is 
currently an Analyst for the Department of Defense, 
with prior experience as an Analyst for the Federal 
Bureau of Investigation, as Associate National 
Agency Coordinator for the California Governor’s 
Offi ce of Homeland Security, and other roles in the 
private sector.

BRIAN MOON is the Co-Founder and Director of 
Services of Perigean Technologies LLC, a woman-
owned small business incorporated to provide 
knowledge modeling services and advance the 
state-of-the-art & science in Concept Mapping. In 
its fi rst year of operations, Perigean Technologies 
LLC has already served customers in commercial, 
educational, nonprofi t, military, and government 
domains. In October 2007, Perigean Technologies 
LLC was awarded a Phase I Small Business 
Innovative Research grant from the Defense 
Advanced Research Projects Agency to explore the 
supremacy of Concept Mapping over slideware 
presentations for rapid and accurate idea transfer. 
A leading practitioner and researcher in the 
fi eld of Concept Mapping, Mr. Moon is applying 
Concept Mapping techniques across a spectrum 
of knowledge management problems, from the 
elicitation and capture of expert knowledge to the 
organization of corporate memory.

Security Vulnerability Assessments (SVAs) 
Under the New Department of Homeland 
Security -
Chemical Facility Anti-Terrorism Standard 
(CFATS)
> STEVEN M. FRUCHTMAN
This session will review and help to explain how to 
prepare for the Security Vulnerability Assessment 
(SVA) and Site Security Plan (SSP) components 
of CFATS.  Pursuant to the outcome of the SVA, 
selected chemical sites will need to prepare a Site 
Security Plan. The SSP and SVA will need to explain 
how the site met the risk-based performance 
standards set by DHS. This is a new realm in the 
world of chemical industry security, so a key aspect 
of meeting the regulatory requirements will be 
interpreting these standards and determining the 
best path to achieving them.  This session will 
review the CFATS requirements and explain the 
impacts on U.S. industry and lessons learned to 
date. 

STEVEN M. FRUCHTMAN is a Principal Consultant 
with AcuTech Consulting Group and has served 
in a number of senior staff positions relating to 
homeland security and emergency management. 
He has more than 22 years of experience in fi re 
and hazardous materials response, incident 
command, and emergency planning. He has 
served as a Chief of Department (Fire), Emergency 
Management Director, and Chief in Charge of 
Operations of a regional hazardous materials / 
special operations response team. He has worked 
with Federal, State, and local government as well 

as private sector business in the development of 
emergency management plans, Occupational Safety 
& Health Administration/Environmental Protection 
Agency/Department of Transportation regulation 
compliance and training, EOC design / policy 
development, and exercise design and delivery. 

Mr. Fruchtman has an A.S. in Fire Science from New 
Hampshire Technical College, a B.S. in Business 
Administration from Widener University, a M.S. in 
Management from Johns Hopkins University and he 
is a graduate of the Executive Fire Offi cer Program 
at the National Fire Academy.

New York State’s Efforts to Link Threat, 
Consequence and Vulnerability to Counter-
terrorism Planning
> JAMIE IAN
It is the responsibility of the New York State 
Offi ce of Homeland Security to distribute funds 
and resources for the protection of the State and 
National Critical Infrastructure.  Fulfi llment of this 
mission is hampered by the lack of an automated 
process that assists with the risk management 
framework established under the National 
Infrastructure Protection Plan:
- Threat
- Risk Prioritization
- Investments (funds, mitigations, personnel, 
  equipment) 
- Provides a procurement audit trail 

OHS is currently in the early development stages 
of a Threat Based Asset Management System 
(TBAMS) which will enable prioritization and 
resource allocation (funding, personnel, equipment) 
based on the steady state environment and 
dynamic threat scenario.  The proposed solution 
will correlate existing CI Asset data and intelligence.  
This automated correlation will also consider the 
interdependencies between assets and systems 
and essential services.   

Currently several tools have been developed 
as part of the TBAMS that are available to 
demonstrate to colleagues and stakeholders.  
The primary presentation would be on the 
prototype that integrates suspicious activity 
reporting (SAR) collected by law enforcement 
with critical infrastructure data in a statistically 
powered geographic information system (GIS).  
CI-SAR is designed to assist analysts to monitor, 
evaluate, analyze and report on current, all-source 
information. 

JAMIE IAN is a Senior Intelligence Analyst at the 
New York State Offi ce of Homeland Security (OHS).  
Since joining OHS in 2002, Ms. Ian has been 
actively involved in creating intelligence products 
for New York State homeland security partners 
and has worked on a variety of special projects.  In 
2003, she participated in the development of a 
new graduate-level curriculum in homeland security 
issues at the University at Albany.  In 2006, she 
participated in the restructuring of the OHS risk 
formula used to distribute homeland security funds 
to counties, which resulted in a more defensible 
grant distribution methodology and increased 
the effi cacy in which New York State distributed 
money.  Most recently, she has been part of a 
multi-agency working group charged with developing 
a fi rst-in-state enterprise solution for analyzing 
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suspicious activity reporting at New York’s critical 
infrastructure. In this capacity, she co-manages a 
group of analysts providing threat data, testing the 
system and conducting initial analysis. 

Since 2005, Ms. Ian has been the staff-level OHS 
liaison assigned to the New York State Intelligence 
Center-Counter Terrorism Center (NYSIC-CTC). At the 
NYSIC, she has participated in several information 
sharing pilot programs between New York State and 
the federal government, including the development 
of the Homeland Security Information Network-State 
and Local Intelligence Community portal (HSIN-Intel, 
2006) and the DHS Fusion Center Pilot (2007) to 
improve DHS’s information sharing services to state 
and locals. 

Ms. Ian earned a bachelor’s degree from the 
College of Holy Cross and a Masters in Public 
Administration from the University at Albany.  
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SECURITY ANALYSIS AND RISK MANAGEMENT ASSOCIATION
MEMBERSHIP APPLICATION

I am applying for the following Membership Level:

Membership levels

$1000 Lifetime Members Lifetime membership and all member benefits.

$400 Sustaining Members Three-year membership and all member benefits.

$150 Regular Members One-year membership and all member benefits for individuals in the private sector.

$50 Government Members One-year membership and all member benefits. (SARMA supports the needs of federal, state and local 
government employees by keeping membership rates as low as possible.)

$35 Emeritus Members One-year membership and all member benefits except voting rights for those over 65 and retired or working 
part-time.

$25 Student Members
One-year membership and all member benefits except voting rights for full-time students. (SARMA seeks to 
encourage the education of students considering entering the security analysis field by keeping student 
membership rates as low as possible.)

APPLICANT INFORMATION

Name:

Current address:

City: State: ZIP Code: 

Phone: Cell: Pager:

EMPLOYMENT INFORMATION

Current employer:

Employer address: How long? 

City: State: ZIP Code: 

Phone: E-mail: Fax:

Position/Title:

EMERGENCY CONTACT

Name: Phone:

Relationship:

REFERENCES

Name: E-mail: Phone:

Name: E-mail: Phone:

AREAS OF PROFESSIONAL INTEREST (CHECK ALL THAT APPLY)

Security Risk Management ____ National Security ____ Cost-Benefit Analysis _____

Security Risk Analysis _____ Homeland Security ____ Countermeasures Evaluation _____

Threat Analysis ____ Economic Security _____ Risk Reduction/Perf. Metrics _____

Vulnerability Analysis _____ Antiterrorism ____ Interdependency Analysis ____

Consequence Analysis _____ Counterintelligence ____ Comparison of Methodologies ____

Operations Security (OPSEC) _____ Critical Infrastructure Protection ____ Other (specify) ___________________

Other Security Analysis Methods _____ Safety _____ Other (specify) ___________________

SIGNATURES

Please be sure to read and print the SARMA Code of Professional Ethics and Conduct and the SARMA Antitrust Policy for future reference. Your registration 
signifies your agreement to abide by the SARMA code of ethics, SARMA Antitrust policy, and applicable antitrust laws.

I authorize the verification of the information provided on this form. I have read and received a copy of this application and agree with the terms of the 
Membership Agreement. I also agree to abide by the SARMA Code of Professional Ethics.

Signature of Applicant:                                                                                           Date:
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CODE OF PROFESSIONAL ETHICS AND CONDUCT
for members of the Security Analysis and Risk Management Association

SARMA Members shall continually strive to increase respect, confi dence, trust, prestige, and recognition of the security analysis and risk management profession in both 
the public and private sectors. They shall do this by:

• Acting in such a manner as to uphold and enhance the honor, integrity, and dignity of the security risk management profession.
• Performing services only in areas of their competence.
• Acting in professional matters as faithful agents or trustees for each employer or client, and in disclosure and/or avoidance of confl icts of interest.
• Issuing public statements only in an objective and truthful manner.
• Applying analytical methods diligently and fairly, resisting inappropriate pressures to modify or change fi ndings, conclusions, or recommendations.
• Demonstrating a personal commitment to professional development throughout their careers, and providing opportunities for the professional 
    development of those serving under their direction and supervision.
• Building a professional reputation on the merit of services provided, and not competing unfairly with others.
• Promoting and encouraging full compliance with this Code within the entire security risk management profession.

By joining SARMA, members agree to abide by this code of ethics. Failure to comply with the SARMA Code of Ethics by a SARMA member is grounds for review by the 
SARMA Board of Directors and may can result in a written warning or revocation of SARMA membership.

Signed   _________________________________________  Printed Name:  _________________________________________  Date: _______________________

SARMA ANTITRUST POLICY

Overview
The purpose of this document is to describe the Security 
Analysis and Risk Management Association’s (SARMA’s) 
policies and procedures to ensure strict compliance with 
antitrust laws.  It also is intended to alert members and 
staff of the activities most likely to raise antitrust concerns 
and the related precautions which must be implemented.
The antitrust laws are intended to ensure free and open 
competition.  These laws, the Sherman Act, Clayton Act 
and Federal Trade Commission Act at the federal level 
and similar laws in many states and in other nations 
prohibit contracts, combinations, conspiracies, and other 
agreements in restrain of trade, as well as monopolization 
and attempted monopolization.  An unlawful “agreement” 
or “conspiracy” among trade association members can 
exist without a formal written document.  It may be oral 
or written, formal or informal, express or implied.  Even 
casual conversations or so-called “off the record” remarks 
by association members or staff can provide the basis for 
an antitrust conspiracy claim.  

Trade associations play a valuable and entirely lawful 
role in our economy.  However, the very nature of trade 
associations   the fact that they bring together competitors   
also means that such associations must be particularly 
sensitive to antitrust issues.  In bringing competitors 
together, one element of a possible antitrust violation 
already is present -- a combination of competitors.  All that 
may be needed to prove a violation is the action to restrain 
trade.

It is SARMA’s fi rm and resolute policy, to which no exception 
is made, that all SARMA activities shall be conducted 
in strict conformity with all aspects of federal and state 
antitrust laws and, to the extent relevant, the laws of other 
nations.  Violations of these laws can result in severe civil 
or even criminal penalties.  Even if a government or private 
suit is successfully defended, the cost and disruption of 
the litigation can be overwhelming.  Therefore SARMA will 
not condone any violation of its policy in this regard, and 
any member or employee who violates such policy will be 
subject to expulsion or discharge from SARMA.  

1.  Matters Involving Prices and Terms of Competition
(a) No SARMA activity shall be used as a means for 
effecting or discussing any understanding or agreement, 
written or oral, formal or informal, expressed or implied, 
among competitors or potential competitors with regard 
to such competitors’ prices, terms and conditions of 
sale or purchase, marketing, distribution, production, 
consumption, market territories, or customers.
(b) No effort will be made by any SARMA body or member 
on behalf of SARMA to collect information from or 
disseminate information to members concerning prices, 
terms and conditions of sale or purchase, marketing, 
distribution, production, consumption, market territories, 
or customers, without prior clearance from the SARMA 
Board of Directors.  In any event, no such effort will be 
made in regard to future or planned prices, terms and 
conditions of sale or purchase, marketing, distribution, 

production, consumption, market territories, or customers 
of members’ services or products.

2. Matters Affecting Participation
(a) No SARMA activity shall be used as a means for 
effecting or discussing any understanding or agreement, 
written or oral, formal or informal, expressed or implied, 
to boycott or to exclude from competition any person, 
company, or other legal entity.
(b) No person or fi rm shall be unreasonably excluded from 
participating in SARMA activities. Efforts will be made to 
ensure that interested persons and fi rms will have access 
to SARMA activities.  In certain circumstances, trade 
associations restrictions on membership can give rise to 
a claim that the association and its members participated 
in an unlawful group boycott of a rejected applicant   for 
example, where denial of membership may have an effect 
in the marketplace.  SARMA does not believe that SARMA 
membership is necessary to enable a fi rm or individual to 
compete in any market.  In order to avoid any questions 
in this area, however, SARMA’s defi nition of membership 
in the Bylaws and the implementation of the defi nition 
is carefully scrutinized to ensure that it is open and 
that adjustments in the interpretation or wording of the 
Bylaws to deal with modern marketplace realities are not 
being done with anti-competitive motivation or effects.  
The signifi cance of whether a person or fi rm qualifi es 
for SARMA membership is mitigated by the fact that, as 
discussed below, SARMA programs that have market 
impact are open to all interested participants regardless 
of membership.
(c) Consistent with paragraph 2(b) of this Policy, SARMA 
certifi cation programs are based on tests that are open to 
all participants regardless of SARMA membership.
 
3. Suggestion of Standards, Specifi cations, Research 
and Statistics
(a) No effort will be made by any SARMA body or members 
on behalf of SARMA to conduct research projects, or 
to formulate any recommended industry standards or 
specifi cations, without prior clearance from the SARMA 
Board of Directors. 
(b) All industry standards and specifi cations recommended 
by SARMA will be nonbinding suggestions of SARMA 
only, and no sanctions will be imposed by SARMA for 
noncompliance with or failure to adopt such standards 
or specifi cations. Each member of SARMA is expected to 
exercise independent judgment in using or not using the 
standards and specifi cations suggested by SARMA.
(c) All industry standards and specifi cations recommended 
by SARMA will be fair and equitable, will be in the public 
interest rather than any narrow or partisan interests of 
any SARMA member(s), and will be adopted only after a 
full opportunity to comment on the proposed standards 
and specifi cations has been afforded to all interested 
persons.
(d) With respect to market data and statistical activities:

• Reports should not identify the statistics of individual 
companies 
• The provision of member data to support such 

activities is strictly voluntary 
• Individual companies or customers should not be 
identifi ed or be capable of identifi cation 
• A minimum number of participants in any market 
data or statistical activity will be required to prevent 
any participant from being able to calculate the market 
shares of other participants 
• No data is gathered on actual prices 
• There should be no editorial comment or analyses of 
the data if it relates to output or costs 
• The data disseminated should be made readily 
available upon reasonable terms to both SARMA 
members and to non-members.  Any fees required for 
non-members must be reasonably related to the cost 
of gathering and disseminating the data.

4. Fairness of SARMA Activities
All activities of SARMA are to be conducted fairly, 
responsibly, and in good faith, and with the intent, purpose, 
and effect of furthering the above stated purposes and 
goals of SARMA.  Any SARMA body or member having 
any questions or concerns regarding the propriety of any 
activity being conducted by or on behalf of SARMA in 
light of this Antitrust Compliance Policy is encouraged to 
contact the SARMA President, the Chairman of the Board, 
or any offi cer of the Association. It is the intent and policy 
of SARMA to encourage such inquiries so that compliance 
to this policy may be ensured.
 
5. Public Interface/Political
(a) The SARMA Board of Directors, as the policy-making 
and governing body of the Security Analysis and Risk 
Management Association, endorses programs that seek 
to enhance the public’s understanding of the profession.  
However, caution should be exercised by SARMA members 
participating in these programs that no impression of 
attempting to infl uence legislation exists.  As a practice, 
no body of SARMA should undertake programs of a public 
or national policy nature without fi rst advising the SARMA 
Board of Directors. Laws and regulations governing public 
information programs change frequently, and the SARMA 
Board, which has responsibility for actions of all SARMA 
units, is the only SARMA body authorized to approve 
programs in the public policy area.

(b) Contact by Government Enforcement Personnel or 
Others Outside SARMA: If an Association member or 
employee is contacted by a government offi cial from the 
Justice Department, the Federal Trade Commission, any 
federal or state agency or by a private party with regard 
to a pending or contemplated antitrust matter, SARMA’s 
policy is to courteously decline to answer any questions 
and refer the party to General Counsel for a response.  
Additionally, if a staff member receives a summons, 
subpoena or any other legal document or form of written 
communication from such a party, the staff member 
should promptly note the date and time received on a 
separate paper and forward the document and separate 
paper to the General Counsel.  Members and staff should 
not attempt to interpret or respond to the document.
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Get involved with your SARMA.

SARMA conducts much of its work through committees of involved professionals. 
We currently have the following committees underway, or planned for creation this 
year.  Please contact the committee chairperson at the below address if you would 
like some more information on how to get involved.

Project Committee > Projects@sarma.org
Common Lexicon Project > Lexicon@sarma.org
Encyclopedia of Security Analysis Methods > Encyclopedia@sarma.org
Generally Accepted Risk Assessment Principles > GARAP@sarma.org
Who’s Who in Security Analysis > Whoswho@sarma.org
Research and Development Initiatives Project > R&Dinitiatives@sarma.org
Operational Committees > Operations@sarma.org
Conference and Events Committee > Conference@sarma.org

SARMA Projects
The success of prior efforts to advance 
the profession has often been limited 
because they did not fi rst address key 
fundamentals. Through its numerous 
activities and projects, SARMA is building 
a solid, shared foundation for the future 
of the profession. Specifi c initiatives 
include:

Common Lexicon Development

Independent Methodology Review

Policy Development and Guidance

Networking and Professional Events

SARMA Newsletter and Journal

Training & Certifi cation Programs

P.O. Box 710172  Herndon, Virginia 20171
Phone / 703-635-7906  Email / info@sarma.org

www.sarma.org

Imagine
 ...one information resource

 Create it
    ...by sharing what you know

               Benefit
      ...from the knowledge of many

SARMApedia
To address the gaps in knowledge 
management and training needs of the 
profession, SARMA has initiated the 
SARMApedia wiki. SARMApedia currently 
contains fi ve interrelated areas of 
information:

Defi nitions and Common Lexicon
Encyclopedia of Security 

     Analysis Methods
Research & Development Initiatives
Who’s Who in Security Analysis
Generally Accepted Risk Assessment 

  Principles (GARAP)

SARMA created and maintains the wiki 
as a free service for the benefi t of 
the profession and its practitioners. 
Security analysts and risk managers are 
encouraged to contribute within the areas 
of their expertise. Visit and contribute to 
the SARMApedia at:

www.sarmapedia.org
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